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Abstract — This paper provides an overview of the RSA algorithm, exploring the foundations and mathematics in
detail. It then uses this base information to explore issues with the RSA algorithm that detract from the algorithms
security.
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I. INTRODUCTION
In this paper the basics of RSA will be explored, along with issues with the RSA algorithm. RSA is a commonly used
asymmetric algorithm, perhaps the most widely used asymmetric algorithm (Yeh, Huang, Lin, & Chang, 2009;
Ambedkar, Gupta, Gautam, & Bedi, 2011; Stallings, 2010; Mao, 2011). The algorithm was publicly described in 1977 by
Ron Rivest, Adi Shamir, and Leonard Adleman at MIT. The letters RSA are the initials of their surnames. The algorithm
is based on some interesting relationships with prime numbers. The security of RSA derives from the fact that it is
difficult to factor a large integer into its prime factors
RSA is used extensively in e-commerce solutions (Ahmed, 2010; Constantinescu, Boldea, & Boboila, 2010; Aïmeur,
Brassard, & Onana, 2006). It has been the asymmetric algorithm of choice for digital certificates, and thus an integral
part of SSL and TLS.
As often happens in the history of cryptography, it turns out that there was a similar system developed earlier, but it was
classified. In 1973, Clifford Cocks developed a similar system that remained classified until the late 1990's (Easttom,
2015). Mr. Cocks worked for the English government, specifically the Government Communications Headquarters
(GCHQ). He did go on to develop other, non-classified, cryptographic innovations. In 2001 he invented one of the early
identity based encryption methodologies, using aspects of number theory.
II. MATHEMATICAL FOUNDATIONS
The functionality of the RSA algorithm is based on aspects of number theory involving prime numbers and modulus
operations (Rizvil &Wahdwa, 2010; Skurnick & Javadi, 2009; Goldston & Pintz, 2009; Hinek, 2009). The essential
mathematics needed to understand RSA involve modulus operations and Euler’s totient.
Leonard Euler was a pivotal figure in the history of mathematics. He made very significant contributions to number
theory and is widely considered to be the father of graph theory. Some of his work in number theory forms part of the
RSA algorithm. Specifically, Euler’s totient is an important part of the RSA key generation algorithm. Euler’s Totient or
simply the totient is a term that denotes all the integers smaller than n that have no common factors with n. Another way
of stating this is how many numbers smaller than n are co-prime with n. The symbol for the totient of a number is shown
in figure 1.

Figure 1: Euler’s Totient
For example, if n = 8 then you are asking how many numbers smaller than 8 have no common factors with 8. The
answer would be 3, 5, and 7. 1 is also included as a special case, thus the totient of 8 would be 4. Another term for
Euler’s totient is the Euler phi function.
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The next question Euler was the totient for prime numbers. If, for example, n = 7 then all positive integers smaller than n
are co-prime to n. So, the totient of 7 is 6. Put more generally, the totient of any prime number p is p-1. Further, Euler
proved that if you have two prime numbers (m and n) and multiplied them together to get k, the totient of that k, was
simply the totient if m * the totient of n. Put another way, the totient of k is (m-1)(n-1).
In addition to Euler’s totient, the modulus operation is a key mathematical component of the RSA algorithm. Modulus
operations are important in cryptography, particularly in RSA. Let us begin with the most simple explanation, then later
delve into more details. To use the modulus operator, simply divide A by N and return the remainder.
So, 5 mod 2 = 1
So, 12 mod 5 = 2
This explains how to use the modulus operator, and in many cases this is as far as many programming textbooks go. But
this explanation only shows how one might use the modulus operation in programming, it does not explain what modulus
arithmetic is. One way to think about modulus arithmetic is to imagine doing any integer math you might normally do,
but bound your answers by some number. A classic example is the clock. It has numbers 1 through 12, so any
arithmetic operation you do has to have an answer that is 12 or less. If it is currently 4 o’clock and I ask you to meet me
in 10 hours, simple math would say I am asking you to meet me at 14 o’clock. But that is not possible, our clock is
bounded by the number 12. The answer is simple, take your answer and use the mod operator with a modulus of 12 and
look at the remainder.
14 mod 12 = 2
Thus far I have used the = symbol, however, this is not precisely accurate. An infinite number of mod operations would
yield the answer 2. For examples:
26 mod 12 = 2
38 mod 12 = 2
In modular arithmetic, the equal symbol is not used. Rather the congruence symbol is. So, the mathematically correct
way to write this is:
14 mod 12 ≡ 2
26 mod 12 ≡ 2
38 mod 12 ≡ 2
While the basic concepts of modular arithmetic dates back to Euclid who wrote about modular arithmetic in his book
Elements, the modern approach to modular arithmetic was published by Carl Gauss in 1801.
III. THE ALGORITHM
Now that you understand the essentials of Euler’s totient, and modular arithmetic, you are ready to examine the RSA
algorithm. The Actual steps in the algorithm are not overly complicated. Let’s look at them here:
Step 1: Generate two large random primes, p and q, of approximately equal size such that their product n = pq is of the
required bit length (such as 2048 bits, 4096 bits, etc.)
Step 2: Let n = pq
Step 3: Let m = (p-1)(q-1)
Recall that p-1 is the totient of p and q -1 is the totient of q. Further recall that multiplying the totient of p by the totient
of q yields the totient of the product of pq.
Step 4: Choose a small number e, co-prime to m (note: Two numbers are co-prime if they have no common factors.)
Step 5: Find d, such that de mod m ≡1. The modulus operator, if you are unfamiliar with it means to divide a number and
select the remainder. So, we are looking for a number d, then when multiplied by e and divided by m gives 1 as a
remainder. And that is it, you are done, now just publish e and n as the public key. Keep d and n as the secret key.
It can be useful to examine an example. In the following example, I will use very small prime numbers. Real
implementations of RSA use integers much larger than these, but these are chosen because they are small enough that
calculations can easily be done without the aid of a computer, making the RSA algorithm more understandable.
1. Select primes: p=17 & q=11
2. Compute n = pq =17×11=187
3. Compute ø(n)=(p–1)(q-1)=16×10=160
4. Select e : gcd(e,160)=1; choose e=7
5. Determine d: de=1 mod 160 and d < 160 Value is d=23 since 23×7=161= 10×160+1
6. Publish public key (7 and 187)
7. Keep secret private key 23
Now with the keys generated, it is a trivial matter to apply these keys to encryption and decryption. Utilize the number 3
as the plain text. Remember e =7, d=23, and n =187
Cipher text= Plain text mod n
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Cipher text = 37 mod 187
Cipher text =2187 mod 187
Cipher text = 130
This produces the cipher text of 130. The private key can then be used to decrypt, as shown below.
Plaintext = Cipher text d mod n
Plaintext = 13023 mod 187
Plaintext = 4.1753905413413116367045797e+48 mod 187
Plaintext = 3
If one attempts to decrypt with the public key (7 and 187) rather than the private key (23) the cipher text will not be
decrypted, as shown below.
Plaintext = Cipher text e mod n
Plaintext = 1307 mod 187
Plaintext = 627485170000000 mod 187
Plaintext = 37
This is a relatively simple example, but it illustrates the essence of asymmetric cryptography in general and RSA in
particular.
IV. ISSUES WITH RSA
This algorithm has been used effectively for asymmetric cryptography since its publication in 1977. It is widely used
today in TLS and other applications. But it is reasonable to ask if the algorithm is still the most appropriate choice.
Digital certificates using RSA have been using larger and larger key sizes in order to compensate for smaller key sizes
being compromised (Easttom, 2015). Rabah (2006) gave a scathing review of many widely used cryptographic
algorithms, including RSA. He argued that these methods have exceeded their useful lifespan and replacements such as
Elliptic Curve should be considered. The author provided a critical view of current cryptography modalities. He posited
that traditional algorithms are actually now inadequate for modern cryptography needs, and that is it necessary to
consider stronger encryption methodologies:
Over the last three decades the traditional cryptosystems like DES, DLP, RSA, DSA, etc. have thus far been the answer
to a wide range of issues that impact modern communication including the assurance of privacy, the certainty of a
transmitter or receiver’s identity, and the integrity of the communication. Today, these traditional crypto-algorithms
which where once considered effective have become impractical in light of recent technological development of
constrained environment devices (p 204). Rabah (2006) posits that current algorithms are no longer adequate. But Rabah
does not specifically address RSA. Recent studies have discovered potential flaws in RSA (Hinek & Lam, 2009;
Aciicmez & Schindler, 2008; Swenson, 2008; Zhao & Qi, 2007; Yelik, Rescorla, Shacham, Enright, & Savage, 2009).
Heninger and Shacham (2009) found that RSA implementations that utilized a smaller modulus were susceptible to
cryptanalysis attacks. In their study, they considered RSA implementations that utilized a small exponent in the
algorithm. A smaller modulus is sometimes used to increase the efficiency of the RSA algorithm. However, the size of
the modulus value also could be used to reduce the set of possible factors, and thus decrease the time required to factor
the public key. In fact, a great many RSA implementations use e = 216 + 1= 65537. So, a cryptanalysis already has the
public key and thus has e and n. And the n is relatively small, making it possible, with extensive computing power and
time, to derive the private key. The authors of this study clearly showed that it is possible to derive the private RSA key,
which would render that particular RSA encryption implementation useless.
In their methodology Heninger and Shacham (2009) formulated a series of linear equations that would progressively
approximate the RSA private key. The approximations were based approximations of factoring the public key. This
technique is very similar to the linear cryptanalysis method for cryptanalysis of symmetric key algorithms (Su, Wu, &
Zhang, 2011; Alekseychuck, Kovalchuk, & Pal'chenko, 2007; Keliher, 2007; Swenson, 2008)
Zhao and Qi (2007) also utilized implementations that have a smaller modulus operator. The authors of this study also
applied modular arithmetic, a subset of number theory, to analyzing weaknesses in RSA. Many implementations of RSA
use a shorter modulus operator in order to make the algorithm execute more quickly. Like Heninger and Shacham (2009),
Zhao and Qi (2007) showed that, based on the mathematical relationships between the elements of the RSA algorithm,
that increases in efficiency resulting from a smaller modulus, will also render a decrease in the efficacy of that RSA
implementation. In their study, Zhao and Qi (2007) utilized a lattice matrix attack on the RSA implementation in order to
attempt to factor the public key and derive the private key. The specifics of this mathematical methodology are not
relevant to this paper. What is significant is that the researchers used a different approach than Heninger and Shacham
(2009) and achieved the same results on RSA applications using a small modulus.
Aciicmez and Schindler (2008) examined the RSA Cryptographic algorithm, as implemented in SSL. SSL, or Secure
Sockets Layer, is the protocol used to provide encryption on websites (Mao, 2011; Stallings, 2010; Stanoyavich, 2010).
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While the actual protocol has since been supplanted by a newer protocol, TLS (Transport Layer Security), many sources
still use the term SSL (Stallings, 2010).
Given that SSL/TLS is used for online banking and e-commerce (Ahmed, 2010; Constantinescu, Boldea, & Boboila,
2010; Aïmeur, Brassard, & Onana, 2006), the security of any implementation of the protocol is an important topic.
Aciicmez and Schindler (2008) wanted to understand if there were flaws in the implementation that would allow an
unintended third party to break the SSL implementation. The authors explained how a particular type of crypto-analysis
can be used to break this particular specific implementation of RSA. Since RSA and SSL are both used extensively in ecommerce, exploring weaknesses in either is important. It is important to note that this analysis was dependent upon
essential elements of number theory. In their study of SSL using RSA, Aciicmez and Schindler (2008) examined the
timing for modular arithmetic operations used in that specific implementation of RSA. This ultimately led to a method
for factoring the public key, thus yielding the private key used in that RSA implementation.
This methodology is important because normal approaches to factoring the public key are entirely too time consuming to
be of practical use (Swenson, 2008). It is important to derive some additional information about the implementation of
RSA in order to attempt a more practical approach to factoring. By utilizing number theory, specifically in respect to the
functionality of modular arithmetic, the researchers were able to significantly decrease the time required for factoring the
public key.
Given that the authors of this study were able to significantly decrease the time required to factor the public key in order
to derive the private key (Aciicmez & Schindler, 2008), clearly these findings are significant. The study clearly shows a
problem with some implementations of RSA.
These studies mentioned are simply a sample of known attack vectors against RSA. Many of these attacks depend on a
small modulus. And we have seen that many RSA implementations utilize the same small modulus (e = 216 + 1= 65537 ).
It is also true that increases in computing power will make these attacks, as well as brute force attempts to crack RSA,
even more practical. So far the cryptography community has reacted by simply using ever larger key sizes for RSA. It
seems likely that an entirely new asymmetric algorithm may be needed. But in the meantime, when you implement RSA
make sure you not only use a large key size, but be wary of using too small a modulus value.
V. CONCLUSIONS
RSA has been an effective asymmetric algorithm for 30 years. However, there is a growing body of evidence that RSA
is no longer the best choice for modern asymmetric applications. There exist other options, such as Elliptic Curve
Cryptography. However, there are indications that Elliptic Curve Cryptography may have issues of its own (Mimoso,
2015). In the immediate future, the answer is to use larger RSA keys with more carefully chosen modulus operators.
However, the long-term solution is to find a more robust cryptographic algorithm.
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