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Abstract: Surveillance systems are pivotal for public 
Traditional systems rely on human monitoring, which is inefficient for large
critical rational f
surveillance footage using a DenseNet model.
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
and shoplifting
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is disca
demonstrate significant accuracy
reducing dependency on manual monitoring but also minimizes response times in critical situation
detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
study examines 
of-the-art deep learning techniques. Future enhancements will focus on multi
anomalous clips for forensic purposes, further advancing the system's applicability.
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The increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
and private spaces. However, 
prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect a
time[6]. This research addresses the critical challenge of automating anomaly detection in surveillance footage. 
 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
Current systems often lack the capacity for real
primary intention behind this study is to design and establish a 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 
email, phone calls, or SMS.
resources, and reduce human errors.
 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.
Section 2 examines a review of 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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Surveillance systems are pivotal for public 
Traditional systems rely on human monitoring, which is inefficient for large

rational for automated deviation
surveillance footage using a DenseNet model.
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
and shoplifting, and robbery
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is disca
demonstrate significant accuracy

dependency on manual monitoring but also minimizes response times in critical situation
detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
study examines a scalable and efficient framework for real

art deep learning techniques. Future enhancements will focus on multi
anomalous clips for forensic purposes, further advancing the system's applicability.

Anomaly Detection, Surveillance Fo

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
and private spaces. However, 
prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect a

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
Current systems often lack the capacity for real

intention behind this study is to design and establish a 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 
email, phone calls, or SMS. 
resources, and reduce human errors.

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.
Section 2 examines a review of 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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Surveillance systems are pivotal for public 
Traditional systems rely on human monitoring, which is inefficient for large

or automated deviation
surveillance footage using a DenseNet model.
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 

and robbery, explosion, shooting, and stealing. 
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is disca
demonstrate significant accuracy in detecting anomalies, emphasizing the DenseNet model's effectiveness. 

dependency on manual monitoring but also minimizes response times in critical situation
detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.

a scalable and efficient framework for real
art deep learning techniques. Future enhancements will focus on multi

anomalous clips for forensic purposes, further advancing the system's applicability.
Anomaly Detection, Surveillance Fo

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
and private spaces. However, Conventional monitoring tech
prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect a

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
Current systems often lack the capacity for real

intention behind this study is to design and establish a 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 
email, phone calls, or SMS. The significance of this research lies in its potential to enhance public safety, 
resources, and reduce human errors. 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.
Section 2 examines a review of related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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Surveillance systems are pivotal for public 
Traditional systems rely on human monitoring, which is inefficient for large

or automated deviationsdetection by
surveillance footage using a DenseNet model. The proposed solution captures live video input, processes it into minute
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 

, explosion, shooting, and stealing. 
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is disca

in detecting anomalies, emphasizing the DenseNet model's effectiveness. 
dependency on manual monitoring but also minimizes response times in critical situation

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
a scalable and efficient framework for real

art deep learning techniques. Future enhancements will focus on multi
anomalous clips for forensic purposes, further advancing the system's applicability.

Anomaly Detection, Surveillance Footage, DenseNet Model, Automated Monitoring, Real

1. 

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
Conventional monitoring tech

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect a

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
Current systems often lack the capacity for real-time detection or generate false positives, limiting their reliability. The 

intention behind this study is to design and establish a 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

The significance of this research lies in its potential to enhance public safety, 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system

IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

____________________________________________________________________
Reserved         https://doi.org/10.26562/ijiris

Time Anomaly Detection
Surveillance Using DenseNet

S Suma
Department of Computer Science and Engineering, 

Institute of Technology, Visvesvaraya 
Belagavi, India

sumaperum@gmail.com
,Prem Kumar M
S Charan Kumar

Department of Computer Science and Engineering,
Vemana Institute of Technology

Bengaluru, India

IJIRIS/RS/Vol.11/Issue02/APIS10092 
-Reviewed | Article ID: 

2025 Accepted: 25, April 2025 Published Online: 05, May 2025, Volume 2025 
https://www.ijiris.com/volumes/Vol11/iss-02/1

Suma,Islapuram,Prem,Veluru,Charan (2025).
, IJIRAE:: International Journal of Innovative Research in Information Security, Volume 11, 

https://doi.org/10.26562/ijiris.2025.v1102.1

Copyright: ©2025 This is an open access article distributed under the terms of the Creative Commons 
Permits unrestricted use, distribution, and reproduction in any medium, 

provided the original author and source are credited.
Surveillance systems are pivotal for public safety; yet real

Traditional systems rely on human monitoring, which is inefficient for large
detection by developing a system capable of identifying abnormal events in 

The proposed solution captures live video input, processes it into minute
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 

, explosion, shooting, and stealing. To train the model, 
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is disca

in detecting anomalies, emphasizing the DenseNet model's effectiveness. 
dependency on manual monitoring but also minimizes response times in critical situation

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
a scalable and efficient framework for real-time anomaly detection in surveillance footage, leve

art deep learning techniques. Future enhancements will focus on multi
anomalous clips for forensic purposes, further advancing the system's applicability.

otage, DenseNet Model, Automated Monitoring, Real

 INTRODUCTION

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
Conventional monitoring techniques

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect a

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
time detection or generate false positives, limiting their reliability. The 

intention behind this study is to design and establish a system that leverages a DenseNet
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

The significance of this research lies in its potential to enhance public safety, 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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yet real-time anomaly detection remains a challenging task. 

Traditional systems rely on human monitoring, which is inefficient for large-scale deployments. This study addresses the 
developing a system capable of identifying abnormal events in 

The proposed solution captures live video input, processes it into minute
long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 

To train the model, 
ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
calls, or SMS to notify relevant authorities, while normal footage is discarded to optimize storage.

in detecting anomalies, emphasizing the DenseNet model's effectiveness. 
dependency on manual monitoring but also minimizes response times in critical situation

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
time anomaly detection in surveillance footage, leve

art deep learning techniques. Future enhancements will focus on multi
anomalous clips for forensic purposes, further advancing the system's applicability.

otage, DenseNet Model, Automated Monitoring, Real

INTRODUCTION 

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
niques, which are contingent heavily

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
This necessitates the development of automated systems that can detect and respond to anomalous activities in real

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
time detection or generate false positives, limiting their reliability. The 

system that leverages a DenseNet
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

The significance of this research lies in its potential to enhance public safety, 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention.

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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time anomaly detection remains a challenging task. 
scale deployments. This study addresses the 

developing a system capable of identifying abnormal events in 
The proposed solution captures live video input, processes it into minute

long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
To train the model, video datasets reformatted into 

ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
rded to optimize storage.

in detecting anomalies, emphasizing the DenseNet model's effectiveness. 
dependency on manual monitoring but also minimizes response times in critical situation

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
time anomaly detection in surveillance footage, leve

art deep learning techniques. Future enhancements will focus on multi-camera input integration and storing 
anomalous clips for forensic purposes, further advancing the system's applicability. 

otage, DenseNet Model, Automated Monitoring, Real

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
contingent heavily

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
nd respond to anomalous activities in real

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that re
time detection or generate false positives, limiting their reliability. The 

system that leverages a DenseNet
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

The significance of this research lies in its potential to enhance public safety, 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
system bridges the gap between passive monitoring and proactive intervention. The layout of the paper is as follows: 

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system
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time anomaly detection remains a challenging task. 
scale deployments. This study addresses the 

developing a system capable of identifying abnormal events in 
The proposed solution captures live video input, processes it into minute

long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
video datasets reformatted into 

ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
rded to optimize storage. 

in detecting anomalies, emphasizing the DenseNet model's effectiveness. 
dependency on manual monitoring but also minimizes response times in critical situations. By automating the 

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization.
time anomaly detection in surveillance footage, leve

camera input integration and storing 

otage, DenseNet Model, Automated Monitoring, Real-Time Alerts.

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
contingent heavily on human monitoring, are 

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
nd respond to anomalous activities in real

This research addresses the critical challenge of automating anomaly detection in surveillance footage. 

Anomalies, such as fighting, arson, burglary, and shoplifting, are rare but impactful events that require immediate attention. 
time detection or generate false positives, limiting their reliability. The 

system that leverages a DenseNet deep learning model to 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

The significance of this research lies in its potential to enhance public safety, optimize monitoring 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
layout of the paper is as follows: 

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the exper
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
approach. Finally, Section 6 concludes with key findings and future directions for enhancing the system. 
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time anomaly detection remains a challenging task. 
scale deployments. This study addresses the 

developing a system capable of identifying abnormal events in 
The proposed solution captures live video input, processes it into minute

long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
video datasets reformatted into frames, 

ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
 Initial outcomes 

in detecting anomalies, emphasizing the DenseNet model's effectiveness. Beyond just 
s. By automating the 

detection and alert mechanisms, the approach ensures enhanced security and efficient resource utilization. To wrap up, this 
time anomaly detection in surveillance footage, leveraging state

camera input integration and storing 

Time Alerts. 

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
on human monitoring, are 

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
nd respond to anomalous activities in real

This research addresses the critical challenge of automating anomaly detection in surveillance footage.  

quire immediate attention. 
time detection or generate false positives, limiting their reliability. The 

deep learning model to 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

optimize monitoring 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
layout of the paper is as follows: 

related works and existing methods for anomaly detection. Section 3 details the 
methodology, including data preprocessing, model architecture, and system design. Section 4 presents the experimental 
setup, results, and analysis of model performance. Section 5 discusses the implications, challenges, and limitations of the 
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time anomaly detection remains a challenging task. 
scale deployments. This study addresses the 

developing a system capable of identifying abnormal events in 
The proposed solution captures live video input, processes it into minute-

long segments, and classifies each segment as normal or anomalous. Anomalies include actions like fighting, arson, burglary, 
frames, 

ensuring robust learning from diverse scenarios. If an anomaly is detected, the system sends alerts through email, phone 
Initial outcomes 

Beyond just 
s. By automating the 

To wrap up, this 
raging state-

camera input integration and storing 

he increasing prevalence of surveillance systems underscores their importance in ensuring safety and security in public 
on human monitoring, are 

prone to inefficiencies, delays, and errors, especially in environments with high camera density or continuous operation. 
nd respond to anomalous activities in real-

quire immediate attention. 
time detection or generate false positives, limiting their reliability. The 

deep learning model to 
accurately detect and classify anomalies in surveillance footage, enabling timely responses through automated alerts like 

optimize monitoring 

By processing live video feeds, storing footage only when anomalies occur, and providing instant alerts, the proposed 
layout of the paper is as follows: 

related works and existing methods for anomaly detection. Section 3 details the 
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Neural Netw
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challenges like high false
employing weakly supervised learning, such as Multiple Instance Learning (MIL), have been proposed to reduce the burden 
of detailed annotations while improving ano
 

2.1 Theoretical Frameworks
1. Deep Learning Approaches

used for extracting spatial and temporal features from video frames. Hybrid models like CNN
these features for effective anomaly detection, achieving substantial accuracy improvements

2. Statistical Models
identifying anomalies as deviations. These approaches face limitations in dynamic environments due to high false alarm 
rates 

3. Weakly Supervised Techniques
preparation while ensuring robust anomaly detection capabilities. This methodology bridges gaps in traditional 
supervised systems that require extensive labeled dat

2.2 Gaps in Existing Frameworks
 Limited Generalizat

anomalies.
 High False Positives

behaviors as anomalies
 Annotation Challenges

supervised approaches partially address this but may still lack granularity in anomaly localization
2.3 Conceptual Framework
Building on these insights, project can emplo
enabling real-
1. Data Preprocessing
2. Model Design

techniques like LSTMs if necessary.
3. Alert Mechanism

detected anomalies.
4. Performance Evaluation

in various scenarios.
By addressing gaps in scalability, annotation requirements, and real
anomaly detection in surveillance, emphasizing practical application and responsiveness.

 

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 
Frame Extract
integration of live video processing, advanced machine learning, and proactive anomaly management.
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A considerable body of research 
on deep learning, statistical approaches, and neural networks. Li et al. (2016) discussed the integration of Convolutional 
Neural Networks (CNNs) and other statistical methods for activity recognition and anomaly detection, emphasizing the 
importance of real-time analysis. Kaur et al. (2018) reviewed supervised and semi
challenges like high false-
employing weakly supervised learning, such as Multiple Instance Learning (MIL), have been proposed to reduce the burden 
of detailed annotations while improving ano

Theoretical Frameworks
Deep Learning Approaches

for extracting spatial and temporal features from video frames. Hybrid models like CNN
these features for effective anomaly detection, achieving substantial accuracy improvements
Statistical Models: 
identifying anomalies as deviations. These approaches face limitations in dynamic environments due to high false alarm 

Weakly Supervised Techniques
preparation while ensuring robust anomaly detection capabilities. This methodology bridges gaps in traditional 
supervised systems that require extensive labeled dat
Gaps in Existing Frameworks
Limited Generalizat
anomalies. 
High False Positives
behaviors as anomalies
Annotation Challenges
supervised approaches partially address this but may still lack granularity in anomaly localization
Conceptual Framework

Building on these insights, project can emplo
-time anomaly classification. The conceptual framework involves:

Data Preprocessing
Model Design: Implementing DenseNet to extract spatial features, supplemented with temporal modeling through 
techniques like LSTMs if necessary.
Alert Mechanism: Integrating an automated alert system (email, SMS, calls) to ensure immediate responses
detected anomalies. 
Performance Evaluation
in various scenarios. 

By addressing gaps in scalability, annotation requirements, and real
anomaly detection in surveillance, emphasizing practical application and responsiveness.

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 
Frame Extraction, Model Training and Evaluation
integration of live video processing, advanced machine learning, and proactive anomaly management.
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research has tackled
on deep learning, statistical approaches, and neural networks. Li et al. (2016) discussed the integration of Convolutional 
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anomaly detection in surveillance, emphasizing practical application and responsiveness.

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 

Model Training and Evaluation
integration of live video processing, advanced machine learning, and proactive anomaly management.
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By addressing gaps in scalability, annotation requirements, and real
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3. METHODOLOGY

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 
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integration of live video processing, advanced machine learning, and proactive anomaly management.

Fig1: methodology

IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

____________________________________________________________________
Reserved         https://doi.org/10.26562/ijiris

LITERATURE REVIEW
anomaly detection in video surveillance, with diverse methodologies focusing 

on deep learning, statistical approaches, and neural networks. Li et al. (2016) discussed the integration of Convolutional 
orks (CNNs) and other statistical methods for activity recognition and anomaly detection, emphasizing the 

time analysis. Kaur et al. (2018) reviewed supervised and semi
positive rates and the computational expense of real

employing weakly supervised learning, such as Multiple Instance Learning (MIL), have been proposed to reduce the burden 
maly localization[6]. 

CNNs and Long Short-Term Memory (LSTM) models have been 
for extracting spatial and temporal features from video frames. Hybrid models like CNN

these features for effective anomaly detection, achieving substantial accuracy improvements
Sparse coding and dictionary learning approaches build models using normal event patterns, 

identifying anomalies as deviations. These approaches face limitations in dynamic environments due to high false alarm 

MIL frameworks enable training with vi
preparation while ensuring robust anomaly detection capabilities. This methodology bridges gaps in traditional 
supervised systems that require extensive labeled data. 

Many systems are environment

Statistical models and predefined feature

Supervised models require detailed annotations, making scalability difficult. Weakly 
supervised approaches partially address this but may still lack granularity in anomaly localization

y a DenseNet architecture to process frames extracted from video inputs, 
time anomaly classification. The conceptual framework involves:

Converting video datasets into frames, categorizing them into normal and anomalous cl
Implementing DenseNet to extract spatial features, supplemented with temporal modeling through 

Integrating an automated alert system (email, SMS, calls) to ensure immediate responses

Utilizing metrics such as precision, recall, and F1 score to assess the system's effectiveness 

By addressing gaps in scalability, annotation requirements, and real
anomaly detection in surveillance, emphasizing practical application and responsiveness.

 

METHODOLOGY

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 

, and Automated Testing and Alerting
integration of live video processing, advanced machine learning, and proactive anomaly management.

methodology of a VAD system 

IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

____________________________________________________________________
https://doi.org/10.26562/ijiris

LITERATURE REVIEW 
anomaly detection in video surveillance, with diverse methodologies focusing 

on deep learning, statistical approaches, and neural networks. Li et al. (2016) discussed the integration of Convolutional 
orks (CNNs) and other statistical methods for activity recognition and anomaly detection, emphasizing the 

time analysis. Kaur et al. (2018) reviewed supervised and semi
positive rates and the computational expense of real

employing weakly supervised learning, such as Multiple Instance Learning (MIL), have been proposed to reduce the burden 

Term Memory (LSTM) models have been 
for extracting spatial and temporal features from video frames. Hybrid models like CNN

these features for effective anomaly detection, achieving substantial accuracy improvements
learning approaches build models using normal event patterns, 

identifying anomalies as deviations. These approaches face limitations in dynamic environments due to high false alarm 

MIL frameworks enable training with vi
preparation while ensuring robust anomaly detection capabilities. This methodology bridges gaps in traditional 

Many systems are environment-specific and struggle with diverse or unstructured 

Statistical models and predefined feature-based systems frequently misclassify novel normal 

Supervised models require detailed annotations, making scalability difficult. Weakly 
supervised approaches partially address this but may still lack granularity in anomaly localization

y a DenseNet architecture to process frames extracted from video inputs, 
time anomaly classification. The conceptual framework involves: 

Converting video datasets into frames, categorizing them into normal and anomalous cl
Implementing DenseNet to extract spatial features, supplemented with temporal modeling through 

Integrating an automated alert system (email, SMS, calls) to ensure immediate responses

Utilizing metrics such as precision, recall, and F1 score to assess the system's effectiveness 

By addressing gaps in scalability, annotation requirements, and real-time detection, your s
anomaly detection in surveillance, emphasizing practical application and responsiveness.

METHODOLOGY 

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 

Automated Testing and Alerting
integration of live video processing, advanced machine learning, and proactive anomaly management.

of a VAD system 

IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

       

____________________________________________________________________
https://doi.org/10.26562/ijiris

anomaly detection in video surveillance, with diverse methodologies focusing 
on deep learning, statistical approaches, and neural networks. Li et al. (2016) discussed the integration of Convolutional 

orks (CNNs) and other statistical methods for activity recognition and anomaly detection, emphasizing the 
time analysis. Kaur et al. (2018) reviewed supervised and semi-supervised learning methods, highlighting 

positive rates and the computational expense of real-time systems. Additionally, frameworks 
employing weakly supervised learning, such as Multiple Instance Learning (MIL), have been proposed to reduce the burden 

Term Memory (LSTM) models have been 
for extracting spatial and temporal features from video frames. Hybrid models like CNN

these features for effective anomaly detection, achieving substantial accuracy improvements
learning approaches build models using normal event patterns, 

identifying anomalies as deviations. These approaches face limitations in dynamic environments due to high false alarm 

MIL frameworks enable training with video-level labels, simplifying dataset 
preparation while ensuring robust anomaly detection capabilities. This methodology bridges gaps in traditional 

specific and struggle with diverse or unstructured 

based systems frequently misclassify novel normal 

Supervised models require detailed annotations, making scalability difficult. Weakly 
supervised approaches partially address this but may still lack granularity in anomaly localization

y a DenseNet architecture to process frames extracted from video inputs, 

Converting video datasets into frames, categorizing them into normal and anomalous cl
Implementing DenseNet to extract spatial features, supplemented with temporal modeling through 

Integrating an automated alert system (email, SMS, calls) to ensure immediate responses

Utilizing metrics such as precision, recall, and F1 score to assess the system's effectiveness 

time detection, your s
anomaly detection in surveillance, emphasizing practical application and responsiveness. 

This study proposes a comprehensive system for anomaly detection in surveillance footage, designed to provide real
analysis, accurate classification, and efficient alert mechanisms. The methodology is organized into three primary phases: 

Automated Testing and Alerting. Each phase ensures seamless 
integration of live video processing, advanced machine learning, and proactive anomaly management.
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outputs from the model are sent for 
footage should be deleted. This streamlined workflow ensures real
timely alerts for security interventions.
 

3.1 Research Design and Approach
The anomaly detection system integrates real
mechanism to deliver end
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are flagged, minimizing storage overhead and enabling timely responses to potential threats.
3.2 Frame Extraction
3.2.1 Data Collection Methods and Tools
The dataset comprises videos categorized into five classes: 

 

These videos
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.
3.2.2 Process
Videos are sequentially loaded from the
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extracted frames are stored in labeled directories corresponding to their activity type. This systematic labeling aids in 
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figure 1 illustrates the step
begins by capturing live video from the camera

minute segments, ensur
individual frames are isolated for detailed inspection. These extracted frames are 

to the DenseNet201 model
outputs from the model are sent for 
footage should be deleted. This streamlined workflow ensures real
timely alerts for security interventions.

Research Design and Approach
The anomaly detection system integrates real
mechanism to deliver end
efficiently classifies frames into normal or anomalous categories. The workflow ensures that 
are flagged, minimizing storage overhead and enabling timely responses to potential threats.
3.2 Frame Extraction 
3.2.1 Data Collection Methods and Tools

e dataset comprises videos categorized into five classes: 

videos are dealt with OpenCV
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.

Process 
Videos are sequentially loaded from the

Anomalous Activities
Normal Activities: Frames are extracted every 20 frames to account
extracted frames are stored in labeled directories corresponding to their activity type. This systematic labeling aids in 
generating a well-structured dataset for training the model.
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illustrates the step-by-step process of the anomaly detection system in surveillance footage. The system 
live video from the camera

, ensuring manageable chunks for further analysis. Each segment undergoes 
individual frames are isolated for detailed inspection. These extracted frames are 

DenseNet201 model
outputs from the model are sent for 
footage should be deleted. This streamlined workflow ensures real
timely alerts for security interventions. 

Research Design and Approach
The anomaly detection system integrates real
mechanism to deliver end-to-end automation. By leveraging DenseNet201, a pre

s frames into normal or anomalous categories. The workflow ensures that 
are flagged, minimizing storage overhead and enabling timely responses to potential threats.

 
3.2.1 Data Collection Methods and Tools

e dataset comprises videos categorized into five classes: 

with OpenCV, a robust computer vision library, in combination with Python scripting and 
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.

Videos are sequentially loaded from the
Anomalous Activities: scenes are

Frames are extracted every 20 frames to account
extracted frames are stored in labeled directories corresponding to their activity type. This systematic labeling aids in 

structured dataset for training the model.
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step process of the anomaly detection system in surveillance footage. The system 
live video from the camera, which serves as the raw input for processing. This video is then 

ing manageable chunks for further analysis. Each segment undergoes 
individual frames are isolated for detailed inspection. These extracted frames are 

DenseNet201 model, which analyzes the 
outputs from the model are sent for result analysis
footage should be deleted. This streamlined workflow ensures real

 

Research Design and Approach 
The anomaly detection system integrates real-time video input, preprocessed data for model training, and a live alert 

end automation. By leveraging DenseNet201, a pre
s frames into normal or anomalous categories. The workflow ensures that 

are flagged, minimizing storage overhead and enabling timely responses to potential threats.

3.2.1 Data Collection Methods and Tools 
e dataset comprises videos categorized into five classes: 

Fig 2: Dataflow diagram of a VAD system

, a robust computer vision library, in combination with Python scripting and 
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.

Videos are sequentially loaded from the dataset, and frames are extracted at intervals specific to the activity type:
scenes are retrieved every 100

Frames are extracted every 20 frames to account
extracted frames are stored in labeled directories corresponding to their activity type. This systematic labeling aids in 

structured dataset for training the model.
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e dataset comprises videos categorized into five classes: Normal

ataflow diagram of a VAD system

, a robust computer vision library, in combination with Python scripting and 
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.

dataset, and frames are extracted at intervals specific to the activity type:
retrieved every 100 frames to focus on diverse instances of anomalous events.

Frames are extracted every 20 frames to account
extracted frames are stored in labeled directories corresponding to their activity type. This systematic labeling aids in 

structured dataset for training the model. 
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Normal, Arson, Burglary

ataflow diagram of a VAD system

, a robust computer vision library, in combination with Python scripting and 
for numerical computations. The organized extraction of frames ensures consistency and simplifies the training process.

dataset, and frames are extracted at intervals specific to the activity type:
frames to focus on diverse instances of anomalous events.

Frames are extracted every 20 frames to account for their higher occurrence in the dataset. The 
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IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

       

____________________________________________________________________
https://doi.org/10.26562/ijiris

step process of the anomaly detection system in surveillance footage. The system 
, which serves as the raw input for processing. This video is then 

ing manageable chunks for further analysis. Each segment undergoes 
individual frames are isolated for detailed inspection. These extracted frames are loaded and 

to classify it as either normal or anomalous. The 
, where the system determines if an alert should be sent or if the 

e anomaly detection, efficient data management, and 

time video input, preprocessed data for model training, and a live alert 
end automation. By leveraging DenseNet201, a pre-trained deep learning model, the system 

s frames into normal or anomalous categories. The workflow ensures that 
are flagged, minimizing storage overhead and enabling timely responses to potential threats. 

Burglary, Explosion, and 

ataflow diagram of a VAD system 

, a robust computer vision library, in combination with Python scripting and 
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3.2.3 Outcome
The frame extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.
3.3 Model Training and 
3.3.1 Data Preprocessing
To ensure uniformity, all extracted frames are resized to 128×128128 
pixel values to 
model's performance reliably.
3.3.2 Model Architecture
The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 
structure where each layer is directly connected to 
layers, which have LLL connections between consecutive layers, DenseNets
connections. This design ensures that the feature maps
own outputs are used by all subsequent layers.
detection system: it 
feature reuse, and significantly 
complex surveillance footage, even in resource
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real
robust performance and scalability to meet the demands of modern surveillance systems.

The model architecture is built upon 
DenseNet201 employs 
Additional layers are added to adapt the model to the specific task:
1. Dropout Layer
2. Fully Connected Layer
3. Output Layer
3.4 Training Configuration
The model is tra
crossentropy loss function. 
epochs with a batch size of 32. The t
accuracy plateaus.
3.5 Model Evaluation
Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
confusion matrices and training
improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
anomaly detection.
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Training Configuration
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Model Evaluation 
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anomaly detection. 
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incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

ructure where each layer is directly connected to 
layers, which have LLL connections between consecutive layers, DenseNets
connections. This design ensures that the feature maps
own outputs are used by all subsequent layers.

mitigates the vanishing gradient challenge, 
feature reuse, and significantly Diminishes the amount of 
complex surveillance footage, even in resource
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real

t performance and scalability to meet the demands of modern surveillance systems.

The model architecture is built upon 
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Additional layers are added to adapt the model to the specific task:
Regularization is applied with a dropout rate of 0.3 to prevent overfitting.

Fully Connected Layer: A dense layer with 512 neurons and ReLU activation captures high
A softmax activation layer provides multi

Training Configuration 
to employthe Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 

crossentropy loss function. Performance 
epochs with a batch size of 32. The training process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
matrices and training-validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.

 

To ensure uniformity, all extracted frames are resized to 128×128128 
to 1. The dataset is broken 

The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

ructure where each layer is directly connected to 
layers, which have LLL connections between consecutive layers, DenseNets
connections. This design ensures that the feature maps
own outputs are used by all subsequent layers. This architecture brings several criti

the vanishing gradient challenge, 
Diminishes the amount of 

complex surveillance footage, even in resource-constrained environments.
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real

t performance and scalability to meet the demands of modern surveillance systems.

Fig 3: DenseNet201 model architecture

The model architecture is built upon DenseNet201
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Additional layers are added to adapt the model to the specific task:
Regularization is applied with a dropout rate of 0.3 to prevent overfitting.

A dense layer with 512 neurons and ReLU activation captures high
A softmax activation layer provides multi

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
Performance indicators such

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.

To ensure uniformity, all extracted frames are resized to 128×128128 
broken down into

The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

ructure where each layer is directly connected to each alternate layer
layers, which have LLL connections between consecutive layers, DenseNets
connections. This design ensures that the feature maps produced by all 

This architecture brings several criti
the vanishing gradient challenge, enhances feature

Diminishes the amount of of parameters. These benefits allow for the effi
constrained environments.

dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real

t performance and scalability to meet the demands of modern surveillance systems.

DenseNet201 model architecture
 

DenseNet201, a deep neural network pre
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Additional layers are added to adapt the model to the specific task:
Regularization is applied with a dropout rate of 0.3 to prevent overfitting.

A dense layer with 512 neurons and ReLU activation captures high
A softmax activation layer provides multi-class probabilities for the five target categories.

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
indicators such as veracity 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.

To ensure uniformity, all extracted frames are resized to 128×128128 \times 128128×128 pixels and normalized by scaling 
down into training (80%) and testing (20%) subsets to evaluate the 

The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

alternate layer. In contrast 
layers, which have LLL connections between consecutive layers, DenseNets

produced by all earlier layers
This architecture brings several criti

enhances feature
of parameters. These benefits allow for the effi

constrained environments. In our project, DenseNet was trained on a 
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real

t performance and scalability to meet the demands of modern surveillance systems.

DenseNet201 model architecture

, a deep neural network pre
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Additional layers are added to adapt the model to the specific task: 
Regularization is applied with a dropout rate of 0.3 to prevent overfitting.

A dense layer with 512 neurons and ReLU activation captures high
class probabilities for the five target categories.

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
veracity are tracked during training, which is conducted for 10 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.

times 128128×128 pixels and normalized by scaling 
training (80%) and testing (20%) subsets to evaluate the 

The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

In contrast to convolutional
layers, which have LLL connections between consecutive layers, DenseNets establish L(L+1)/2L(L+1)/2L(L+1)/2 direct 

earlier layers serve as inputs for each layer, while its 
This architecture brings several critical advantages to our anomaly 

enhances feature propagation
of parameters. These benefits allow for the effi

In our project, DenseNet was trained on a 
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
computational requirements. This efficiency made DenseNet an ideal choice for real-time video analysis, providing both 

t performance and scalability to meet the demands of modern surveillance systems. 

DenseNet201 model architecture 

, a deep neural network pre-trained on the ImageNet dataset. 
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Regularization is applied with a dropout rate of 0.3 to prevent overfitting.
A dense layer with 512 neurons and ReLU activation captures high

class probabilities for the five target categories.

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
are tracked during training, which is conducted for 10 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies.

times 128128×128 pixels and normalized by scaling 
training (80%) and testing (20%) subsets to evaluate the 

The Dense Convolutional Network (DenseNet) architecture forms the backbone of our anomaly detection system, 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

to convolutional networks with LLL 
establish L(L+1)/2L(L+1)/2L(L+1)/2 direct 

serve as inputs for each layer, while its 
cal advantages to our anomaly 

propagation across layers, encourages 
of parameters. These benefits allow for the efficient processing of 

In our project, DenseNet was trained on a 
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its a
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 

time video analysis, providing both 

 

trained on the ImageNet dataset. 
densely connected layers, which enable feature reuse and improve gradient flow during training. 

Regularization is applied with a dropout rate of 0.3 to prevent overfitting. 
A dense layer with 512 neurons and ReLU activation captures high-level features.

class probabilities for the five target categories.

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
are tracked during training, which is conducted for 10 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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cient processing of 

In our project, DenseNet was trained on a 
dataset containing both normal activities and various anomalies such as fighting, arson, burglary, and shoplifting. Its ability to 
propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 

time video analysis, providing both 

trained on the ImageNet dataset. 
densely connected layers, which enable feature reuse and improve gradient flow during training. 

level features. 
class probabilities for the five target categories. 

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
are tracked during training, which is conducted for 10 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
validation accuracy/loss plots, are employed to identify strengths and areas for 

improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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extraction process produces a balanced and labeled dataset, essential for robust training of the DenseNet201 
model. This structured dataset enables the model to learn and generalize effectively across different classes of anomalies. 
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training (80%) and testing (20%) subsets to evaluate the 

detection system, 
leveraging its unique ability to improve accuracy and efficiency in training deep networks. DenseNets achieve this by 
incorporating shorter connections between layers close to the input and those near the output, enabling a feedforward 

networks with LLL 
establish L(L+1)/2L(L+1)/2L(L+1)/2 direct 
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propagate and reuse features ensured high performance in anomaly detection, enabling accurate classification with reduced 
time video analysis, providing both 
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densely connected layers, which enable feature reuse and improve gradient flow during training.  

the Adam optimizer, with a learning rate of 0.00010.00010.0001, and a categorical 
are tracked during training, which is conducted for 10 

raining process is supported by callbacks to reduce the learning rate if validation 

Model performance is assessed using metrics like precision, recall, F1 score, and accuracy. Visualization tools, including 
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improvement. The DenseNet201 model achieves a validation accuracy exceeding 90%, demonstrating its reliability in 
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3.6 Automated Testi
Real-Time Processing Pipeline
The system captures live video input from an IP camera in 1
processing. Each segment is processed through the following steps:
1. Frame Extraction
2. Frame Preprocessing
3. Prediction

Explosion
3.7 Decision and Alert Mechanism
The results from the model are aggregated across frames in a segment 
 If classified as "Normal," the video segment is deleted to conserve storage.
 If classified as anomalous, the segment is movedto a dedicated
3.8 Tools and Technologies
The alert mechanism is implemented using 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 
employed for model development
Variables and Evaluation Metrics
The system eva
 Independent Variables
 Dependent Variables

score, and confusion matrices,
Conceptual Framework
The methodology is encapsulated in a conceptual framework:
1. Input: Live video streams or pre
2. Processing
3. Output: 
This framework enables real
making it a practical solution for m

This section presents the 
validation, and real
Additionally, visualizations and data 
depicted in the 
video datasets
input datasets
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Automated Testing and Alerting
Time Processing Pipeline

The system captures live video input from an IP camera in 1
processing. Each segment is processed through the following steps:

Frame Extraction: Frames are 
Frame Preprocessing
Prediction: The DenseNet model classifies frames into one of the five target categories (
Explosion, and Fighting
Decision and Alert Mechanism

The results from the model are aggregated across frames in a segment 
If classified as "Normal," the video segment is deleted to conserve storage.

classified as anomalous, the segment is movedto a dedicated
Tools and Technologies

The alert mechanism is implemented using 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 
employed for model development
Variables and Evaluation Metrics
The system evaluates the following:

Independent Variables
Dependent Variables
score, and confusion matrices,

Conceptual Framework
The methodology is encapsulated in a conceptual framework:

Live video streams or pre
Processing: Frame extraction, preprocessing, and 

 Classified results with alerts triggered for anomalies.
This framework enables real
making it a practical solution for m

This section presents the 
validation, and real-time testing. Results are 
Additionally, visualizations and data 

the preceding fig
datasets sample images
datasets 
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ng and Alerting
Time Processing Pipeline 

The system captures live video input from an IP camera in 1
processing. Each segment is processed through the following steps:

Frames are pull
Frame Preprocessing: Extracted frames are resized and 

The DenseNet model classifies frames into one of the five target categories (
and Fighting). 

Decision and Alert Mechanism
The results from the model are aggregated across frames in a segment 

If classified as "Normal," the video segment is deleted to conserve storage.
classified as anomalous, the segment is movedto a dedicated

Tools and Technologies 
The alert mechanism is implemented using 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 
employed for model development, evaluation
Variables and Evaluation Metrics 

luates the following: 
Independent Variables: Frame features, including spatial properties and class labels.
Dependent Variables: Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 
score, and confusion matrices, which collectively provide 

Conceptual Framework 
The methodology is encapsulated in a conceptual framework:

Live video streams or pre-recorded dataset videos.
Frame extraction, preprocessing, and 

Classified results with alerts triggered for anomalies.
This framework enables real-time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 
making it a practical solution for modern surveillance needs.

This section presents the discoveries
time testing. Results are 

Additionally, visualizations and data Investigations grant deeper comprehension of 
preceding figure 4describes about the sample

images of the arson and

Fig
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ng and Alerting 

The system captures live video input from an IP camera in 1
processing. Each segment is processed through the following steps:

pulled from each video segment using OpenCV.
Extracted frames are resized and 

The DenseNet model classifies frames into one of the five target categories (

Decision and Alert Mechanism 
The results from the model are aggregated across frames in a segment 

If classified as "Normal," the video segment is deleted to conserve storage.
classified as anomalous, the segment is movedto a dedicated

The alert mechanism is implemented using Yagmail
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

, evaluation, visualization.

Frame features, including spatial properties and class labels.
Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

ich collectively provide 

The methodology is encapsulated in a conceptual framework:
recorded dataset videos.

Frame extraction, preprocessing, and 
Classified results with alerts triggered for anomalies.

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 
odern surveillance needs.

discoveries of   anomaly detection system, including model performance during training, 
time testing. Results are appraised using

Investigations grant deeper comprehension of 
describes about the sample

arson and shows about th

Fig 4: Sample frames from the surveillance
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The system captures live video input from an IP camera in 1
processing. Each segment is processed through the following steps:

each video segment using OpenCV.
Extracted frames are resized and Refined before being supplied to the

The DenseNet model classifies frames into one of the five target categories (

The results from the model are aggregated across frames in a segment 
If classified as "Normal," the video segment is deleted to conserve storage.

classified as anomalous, the segment is movedto a dedicated 

Yagmail for email notifications and 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

visualization. 

Frame features, including spatial properties and class labels.
Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

ich collectively provide Holistic grasp of the

The methodology is encapsulated in a conceptual framework: 
recorded dataset videos. 

Frame extraction, preprocessing, and DenseNet201
Classified results with alerts triggered for anomalies. 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 
odern surveillance needs. 

4. RESULTS
anomaly detection system, including model performance during training, 

appraised using key metrics such as accuracy, precision, recall, and F1 score. 
Investigations grant deeper comprehension of 

describes about the sample images of the explosion that are 
shows about the 

ample frames from the surveillance
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The system captures live video input from an IP camera in 1-minute segments, which are temporarily stored for 
processing. Each segment is processed through the following steps: 

each video segment using OpenCV.
Refined before being supplied to the

The DenseNet model classifies frames into one of the five target categories (

The results from the model are aggregated across frames in a segment to ascertain the
If classified as "Normal," the video segment is deleted to conserve storage. 

 folder and alerts are generated.

for email notifications and 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

Frame features, including spatial properties and class labels.
Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

Holistic grasp of the

DenseNet201-based classification.
 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 

RESULTS 
anomaly detection system, including model performance during training, 

key metrics such as accuracy, precision, recall, and F1 score. 
Investigations grant deeper comprehension of 

images of the explosion that are 
 sample images of the

ample frames from the surveillance 
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minute segments, which are temporarily stored for 

each video segment using OpenCV. 
Refined before being supplied to the

The DenseNet model classifies frames into one of the five target categories (

ascertain thesegment’s classification:
 

and alerts are generated.

for email notifications and Twilio for SMS or phone calls, ensuring 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

Frame features, including spatial properties and class labels. 
Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

Holistic grasp of the model's performance.

based classification. 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 

anomaly detection system, including model performance during training, 
key metrics such as accuracy, precision, recall, and F1 score. 

Investigations grant deeper comprehension of system effectiveness and reliability.
images of the explosion that are 

sample images of the normal that

 footage 
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minute segments, which are temporarily stored for 

Refined before being supplied to the DenseNet model.
The DenseNet model classifies frames into one of the five target categories (Normal, 

segment’s classification:

and alerts are generated. 

for SMS or phone calls, ensuring 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 
model's performance. 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 

anomaly detection system, including model performance during training, 
key metrics such as accuracy, precision, recall, and F1 score. 

system effectiveness and reliability.
images of the explosion that are acquired from

normal that are isolated from
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minute segments, which are temporarily stored for 

DenseNet model. 
, Arson, Burglary

segment’s classification: 

for SMS or phone calls, ensuring 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 

anomaly detection system, including model performance during training, 
key metrics such as accuracy, precision, recall, and F1 score. 

system effectiveness and reliability.
acquired from the input

isolated from 
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minute segments, which are temporarily stored for 

Burglary, 

for SMS or phone calls, ensuring 
immediate communication with relevant stakeholders. Python libraries such as TensorFlow, Matplotlib, and Seaborn are 

Predicted class labels (Normal or Anomalous). Evaluation metrics include precision, recall, F1 

time anomaly detection with high accuracy, efficient storage optimization, and timely alerts, 

anomaly detection system, including model performance during training, 
key metrics such as accuracy, precision, recall, and F1 score. 

system effectiveness and reliability. As 
the input 

 the 
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The fore mentioned 
derived from 

The figure 6 
 

4.1 Model Performance
The DenseNet
 Accuracy

domains. 
 Precision
 Recall: Achieved a recall rate of 88%, ensuring a low rate of misse
 F1 Score:

and avoiding false negatives.
Real-Time Capabilities
The system was capable of processing live video streams in near 
 Latency: Detection was completed within 2
 Efficiency: Analyzed and classified each one

feasibility for real
Alert System
Upon detecting anomalies, the system effectively communicated alerts through multiple channels:
 Modes of Notification: Email, SMS, and phone call alerts were successfully implemented.
 Response Time: Alerts were delivered within 5 seconds, ensuring prompt action
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mentioned Figure
from the frame extraction.

Fig
 describes about

Model Performance
The DenseNet-based system demonstrated high effectiveness in detecting anomalies in video surveillance:

Accuracy: Achieved an overall classifica
 

Precision: Recorded a precision score of 92%, reflecting minimal false positives in the detection process.
Achieved a recall rate of 88%, ensuring a low rate of misse

F1 Score: Attained an F1 score of 90%, indicating a balanced detection capability between identifying true positives 
and avoiding false negatives.

Time Capabilities
The system was capable of processing live video streams in near 

Latency: Detection was completed within 2
Efficiency: Analyzed and classified each one
feasibility for real-world deployment.

Alert System 
detecting anomalies, the system effectively communicated alerts through multiple channels:

Modes of Notification: Email, SMS, and phone call alerts were successfully implemented.
Response Time: Alerts were delivered within 5 seconds, ensuring prompt action
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Figure5 shows the
extraction. 

Fig 6: Accuracy
about the accuracy

Model Performance 
based system demonstrated high effectiveness in detecting anomalies in video surveillance:
Achieved an overall classifica

Recorded a precision score of 92%, reflecting minimal false positives in the detection process.
Achieved a recall rate of 88%, ensuring a low rate of misse

Attained an F1 score of 90%, indicating a balanced detection capability between identifying true positives 
and avoiding false negatives. 

Time Capabilities 
The system was capable of processing live video streams in near 

Latency: Detection was completed within 2
Efficiency: Analyzed and classified each one

world deployment.

detecting anomalies, the system effectively communicated alerts through multiple channels:
Modes of Notification: Email, SMS, and phone call alerts were successfully implemented.
Response Time: Alerts were delivered within 5 seconds, ensuring prompt action

IJIRIS:  International Journal of Innovative Research in Information Security                      
Volume 11, Issue 02, April 2025                    

____________________________________________________________________
All Rights Reserved         

Fig5: Analysis 
the share of the

ccuracy and loss of the traini
accuracy and loss of

based system demonstrated high effectiveness in detecting anomalies in video surveillance:
Achieved an overall classification accuracy of 90%, outperforming several benchmark methods in similar 

Recorded a precision score of 92%, reflecting minimal false positives in the detection process.
Achieved a recall rate of 88%, ensuring a low rate of misse

Attained an F1 score of 90%, indicating a balanced detection capability between identifying true positives 

The system was capable of processing live video streams in near 
Latency: Detection was completed within 2-3 seconds of anomaly occurrence.
Efficiency: Analyzed and classified each one-minute video segment without interrupting live feeds, demonstrating 

world deployment. 
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proactive intervention by automating the detection process and providing real
ability to process live video streams, discard no
management. The results validate the system's reliability, achieving high accuracy, precision, and recall metrics on complex 
datasets, while highlighting areas for improvement, su
Overall, this project demonstrates the feasibility and effectiveness of leveraging deep learning for real
detection in surveillance systems. It sets a foundation for future adva
broader anomaly classification, to further strengthen the security of critical environments.
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