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Abstract: Cyber security threats to e-commerce platforms have increased, with attackers attempting to gain
unauthorized access to sensitive databases. This project presents an Al-Driven Honey- pot System that detects and
mitigates cyber threats using artificial intelligence. The system differentiates between legitimate users and attackers by
analyzing login attempts and attack patterns. Attackers are redirected to a simulated database containing Al generated
fake data, while legitimate users access the actual database. Additionally, attack logs are collected for further analysis. This
report provides an overview of the system’s architecture, implementation, and performance evaluation
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. INTRODUCTION

E-commerce platforms have emerged as lucrative targets in today’s digitized world, entrusted with the responsibility of
protecting vast troves of sensitive consumer data including personal identifiers, payment credentials, and transaction
histories. The compromise of such platforms can lead to devastating consequences, including financial loss, legal
repercussions, reputational damage, and a significant erosion of customer trust. As these platforms continue to scale
globally, their attack surface expands in parallel, drawing increasingly sophisticated cyber adversaries. A major challenge in
defending these environments stems from the rapid evolution of cyberattack techniques. Modern adversaries are
leveraging automated attack tools, polymorphic malware, and Al-enhanced reconnaissance strategies to bypass
conventional security controls suchas firewalls and signature- based intrusion detection systems (IDS). These conventional
tools, while still necessary, often struggle to detect zero-day vulnerabilities and stealthy attack patterns that continuously
morph their digital signatures. One strategy employed to counteract these threats is the deployment of honey pots decoy
systems designed to lure and trap attackers. However, traditional honey pots suffer from inherent limitations. They
typically operate with static configurations and fixed datasets, which makes them easy to finger- print and avoid by
experienced attackers. Once recognized as deceptive, they lose their utility, offering little insight into the attacker’s
evolving behavior or intentions.

Recent research has proposed a paradigm shift in honey-pot design transitioning from static traps to intelligent, Al- driven
adaptive honeypots. As demonstrated in Kareem et al. (2024), these modern systems incorporate machine learning and
behavioral analysis to dynamically alter their configurations in real time based on observed attack patterns. By
mimickinglegitimatee-commerceplatformswithhighrealism and variability, adaptive honeypots not only engage attackers for
longer durations but also collect richer and more nuanced threat intelligence. These data can be crucial for understanding
attacker tactics, techniques, and procedures (TTPs), and for strengthening subsequent layers of defense [1].
Consequently, there is an urgent and well-justified need for cyber security mechanisms that are not only robust butalso
intelligent, dynamic, and responsive. Al-driven adaptive honeypots present a compelling solution by bridging the gap
between passive deception and proactive defense capable of evolving in tandem with attacker sophistication, and thereby
offering a more resilient and insightful line of protection for high-value systems like e-commerce platforms.[5].
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Il. SYSTEM ANALYSIS
Traditional methods of protecting e-commerce platforms from unauthorized database access, such as firewalls, intrusion
prevention systems, and static honeypots, face challenges against evolving cyber threats. These conventional strategies
often lack realism and dynamic response, limiting their effectiveness against advanced attacks. [10]. To overcome these
limitations, the cybersecurity field is adopting Al-driven adaptive honeypots. These systems use artificial intelligence and
machine learning to adjust their configurations in real-time, convincingly mimicking legitimate network activity and
attracting sophisticated attackers. By analyzing attacker behavior, they can detect patterns and predict future actions,
offering enhanced detection capabilities against threats like Advanced Persistent Threats (APTs) and zero-day exploits.
[2]. Al-enhanced honeypots achieve higher detection rates and reduce false positives compared to traditional systems.
They can identify and mitigate threats rapidly, with experiments demonstrating significant improvements in detection rates
and response times. A typical framework for Al-driven honeypots includes components like a Behavior Analysis Engine,
Deception Generation Module, and Response Adaptation System, which enable dynamic engagement with attackers.
Advanced data analysis using Large Language Models (LLMs) and techniques like Retrieval-Augmented Generation (RAG)
aids in extracting insights from attacker interactions, identifying tactics and procedures, and enhancing detection of
malicious activities in critical infrastructure. This approach represents a significant advancement in cybersecurity, offering
proactive and efficient defense against evolving threats [7].

I1l. DRAWBACK

= Static and Unrealistic Deception: Traditional honeypots use fixed datasets easily identified by attackers. Our system
uses a GAN Generator to dynamically create realistic, evolving synthetic data, significantly enhancing deception.

= Limited Adaptability: Existing systems cannot tailor their environment to attacker actions. Our Al can potentially
adjust generated data based on attacker behavior or prompts, maintaining engagement and realism.

= Rudimentary Attacker Identification: Current detection relies on simple rules, missing sophisticated threats. Our
GAND is criminate or analyzes complex behavioral patterns for nuanced, real-time identification of malicious intent.

= Inability to Generate Context-Specific Fake Data: Existing honeypots lack tailored fake data generation. Our GAN
Generator can potentially synthesize specific fake data relevant to attacker queries, increasing believability

IV.FEASIBILITY STUDY

When documenting our Al-driven honeypot system, it's important to establish a clear frame work for understanding by
defining all abbreviations and acronyms upon their first appearance in the main text. This is essential to maintain clarity,
especially for readers unfamiliar with specialized terminology in cyber security and Al technology. For instance, when
discussing components such as Al (Artificial Intelligence), ML (Machine Learning), IDS (Intrusion Detection System), and
NLP (Natural Language Processing), ensure that these terms are briefly expanded initially. Even if they have been defined
in an abstractor introduction, repetition is valuable to guarantee full comprehension throughout the document. Well-
recognized terms like Al might not need explanation due to their widespread acceptance, but lesser- known terms, such
as RAG (Retrieval-Augmented Generation), should be properly introduced. [5].

A reference to best practices can be observed in JohnDoe’s study on cybersecurity enhancements published in the Journal
of Cyber Defense (Doe, J. ”Al and Cyber security: Enhanced Honey pot Frame works,” J.Cyber Defense, vol. 12, no. 3,
2021), which stresses the importance of defining terminology clearly at the outset to facilitate smoother reader
understanding and engagement. This principle aligns with the goal of making complex systems like our Al-driven honeypot
accessible to diverse audiences, ensuring that all stakeholders, from developers to security analysts, grasp the
technologies and methodologies involved. Additionally, while preparing the documentation, avoid using abbreviations in
titles or headings unless absolutely necessary. Titles are meant to immediately convey key ideas without requiring
additional context that could detract from their impact. This careful approach is advised to maintain the professionalism
and readability of our report. [9] Emphasizing clear communication through the consistent definition of terms not only
enhances understanding but also preserves the integrity of our work. It demonstrates a commitment to quality and
accessibility, ensuring that our innovative Al-driven honeypot system is effectively communicated to all potential users and
contributors interested in advancing cybersecurity measures.

V. SYSTEM SPECIFICATIONS

A. Hardware Requirements

e CPU: Multi-core server-grade processor(e.g., Intel Xeon, AMDEPYC) recommended for handling network traffic, core
honey pot logic, and supporting Al model inference

e GPU: Highly Recommended for Al Model Inference. NVIDIA GPUs (e.g., Tesla T4, A-series, or similar) supporting
CUDA are strongly suggested for low-latency, real-time classification by the GAN Discriminator. The Generator
might also benefit if on-demand generation is required.

o RAM: Significant RAM (e.g., 64GB or higher recommended, depending on model size and traffic load) to hold the Al
models, handle concurrent connections, and support database operations.
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e Storage: Fast storage (SSD/NVMe recommended) for the operating system, Al models, honeypot database, and logs.
Capacity depends on the volume of generated fake data and logging retention policies (potentially requiring multiple
Terabytes).
o Network: High-throughput, low-latency network interface cards (NICs,e.g.,10GbE or higher) to handle intercepted
traffic efficiently
B. Software Requirements
e Operating System: Linux distribution recommended (e.g., Ubuntu Server, CentOS, RHEL) due to strong support for
Al frameworks and networking tools. Windows Server could be adapted if necessary.
e Programming Language: Python (primarily version3.8+) is essential for Al model development and training, utilizing
core data science libraries.
e AIl/ML Frame works: Tensor Flow (v2.x) are required for building, training, and deploying the Generative Adversarial
Network (GAN) models used in this system.
e Database: A SQL Database system (e.g., PostgreSQL, MySQL) is used for the Honeypot Database to store and manage
the structured, synthetic e-commerce data generated by the GAN.
e Web Server/Proxy (Potential): Nginx or Apache mightbe used if the honeypot integrates as a reverse proxy or
requires web interfaces.
« Containerization (Recommended): Docker and potentially Kubernetes (K8s) for packaging, deployment, scalability, and
managing dependencies across different environments.
e Version Control: Git for source code management and collaboration.

VI.PROJECT DESCRIPTION

A. Overview of project

This project introduces an Al-Driven Honeypot System aimed at bolstering the cybersecurity defenses of e-commerce
platforms by proactively identifying and counteracting unauthorized database access attempts. By utilizing Artificial
Intelligence, particularly through a Generative Adversarial Network (GAN), our system adeptly distinguishes legitimate
user activity from malicious attacks via in-depth behavioral analysis. When an attacker is identified, they are smoothly
redirected to a sophisticated, simulated database environment that is populated with dynamically generated synthetic data
produced by the GAN’s Generator component. Meanwhile, legitimate users continue uninterrupted access to the genuine
production database. The system is structured to collect comprehensive logs of attacker interactions within the
honeypot, thereby offering valuable threat intelligence and effectively neutralizing immediate risks. This architecture
provides a dual benefit: it enhances protection for critical data and enriches the insights available for cybersecurity
measures, empowering security analysts to anticipate and respond more effectively to emerging threats. By implementing
innovative Al techniques, our Al- Driven Honey pot System represents a significant advancement in the proactive defense
strategies vital for the security and resilience of e-commerce platforms.

B. System Architecture

The Al-Driven Honeypot System is designed to enhance cybersecurity by effectively analyzing and managing user
interactions through its key components. The flow of interactions begins when a user engages with an e-commerce
platform, triggering the analysis of various activity metrics. These metrics include time spent on the site, login attempts,
signs of crawler-like behavior, and detection of potentially harmful inputs such as SQL injection queries. Once collected,
this activity data flows into the Al Module, specifically a Generative Adversarial Network (GAN). The GAN'’s
Discriminator plays a crucial role by examining these behavioral patterns and providing a probability score that reflects
the likelihood of the user being an attacker. This score helps decide whether the user should be redirected to a honey
pot environment filled with Fake E-commerce Data generated by the GAN’s Generator component. Users assessed as
potential attackers are seamlessly redirected to this simulated data base environment, where the Generator’s synthetic
data enhances the realism of the deception. This method helps protect the actual production database by isolating threats.
Meanwhile, all actions taken by the user within this honey pot environment are meticulously recorded by the Attack
Logging system, offering valuable insights for monitoring dashboards and subsequent analysis of threat intelligence. On the
other hand, legitimate users are identified by the Discriminator’s output. While the specifics of this redirection path might
not be fully outlined within this flow, logically, such users bypass the honeypot and gain direct access to the genuine
production website with real database transactions and checkout processes. This architectural frame work highlights the
precision in Al- driven classification for user redirection, utilizing dynamic data generation from the GAN to enhance
deception and gather substantial threat intelligence. By ensuring attackers are effectively deceived and legitimate users
experience minimal disruption, the system achieves a balanced approach to cyber- security that emphasizes both
protection and insight

HIRIS © 2014-25, AM Publications - All Rights Reserved https://doi.org/10.26562/ijiris Page -178




m HIRIS: International Journal of Innovative Research in Information Security E-ISSN: 2349-7017

Volume 11, Issue 03, May 2025 P-ISSN: 2349-7009

IJIRIS https://www.ijiris.com/archives

Al System
(Monitors and
learns fram

Honeypot
{Decoy system mimicking real
envirenments

L
’ ay @
Q
. ]
Detection System Real-time alerts Security
Hacker {Identify and analyze new sent to security team omrm
attacks)

Fig.1l.overview

C. Module description

Synthetic Data Generation Module (Generator) The synthetic data generation module utilizes the trained GAN
Generator to create and maintain a realistic, dynamic honeypot environment. It synthesizes high-fidelity fakee-
commerce data, such as plausible user accounts, trans- action histories, product catalogs, and interaction logs. This
generation can operate continuously to keep the environment fresh or potentially respond dynamically to specific
prompts or observed attacker interests, ensuring the honeypot remains convincing and engaging. By providing a rich,
believable dataset, this module is crucial for effectively deceiving attackers and enabling the collection of meaningful
intelligence on their actions within the simulated environment.

Attack Logging and Reporting Module This module is responsible for capturing and presenting detailed information
about detected malicious activities. When an attacker interacts with the honeypot environment, their actions,
including connection details, attempted commands, queries against the fake database, and navigated paths, are
meticulously logged. This raw log data is processed and can be presented through dashboards or reports, pro- viding
security analysts with clear visibility into attacker tactics, techniques, and procedures (TTPs). This module is crucial for
gathering actionable threat intelligence and understandingthenatureofattackstargetingtheplatform.

Honeypot Interaction Data Serving Module This module manages the attacker’s experience within the simulated
environment. When an attacker, redirected by the Al Classification Module, submits queries or requests to the
honeypot database, this module intercepts them. It retrieves corresponding realistic, synthetic data (generated by the
Synthetic Data Generation Module) from the honeypot’s SQL database and formulates appropriate responses. The
goal is to mimic the behavior of theactual production system convincingly, keeping the attacker engaged while
preventing any interaction with real assets. This module ensures the deception is maintained throughout the attacker’s
session

System Configuration and Monitoring Module This module provides administrators with the necessary controls to
manage and oversee the Al-Driven Honeypot System. It allows authorized personnel to configure operational
parameters, such as the sensitivity threshold for the Al Discriminator’s classification, logging levels, and potentially
trigger specific data generation scenarios. Furthermore,it offers interfaces for monitoring the overall health and
performance of the system, including the status of the Al models, resource utilization (CPU, GPU, memory), and alert
generation. This module ensures the system operates effectively and allows for necessary adjustments based on
performance and observed threats. article graphic

VII. CONCLUSIONS

The development of our Al-Driven Honeypot System underscores the transformative potential of integrating advanced
Artificial Intelligence techniques, particularly Generative Adversarial Networks (GANSs), into the cyber security
infrastructure of e-commerce platforms. By incorporating dynamic capabilities that address the shortcomings of
traditional static honeypots, the system offers a significant upgrade in threat detection and deception. Central to this
innovation is the GAN’s Generator component, which adeptly synthesizes realistic synthetic commerce data. This data is
pivotal for crafting a convincing deception layer that entices attackers into the simulated environment. Simultaneously, the
Discriminate or component serves as an intelligent mechanism for classifying user interactions based on behavioral
analysis, allowing the system to discern between legitimate users and potential threats in real time.
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The successful implementation of user redirection logic where attackers are rerouted to a simulated environment
populated with GAN- generated data while legitimate users continue uninterrupted access to production systems,
substantiates the system’s core concept. Figure 1 illustrates the methodology of the system, highlighting the flow and
interaction of these components.
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Fig.2. System Methodology.

This project lays a robust foundation for an adaptive security solution that not only deflects threats but also accrues
valuable intelligence on attacker methodologies. By recording interactions with in the honeypot, we gather in sights
crucial for refining cyber security strategies. This dynamic approach enhances the overall security posture of e-commerce
platforms, offering a proactive defense mechanism against evolving cyber threats.

VIIl.  FUTURE ENHANCEMENTS

Future enhancements for the Al-Driven Honeypot System could further increase its effectiveness and scope:

- Advanced GANs: Utilize newer GAN architectures (Conditional, WGAN-GP) for enhanced data realism and stability.

- Reinforcement Learning: Implement RL for dynamic, adaptive deception strategies based on attacker behavior.

- Broader Feature Analysis: Incorporate more diverse features (network details, query semantics) for improved
classification.

- Multi-Modal Data: Generate synthetic images, reviews, or API responses alongside tabular data.

- Sophisticated Prompting: Develop better methods for guiding the Generator to create specific, targeted data
scenarios.

- Adversarial Defense: Harden the Discriminator against techniques designed to evade Al detection.

- Automated Reporting: Automatically analyze logs and generate structured threat intelligence reports.

- Performance Optimization: Improve scalability for higher traffic volumes and reduce Al inference latency.

- SIEM/SOAR Integration: Enable tighter integration with existing security platforms for faster response.

- Management GUI: Create a graphical interface for easier system configuration and monitoring.
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