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Detection 
detection in an AI-based drone detection system plays a critical role in identifying and locating drones within the 

monitored airspace. Using advanced computer vision techniques and deep learning models such as convolutional neural 
networks (CNNs) or YOLO 
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based drone detection system plays a critical role in identifying and locating drones within the 
monitored airspace. Using advanced computer vision techniques and deep learning models such as convolutional neural 
networks (CNNs) or YOLO (You Only Look Once),
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based drone detection system plays a critical role in identifying and locating drones within the 
monitored airspace. Using advanced computer vision techniques and deep learning models such as convolutional neural 

(You Only Look Once),
planes [11]or environmental noise. The detection process involves scanning input 

c features such as shape, size, motion, and heat signatures that match known drone characteristics. Once
model assigns a confidence score and draws bounding boxes around the detected 
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only for identifying threats but also for enabling further tasks like 
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based drone detection system plays a critical role in identifying and locating drones within the 
monitored airspace. Using advanced computer vision techniques and deep learning models such as convolutional neural 

the system analyzes visual or sensor data to detect and distinguish
or environmental noise. The detection process involves scanning input 

c features such as shape, size, motion, and heat signatures that match known drone characteristics. Once
assigns a confidence score and draws bounding boxes around the detected 

only for identifying threats but also for enabling further tasks like 
tracking and classification, forming the backbone of an effective and responsive drone surveillance system. [12]
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
event and the type of threat 
for continuous operation, offering uninterrupted surveillance
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Cascade algorithm to analyze the video feed and dete

moves to the **
the system triggers two simultaneous actions. First, the **Trigger Buzz
producing a loud sound to alert people nearby to the presence of the drone. 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
event and the type of threat detected,[13]
for continuous operation, offering uninterrupted surveillance

control system triggers appropriate actions
activating countermeasures. The flowchart ensures a closed feedback loop, where

continuously monitored and updated to improve
Sequence 

continuously 
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

a RaspberryPi,
the Haar Cascade algorithm, a machine learning
drone is present within the captured scene. The algorithm is trained

 to identify any
 whether or not

pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 
immediate notification to individuals nearby that a drone has been detected in
to attract attention and ensure that any nearby personnel are aware of the potential threat.

control flowchart
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 
cameras, or microphones. This raw input
data is passed to an AI detection module, typically involving a machine learning or deep

If a drone is detected, the system classifies it based on parameters
Depending on 

provides critical
, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 

authorities are notified even if they are not directly monitoring the surveillance system in real
e the threat. After the drone is detected and the

the timestamp and the type of threat. This data can be used for future
detection accuracy.

on the monitored
ation of automated detection, real

security in environments where drone threats are a 

with two main 
drone threats. The primary actors are **Security Personnel** and

a drone is detected,
drones. The system’s

continuously captures the live images of the monitored area. The captu
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 
Cascade algorithm to analyze the video feed and dete

** Detect Drone
the system triggers two simultaneous actions. First, the **Trigger Buzz
producing a loud sound to alert people nearby to the presence of the drone. 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
detected,[13] which can be used for future analysis or investigation. The system is designed

for continuous operation, offering uninterrupted surveillance
control system triggers appropriate actions

activating countermeasures. The flowchart ensures a closed feedback loop, where
improve detection

 monitor an area for the presence of drones, ensuring real
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

RaspberryPi, which acts a
the Haar Cascade algorithm, a machine learning based approach, to analyze the image frame and determine whether
drone is present within the captured scene. The algorithm is trained

any potential threats
not a drone has

pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 
immediate notification to individuals nearby that a drone has been detected in
to attract attention and ensure that any nearby personnel are aware of the potential threat.

flowchart of an AI-based
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

input is then pre-processed
data is passed to an AI detection module, typically involving a machine learning or deep

If a drone is detected, the system classifies it based on parameters
 the threat assessment,

critical information,
, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 

authorities are notified even if they are not directly monitoring the surveillance system in real
e the threat. After the drone is detected and the

the timestamp and the type of threat. This data can be used for future
accuracy. The system’s

monitored area at 
of automated detection, real

security in environments where drone threats are a concern.[17][18]

Fig.4. Communication

 actors and several
drone threats. The primary actors are **Security Personnel** and

detected, while
system’s main use cases

e images of the monitored area. The captu
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 
Cascade algorithm to analyze the video feed and dete

Drone **use case,
the system triggers two simultaneous actions. First, the **Trigger Buzz
producing a loud sound to alert people nearby to the presence of the drone. 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
which can be used for future analysis or investigation. The system is designed

for continuous operation, offering uninterrupted surveillance to detect and respond to any drone threats
control system triggers appropriate actions such as alerting security

activating countermeasures. The flowchart ensures a closed feedback loop, where
detection accuracy

area for the presence of drones, ensuring real
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

acts as the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether

drone is present within the captured scene. The algorithm is trained
threats accurately. Once the algorithm processes the 
has been detected.

pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 
immediate notification to individuals nearby that a drone has been detected in
to attract attention and ensure that any nearby personnel are aware of the potential threat.

based drone detection
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

processed to 
data is passed to an AI detection module, typically involving a machine learning or deep

If a drone is detected, the system classifies it based on parameters
assessment, the

information, including the detection of a drone and possibly the location of the 
, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 

authorities are notified even if they are not directly monitoring the surveillance system in real
e the threat. After the drone is detected and the

the timestamp and the type of threat. This data can be used for future
system’s design ensures

 all times, capable
of automated detection, real-time alerts, and immediate action helps to ensure safety and 

concern.[17][18]

Communication Flow

several key use cases to ensure efficient detection and response to 
drone threats. The primary actors are **Security Personnel** and

while the Raspberry
cases begin with

e images of the monitored area. The captu
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 
Cascade algorithm to analyze the video feed and detect the presence of any drones

case, where the 
the system triggers two simultaneous actions. First, the **Trigger Buzz
producing a loud sound to alert people nearby to the presence of the drone. 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
which can be used for future analysis or investigation. The system is designed

to detect and respond to any drone threats
such as alerting security

activating countermeasures. The flowchart ensures a closed feedback loop, where
accuracy and response

area for the presence of drones, ensuring real
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

s the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether

drone is present within the captured scene. The algorithm is trained to recognize
accurately. Once the algorithm processes the 

tected. If a drone is identified as a threat, the system 
pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 

immediate notification to individuals nearby that a drone has been detected in the area. This local sound alert is designed 
to attract attention and ensure that any nearby personnel are aware of the potential threat.

detection system outlines t
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

 enhance signal
data is passed to an AI detection module, typically involving a machine learning or deep

If a drone is detected, the system classifies it based on parameters
the system sends an SMS alert to the relevant authorities. 
the detection of a drone and possibly the location of the 

, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 
authorities are notified even if they are not directly monitoring the surveillance system in real

e the threat. After the drone is detected and the alerts are sent, the system logs the ev
the timestamp and the type of threat. This data can be used for future 

ensures that it operates
capable of detecting and responding to drone threats 

time alerts, and immediate action helps to ensure safety and 
concern.[17][18] 

Flow Diagram 

key use cases to ensure efficient detection and response to 
drone threats. The primary actors are **Security Personnel** and the ** Raspberry

Raspberry [19] Pi is responsible for all the processing work 
with the **Capture Image** process, where the camera 

e images of the monitored area. The captured images are then sent to the **Raspberry Pi**, 
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 

ct the presence of any drones
 drone is marked as a threat.

the system triggers two simultaneous actions. First, the **Trigger Buzzer Alert** use case activates a local buzzer, 
producing a loud sound to alert people nearby to the presence of the drone.  
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
which can be used for future analysis or investigation. The system is designed

to detect and respond to any drone threats
such as alerting security personnel,

activating countermeasures. The flowchart ensures a closed feedback loop, where
and response time. 

area for the presence of drones, ensuring real
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

s the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether

ognize drone-like
accurately. Once the algorithm processes the 

drone is identified as a threat, the system 
pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 

the area. This local sound alert is designed 
to attract attention and ensure that any nearby personnel are aware of the potential threat.

system outlines t
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

signal clarity and reduce noise. The 
data is passed to an AI detection module, typically involving a machine learning or deep learning

If a drone is detected, the system classifies it based on parameters like size,
system sends an SMS alert to the relevant authorities. 

the detection of a drone and possibly the location of the 
, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 

authorities are notified even if they are not directly monitoring the surveillance system in real
alerts are sent, the system logs the ev

 analysis, tracking
it operates continuously
detecting and responding to drone threats 

time alerts, and immediate action helps to ensure safety and 

 

key use cases to ensure efficient detection and response to 
Raspberry Pi **.

Pi is responsible for all the processing work 
**Capture Image** process, where the camera 

ed images are then sent to the **Raspberry Pi**, 
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 

ct the presence of any drones in the scene.
marked as a threat.

er Alert** use case activates a local buzzer, 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
which can be used for future analysis or investigation. The system is designed

to detect and respond to any drone threats
personnel, tracking the

activating countermeasures. The flowchart ensures a closed feedback loop, where system performance is 

area for the presence of drones, ensuring real-time surveillance
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

s the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether

like objects based
accurately. Once the algorithm processes the 

drone is identified as a threat, the system 
pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 

the area. This local sound alert is designed 
to attract attention and ensure that any nearby personnel are aware of the potential threat. Simultaneously,

system outlines the systematic process from 
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

clarity and reduce noise. The 
learning model trained
size, speed, and flight

system sends an SMS alert to the relevant authorities. 
the detection of a drone and possibly the location of the 

, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 
authorities are notified even if they are not directly monitoring the surveillance system in real-time, facilitating a swift 

alerts are sent, the system logs the ev
tracking patterns,

continuously without
detecting and responding to drone threats 

time alerts, and immediate action helps to ensure safety and 

key use cases to ensure efficient detection and response to 
 Security personnel

Pi is responsible for all the processing work 
**Capture Image** process, where the camera 

ed images are then sent to the **Raspberry Pi**, 
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 

scene. If a drone
marked as a threat. Upon detecting a threat, 

er Alert** use case activates a local buzzer, 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the
which can be used for future analysis or investigation. The system is designed

to detect and respond to any drone threats promptly and 
the drone in real

system performance is 

time surveillance and 
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This

s the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether

based on specific
accurately. Once the algorithm processes the image,[3] 

drone is identified as a threat, the system 
pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 

the area. This local sound alert is designed 
Simultaneously, a Telegram
he systematic process from 

data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 
clarity and reduce noise. The processed 

trained to identify
flight pattern to

system sends an SMS alert to the relevant authorities. 
the detection of a drone and possibly the location of the 

, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 
time, facilitating a swift 

alerts are sent, the system logs the event,[15][16]
patterns, and improving

without interruption,
detecting and responding to drone threats 

time alerts, and immediate action helps to ensure safety and 

key use cases to ensure efficient detection and response to 
personnel are the

Pi is responsible for all the processing work 
**Capture Image** process, where the camera 

ed images are then sent to the **Raspberry Pi**, 
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 

drone is detected,
Upon detecting a threat, 

er Alert** use case activates a local buzzer, 
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Furthermore, each detection event is logged into a system, capturing essential information such as the timestamp of the 
which can be used for future analysis or investigation. The system is designed 

promptly and 
real 

system performance is 

and 
prompt action if a threat is detected. The process begins with a camera capturing a live image of the monitored area. This 

s the central processing unit for the system. The RaspberryPi uses 
based approach, to analyze the image frame and determine whether a 

specific 
 it 

drone is identified as a threat, the system 
pronged response. First, the local alert system is triggered: a buzzer emits a loud sound, serving as an 

the area. This local sound alert is designed 
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he systematic process from 
data acquisition to threat response. It begins with the continuous collection of sensory data using radar, RF sensors, 

processed 
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to 
system sends an SMS alert to the relevant authorities. 

the detection of a drone and possibly the location of the 
, enabling the authorities to act quickly and take appropriate measures. The use of SMS alerts ensures that the 

time, facilitating a swift 
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key use cases to ensure efficient detection and response to 
the 

Pi is responsible for all the processing work 
**Capture Image** process, where the camera 

ed images are then sent to the **Raspberry Pi**, 
which handles the next critical use case, **Process Image**. The Raspberry Pi processes the image using the Haar 

detected, 
Upon detecting a threat, 
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At the same time, the**Send
detected drone.
take
detect, 
G.
Upon detecting a potential threat drone, Raspberry Pi triggers
local

H.
Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities.

A.
The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk).

B.
Hardware:
•
•

•
•
•
•

•
Software:
•

•
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At the same time, the**Send
detected drone.
take immediate
detect, alert,[20]
G. Alert Mechanism
Upon detecting a potential threat drone, Raspberry Pi triggers
local security personnel.

H. Communication
Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities.

A. Evaluation
The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk).

B. Experimental
Hardware: 
 Raspberry Pi: Model
 Camera Module:
 Buzzer: 5V
 Bread board
 Micro SD Card: 16GB+ (Class 10) p
 Internet: Built
 Optional Cooling:

Software: 
 OS: Raspberry
 Programming
 Libraries: Ope
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At the same time, the**Send
detected drone. This leads to the final use case, **Notify Authorities**, where the authorities

immediate action to address the potential threat.
alert,[20] and notify relevant parties, enabling a rapid response to any drone

Mechanism 
Upon detecting a potential threat drone, Raspberry Pi triggers

personnel. 

Communication System
Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities.

aluation Scenario 
The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk).

Experimental Setup 

Raspberry Pi: Model 3/4 with appropriate power supply (5V, 2.5A/3A)
Module: Raspberry
5V passive/active

board Wires: For
Micro SD Card: 16GB+ (Class 10) p

Built-in Wi-Fi or
Cooling: Heat 

Raspberry PiOS 
Programming Language: 

Open CV( image
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At the same time, the**Send Telegram Notification**
This leads to the final use case, **Notify Authorities**, where the authorities
action to address the potential threat.
and notify relevant parties, enabling a rapid response to any drone

Upon detecting a potential threat drone, Raspberry Pi triggers

System 
Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities.

 
The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk).

 

3/4 with appropriate power supply (5V, 2.5A/3A)
Raspberry Pi Camera

passive/active piezo buzzer
For component connections

Micro SD Card: 16GB+ (Class 10) preloaded with Rasp
or external Wi
 sink or fan to

 Python(for detection
image processing),Num
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Notification**
This leads to the final use case, **Notify Authorities**, where the authorities
action to address the potential threat.
and notify relevant parties, enabling a rapid response to any drone

Upon detecting a potential threat drone, Raspberry Pi triggers

Fig.5.

Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities.

VI. 

The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk).

Fig.6.

3/4 with appropriate power supply (5V, 2.5A/3A)
Camera Module v2 or USB webcam (1080p resolution)
buzzer for alerts 

connections 
reloaded with Rasp

Wi-Fi dongle 
to prevent over

detection algorithms and GPIO control)
processing),Num Py(data handling), RPi.GPIO (GPIO control)
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Notification** use case sends
This leads to the final use case, **Notify Authorities**, where the authorities
action to address the potential threat. Each use case is designed to ensure that the system can quickly 
and notify relevant parties, enabling a rapid response to any drone

Upon detecting a potential threat drone, Raspberry Pi triggers a buzzer

Fig.5. Use case Diagram

Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real
images of the detected drone, to designated authorities. 

 EVALUATION

The system was tested in outdoor environments simulating restricted
flown under different lighting conditions (daylight, dusk). 

Fig.6. Process

3/4 with appropriate power supply (5V, 2.5A/3A)
or USB webcam (1080p resolution)

reloaded with Rasp- berry Pi OS

over heating 

algorithms and GPIO control)
Py(data handling), RPi.GPIO (GPIO control)
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sends a message to the authorities, notifying them of the 
This leads to the final use case, **Notify Authorities**, where the authorities

Each use case is designed to ensure that the system can quickly 
and notify relevant parties, enabling a rapid response to any drone

buzzer connected

Diagram 

Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real

EVALUATION 

The system was tested in outdoor environments simulating restricted zones. 

Process 

3/4 with appropriate power supply (5V, 2.5A/3A) 
or USB webcam (1080p resolution)

berry Pi OS 

algorithms and GPIO control) 
Py(data handling), RPi.GPIO (GPIO control)
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message to the authorities, notifying them of the 
This leads to the final use case, **Notify Authorities**, where the authorities

Each use case is designed to ensure that the system can quickly 
and notify relevant parties, enabling a rapid response to any drone related threats in the area.

connected via GPIO

 

Parallel to the buzzer, a Telegram Bot integrated with the Raspberry Pi sends real-time alerts, including time

 Both normal

or USB webcam (1080p resolution) 

 
Py(data handling), RPi.GPIO (GPIO control) 
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message to the authorities, notifying them of the 
This leads to the final use case, **Notify Authorities**, where the authorities receive the

Each use case is designed to ensure that the system can quickly 
related threats in the area.

GPIO pins to immediately

time alerts, including time

normal and modified
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message to the authorities, notifying them of the 
the alert and can

Each use case is designed to ensure that the system can quickly 
related threats in the area. 

immediately notify

time alerts, including time stamped 

modified drones were
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The system demonstrated reliable real
While low
mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.
The
enhanced security in sensitive zones.

The
processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad
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 Telegram API:
 Optional: Tensor
 Development Tools: Thonny or VS Code, Git for version control

Key Evaluation
 Detection Accura
 False Positive
 Buzzer Response
 Telegram Notification

The system demonstrated reliable real
While low-light accuracy was redu
mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.
The compact, 
enhanced security in sensitive zones.

The architecture
processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad
 

 Internal Validity:
 External Validity:
performance.
 Construct Validity:
models. 
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API: Used for 
Tensor Flow/PyTorch

Development Tools: Thonny or VS Code, Git for version control

Evaluation Metrics: 
Accuracy: 87%

Positive Rate: 5% 
Response Time: 

Notification Delay:
The system demonstrated reliable real

light accuracy was redu
mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.

 low-cost architecture
enhanced security in sensitive zones.

architecture supports 
processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad

Internal Validity: Limited
External Validity: Environmental conditions (fog, rain, low sunlight) may affect camera visibility and system 
performance. 
Construct Validity: While Haar classifiers offer fast dete
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 sending SMS alerts
Flow/PyTorch ( for 

Development Tools: Thonny or VS Code, Git for version control

Sl #
Name
Description

Expected
Remarks

 
87% 

 0.8 seconds 
Delay: 2.1seconds

The system demonstrated reliable real-time detection using the Haar Cascade algorithm, even under varied conditions. 
light accuracy was reduced, this can be addressed in future iterations using infrared cameras. The dual

mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.
architecture is 

enhanced security in sensitive zones. 

 deployment of
processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad

TABLE

Raspberry
Pi

Limited drone types
Environmental conditions (fog, rain, low sunlight) may affect camera visibility and system 

While Haar classifiers offer fast dete
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alerts 
 advanced models), SQLite/CSV (for logging)

Development Tools: Thonny or VS Code, Git for version control
TABLE I 

# Test Case 
Name of Test 
Description 

Expected Result 
Remarks 

C. Results

2.1seconds 
time detection using the Haar Cascade algorithm, even under varied conditions. 

ced, this can be addressed in future iterations using infrared cameras. The dual
mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.

 ideal for scalable deployment without extensive infrastructure, contributing to 

Fig.7. Situation

VII. 
of multiple Raspberry Pinodes

processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad

VIII. COST
TABLE II – COMPONENT

Component
Raspberry Pi4 Model
Pi Camera Module

Buzzer Module
Power Accessories

Miscellaneous
Total 

IX. THREATS
types were used during testing; unknown models may not be detected.

Environmental conditions (fog, rain, low sunlight) may affect camera visibility and system 

While Haar classifiers offer fast dete
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models), SQLite/CSV (for logging)
Development Tools: Thonny or VS Code, Git for version control

 – UNIT TEST

Camera
Initialize

Real
Test

Results and Discussion

time detection using the Haar Cascade algorithm, even under varied conditions. 
ced, this can be addressed in future iterations using infrared cameras. The dual

mechanism provides both local and remote warnings, improving responsiveness and enabling timely action against threats.
calable deployment without extensive infrastructure, contributing to 

Situation Action
 

 SCALABILITY
Raspberry Pinodes

processing video input and transmitting alerts. Using centralized cloud coordination and decision
system can combine results from different nodes to increase detection robustness and enable broad

COST ANALYSIS
COMPONENT COST

Component 
Model B 

Module v2 
Module 

Accessories 
Miscellaneous 

          

THREATS TO VALIDITY
during testing; unknown models may not be detected.
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