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Abstract: Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
innovation lies in its three
(2) a permission
identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
detection accuracy compared to conventional rule
application of SMOTE
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The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 
in government
three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions
providers in our stakeholder interviews.
 

Existing solutions face three critical limitations:
1. Reactive detection
2. Data silos
3. Identity vulnerabilities
MedFact addresses these gaps through its 
detection [3,5], our solution uniquely combines:
 Dynamic risk scoring using treatment frequency and cost deviation analysis
 Real-time blockchain verification with smart contract validation
 Provider authentication via W3C
 

 
To verify the accur
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 
healthcare claims data. This 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 
well as unstructured data like patient 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
longitudinal study of reimbursement patterns across six
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
innovation lies in its three
(2) a permission block chain network using Hyperledger Fabric for immutable record
identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
detection accuracy compared to conventional rule
application of SMOTE-ENN re

 Healthcare fraud detection, Block
Secure claims processing 

The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 
in government-reimbursement models. During our preliminary 
three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions
providers in our stakeholder interviews.

Existing solutions face three critical limitations:
Reactive detection: 
Data silos: Claims verification lacks integrat
Identity vulnerabilities

addresses these gaps through its 
detection [3,5], our solution uniquely combines:

Dynamic risk scoring using treatment frequency and cost deviation analysis
time blockchain verification with smart contract validation

Provider authentication via W3C

To verify the accuracy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 
healthcare claims data. This 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 
well as unstructured data like patient 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
longitudinal study of reimbursement patterns across six
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
innovation lies in its three-tiered approach: (1) an XGBoost

chain network using Hyperledger Fabric for immutable record
identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
detection accuracy compared to conventional rule

ENN re sampling.
Healthcare fraud detection, Block

 

The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 
reimbursement models. During our preliminary 

three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions
providers in our stakeholder interviews.

Existing solutions face three critical limitations:
 Current systems flag fraud only after payment disbursement

Claims verification lacks integrat
Identity vulnerabilities: Centralized authentication creates single points of failure

addresses these gaps through its 
detection [3,5], our solution uniquely combines:

Dynamic risk scoring using treatment frequency and cost deviation analysis
time blockchain verification with smart contract validation

Provider authentication via W3C-compliant DIDs

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 
healthcare claims data. This system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 
well as unstructured data like patient 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
longitudinal study of reimbursement patterns across six
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 

tiered approach: (1) an XGBoost
chain network using Hyperledger Fabric for immutable record

identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
detection accuracy compared to conventional rule-based systems, while reducing false positives by 17% through our novel 

sampling. 
Healthcare fraud detection, Block chain verification, Decentralized identity, Mac

I. INTRODUCTION
The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 

reimbursement models. During our preliminary 
three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions
providers in our stakeholder interviews. 

Existing solutions face three critical limitations: 
Current systems flag fraud only after payment disbursement

Claims verification lacks integration with EHR and provider history
Centralized authentication creates single points of failure

addresses these gaps through its hybrid architecture. Unlike previous works that focused solely on algorithmic 
detection [3,5], our solution uniquely combines: 

Dynamic risk scoring using treatment frequency and cost deviation analysis
time blockchain verification with smart contract validation

compliant DIDs

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 
well as unstructured data like patient records and billing information.
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
longitudinal study of reimbursement patterns across six
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 

tiered approach: (1) an XGBoost-based predictive model tra
chain network using Hyperledger Fabric for immutable record

identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
based systems, while reducing false positives by 17% through our novel 
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INTRODUCTION
The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 

reimbursement models. During our preliminary analysis of Medicare datasets (2015
three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions

Current systems flag fraud only after payment disbursement
ion with EHR and provider history

Centralized authentication creates single points of failure
hybrid architecture. Unlike previous works that focused solely on algorithmic 

Dynamic risk scoring using treatment frequency and cost deviation analysis
time blockchain verification with smart contract validation

compliant DIDs 

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 

records and billing information.
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
longitudinal study of reimbursement patterns across six countries (2015
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
suggesting billions lost annually to fraudulent activities. Our research team developed MedFact, an integrated verification 
system that combines machine learning with distributed ledger technology to address this challenge. The system's core 

based predictive model tra
chain network using Hyperledger Fabric for immutable record

identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
based systems, while reducing false positives by 17% through our novel 

chain verification, Decentralized identity, Mac

INTRODUCTION 
The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 

analysis of Medicare datasets (2015
three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
not only drain public funds but erode trust in healthcare institutions—a concer

Current systems flag fraud only after payment disbursement
ion with EHR and provider history

Centralized authentication creates single points of failure
hybrid architecture. Unlike previous works that focused solely on algorithmic 

Dynamic risk scoring using treatment frequency and cost deviation analysis 
time blockchain verification with smart contract validation 

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 

records and billing information. The global expansion of universal healthcare 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 

countries (2015-2022) reveals that government
systems experience 2.3 times higher fraud rates than private insurance models.
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
team developed MedFact, an integrated verification 

system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
based predictive model trained on historical claim patterns, 

chain network using Hyperledger Fabric for immutable record-keeping, and (3) a decentralized 
identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 

based systems, while reducing false positives by 17% through our novel 

chain verification, Decentralized identity, Mac

The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 
analysis of Medicare datasets (2015

three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
a concern raised by 78% of surveyed insurance 

Current systems flag fraud only after payment disbursement 
ion with EHR and provider history 

Centralized authentication creates single points of failure 
hybrid architecture. Unlike previous works that focused solely on algorithmic 

 

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 

The global expansion of universal healthcare 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 

2022) reveals that government
systems experience 2.3 times higher fraud rates than private insurance models. 
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
team developed MedFact, an integrated verification 

system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
ined on historical claim patterns, 
keeping, and (3) a decentralized 

identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement 
based systems, while reducing false positives by 17% through our novel 
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The expansion of universal healthcare systems has paradoxically increased vulnerabilities to fraudulent claims, particularly 
analysis of Medicare datasets (2015-2022), we identified 

three predominant fraud patterns: phantom billing (42% of cases), upcoding (31%), and unbundling (27%). These practices 
n raised by 78% of surveyed insurance 

hybrid architecture. Unlike previous works that focused solely on algorithmic 

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 

The global expansion of universal healthcare 
coverage, while improving access to medical services, has inadvertently created new vectors for fraudulent activities. Our 
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Healthcare claim fraud represents a significant financial burden on global healthcare systems, with estimates 
team developed MedFact, an integrated verification 

system that combines machine learning with distributed ledger technology to address this challenge. The system's core 
ined on historical claim patterns, 
keeping, and (3) a decentralized 

identity framework employing Veramo's DID implementation. Initial trials demonstrated a 23% improvement in fraud 
based systems, while reducing false positives by 17% through our novel 
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hybrid architecture. Unlike previous works that focused solely on algorithmic 

acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 
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acy of hospital claims in real time, MedFact introduces a system that utilizes artificial intelligence (AI), 
machine learning, natural language processing, computer vision, and data analytics to extract insights from extensive 

system scrutinizes claims data, raises questions, or identifies patterns that may be misaligned. 
The application evaluates submitted claims against structured documents, including electronic health records (EHRs), as 

The global expansion of universal healthcare 
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This vulnerability stems from three structural factors:
1. Automated Payment Systems
2. Fragmented Data Ecosystems
3. Asymmetric Information
The Medicare dataset analysis uncovered not 
revealed temporal patterns 
reduced. This insight emerged from manual review of 12,000 flagged
detection. 
Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
 89% of insurers suspect they're reimbursing fraudulent claims
 63% of providers report inadequate tools to prevent accidental billing errors
 72% of patients are unaware their medical IDs could be used fraudulently
To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
built on Hyperledger Fabric. Authenticated claims
are recorded on the blockchain in a secure manner, creating a tamper
manipulation and post
government regulators and insurers.
the Veramo framework to strengthen
verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
chances of impersonation or unauthorized system acc
authorities, DIDs help establish a more adaptable, secure, and standards
model, blockchain technology serves as the foundation for tamper
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 
healthcare systems.
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 
health platforms, 
 

 

Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 
governments, insurers, and 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model rel
providers, and patients
standard techniques43.
vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
cases. To address this, techniques like SMOTE
creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 
more reliable fraud detection and fewer false positives or negatives
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes
but also streamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 
analytical methods beyond basic 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 
models-especially those incorporating graph
some ensemble and deep learning models achieving high accuracy and low false
deployments
 
In summary, the most effective healthcare fraud detection systems:
 Combine machine learning and graph analysis to capture complex relationships and patterns.
 Address class imbalance with advanced resampling methods like SMOTE
 Employ blockchain for secure, transparent, and auditable claims processing.
 Utilize sophisticated analytics to uncover hidden or evolving fraud tactics.
These integrated approaches represent the current state
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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This vulnerability stems from three structural factors:
Automated Payment Systems
Fragmented Data Ecosystems
Asymmetric Information

The Medicare dataset analysis uncovered not 
revealed temporal patterns 
reduced. This insight emerged from manual review of 12,000 flagged

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
89% of insurers suspect they're reimbursing fraudulent claims

% of providers report inadequate tools to prevent accidental billing errors
72% of patients are unaware their medical IDs could be used fraudulently

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
built on Hyperledger Fabric. Authenticated claims
are recorded on the blockchain in a secure manner, creating a tamper

tion and post-submission tampering but also enables instant verification by authorized parties such as 
government regulators and insurers.
the Veramo framework to strengthen
verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
chances of impersonation or unauthorized system acc
authorities, DIDs help establish a more adaptable, secure, and standards
model, blockchain technology serves as the foundation for tamper
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

lthcare systems. Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 
health platforms, ultimately supporting more secure and efficient healthcare claim processes

Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 
governments, insurers, and 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model rel
providers, and patients-enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
standard techniques43. A major challenge in fraud detection is the issue of class imbal
vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
cases. To address this, techniques like SMOTE
creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

le fraud detection and fewer false positives or negatives
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes

treamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 
analytical methods beyond basic 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

especially those incorporating graph
some ensemble and deep learning models achieving high accuracy and low false
deployments534. 

In summary, the most effective healthcare fraud detection systems:
Combine machine learning and graph analysis to capture complex relationships and patterns.
Address class imbalance with advanced resampling methods like SMOTE
Employ blockchain for secure, transparent, and auditable claims processing.
Utilize sophisticated analytics to uncover hidden or evolving fraud tactics.

These integrated approaches represent the current state
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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This vulnerability stems from three structural factors:
Automated Payment Systems: 
Fragmented Data Ecosystems: 
Asymmetric Information: Providers possess significantly more procedural knowledge than auditors

The Medicare dataset analysis uncovered not 
revealed temporal patterns - 68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
reduced. This insight emerged from manual review of 12,000 flagged

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
89% of insurers suspect they're reimbursing fraudulent claims

% of providers report inadequate tools to prevent accidental billing errors
72% of patients are unaware their medical IDs could be used fraudulently

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
built on Hyperledger Fabric. Authenticated claims
are recorded on the blockchain in a secure manner, creating a tamper

submission tampering but also enables instant verification by authorized parties such as 
government regulators and insurers. Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
the Veramo framework to strengthen system security. This decentralized identity infrastructure allows for secure identity 
verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
chances of impersonation or unauthorized system acc
authorities, DIDs help establish a more adaptable, secure, and standards
model, blockchain technology serves as the foundation for tamper
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

ultimately supporting more secure and efficient healthcare claim processes

II. BACKGROUND
Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 
governments, insurers, and individuals each year. Modern approaches leverage both traditional machine learning 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model rel

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
A major challenge in fraud detection is the issue of class imbal

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
cases. To address this, techniques like SMOTE
creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

le fraud detection and fewer false positives or negatives
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes

treamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 
analytical methods beyond basic anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

especially those incorporating graph
some ensemble and deep learning models achieving high accuracy and low false

In summary, the most effective healthcare fraud detection systems:
Combine machine learning and graph analysis to capture complex relationships and patterns.
Address class imbalance with advanced resampling methods like SMOTE
Employ blockchain for secure, transparent, and auditable claims processing.
Utilize sophisticated analytics to uncover hidden or evolving fraud tactics.

These integrated approaches represent the current state
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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This vulnerability stems from three structural factors:
 Designed for efficiency, these often
 Siloed between providers, insurers, and regulators

Providers possess significantly more procedural knowledge than auditors
The Medicare dataset analysis uncovered not just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
reduced. This insight emerged from manual review of 12,000 flagged

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
89% of insurers suspect they're reimbursing fraudulent claims

% of providers report inadequate tools to prevent accidental billing errors
72% of patients are unaware their medical IDs could be used fraudulently

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
built on Hyperledger Fabric. Authenticated claims particularly those cleared by both AI processing and identity verification
are recorded on the blockchain in a secure manner, creating a tamper

submission tampering but also enables instant verification by authorized parties such as 
Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
chances of impersonation or unauthorized system acc
authorities, DIDs help establish a more adaptable, secure, and standards
model, blockchain technology serves as the foundation for tamper
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

ultimately supporting more secure and efficient healthcare claim processes

BACKGROUND
Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 

individuals each year. Modern approaches leverage both traditional machine learning 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model rel

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
A major challenge in fraud detection is the issue of class imbal

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
cases. To address this, techniques like SMOTE-ENN are used. SMOTE (Synthetic Minority Over
creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

le fraud detection and fewer false positives or negatives
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes

treamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 

anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

especially those incorporating graph-based 
some ensemble and deep learning models achieving high accuracy and low false

In summary, the most effective healthcare fraud detection systems:
Combine machine learning and graph analysis to capture complex relationships and patterns.
Address class imbalance with advanced resampling methods like SMOTE
Employ blockchain for secure, transparent, and auditable claims processing.
Utilize sophisticated analytics to uncover hidden or evolving fraud tactics.

These integrated approaches represent the current state
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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This vulnerability stems from three structural factors: 
Designed for efficiency, these often
Siloed between providers, insurers, and regulators

Providers possess significantly more procedural knowledge than auditors
just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
reduced. This insight emerged from manual review of 12,000 flagged

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
89% of insurers suspect they're reimbursing fraudulent claims 

% of providers report inadequate tools to prevent accidental billing errors
72% of patients are unaware their medical IDs could be used fraudulently

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
particularly those cleared by both AI processing and identity verification

are recorded on the blockchain in a secure manner, creating a tamper
submission tampering but also enables instant verification by authorized parties such as 

Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
chances of impersonation or unauthorized system access. By shifting identity management away from centralized 
authorities, DIDs help establish a more adaptable, secure, and standards
model, blockchain technology serves as the foundation for tamper
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

ultimately supporting more secure and efficient healthcare claim processes

BACKGROUND AND LITERATURE
Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 

individuals each year. Modern approaches leverage both traditional machine learning 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model rel

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
A major challenge in fraud detection is the issue of class imbal

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
ENN are used. SMOTE (Synthetic Minority Over

creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

le fraud detection and fewer false positives or negatives
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes

treamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 

anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

 features-can significantly improve fraud detection performance, with 
some ensemble and deep learning models achieving high accuracy and low false

In summary, the most effective healthcare fraud detection systems:
Combine machine learning and graph analysis to capture complex relationships and patterns.
Address class imbalance with advanced resampling methods like SMOTE
Employ blockchain for secure, transparent, and auditable claims processing.
Utilize sophisticated analytics to uncover hidden or evolving fraud tactics.

These integrated approaches represent the current state-of-the
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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Designed for efficiency, these often lack nuanced verification layers
Siloed between providers, insurers, and regulators

Providers possess significantly more procedural knowledge than auditors
just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
reduced. This insight emerged from manual review of 12,000 flagged cases, highlighting limitations in purely algorithmic 

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:
 

% of providers report inadequate tools to prevent accidental billing errors
72% of patients are unaware their medical IDs could be used fraudulently 

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
particularly those cleared by both AI processing and identity verification

are recorded on the blockchain in a secure manner, creating a tamper-proof audit trail. This not only discourages 
submission tampering but also enables instant verification by authorized parties such as 

Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
ess. By shifting identity management away from centralized 

authorities, DIDs help establish a more adaptable, secure, and standards-based federated identity environment.
model, blockchain technology serves as the foundation for tamper-proof and tra
learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

ultimately supporting more secure and efficient healthcare claim processes

LITERATURE 
Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 

individuals each year. Modern approaches leverage both traditional machine learning 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
healthcare. GNNs are particularly valuable because they model relationships between entities

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
A major challenge in fraud detection is the issue of class imbal

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
ENN are used. SMOTE (Synthetic Minority Over

creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

le fraud detection and fewer false positives or negatives63. Blockchain technology is also being explored to 
enhance the security and transparency of health insurance claims. By recording 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross
records, reducing the risk of manipulation or unauthorized changes78. This technology not only strengthens data integrity 

treamlines claims processing and fosters greater trust among stakeholders.
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 

anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

can significantly improve fraud detection performance, with 
some ensemble and deep learning models achieving high accuracy and low false

In summary, the most effective healthcare fraud detection systems: 
Combine machine learning and graph analysis to capture complex relationships and patterns.
Address class imbalance with advanced resampling methods like SMOTE-ENN to avoid model
Employ blockchain for secure, transparent, and auditable claims processing. 
Utilize sophisticated analytics to uncover hidden or evolving fraud tactics. 

the-art in combating healthcare 
accuracy, transparency, and operational efficiency for healthcare systems worldwide
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lack nuanced verification layers
Siloed between providers, insurers, and regulators 

Providers possess significantly more procedural knowledge than auditors
just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
cases, highlighting limitations in purely algorithmic 

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:

% of providers report inadequate tools to prevent accidental billing errors 

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
particularly those cleared by both AI processing and identity verification

proof audit trail. This not only discourages 
submission tampering but also enables instant verification by authorized parties such as 

Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
ess. By shifting identity management away from centralized 

based federated identity environment.
proof and transparent record

learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

ultimately supporting more secure and efficient healthcare claim processes.

 SURVEY 
Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 

individuals each year. Modern approaches leverage both traditional machine learning 
algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 

ationships between entities
enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
A major challenge in fraud detection is the issue of class imbalance: fraudulent transactions are 

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
ENN are used. SMOTE (Synthetic Minority Over

creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

Blockchain technology is also being explored to 
enhance the security and transparency of health insurance claims. By recording claims on an immutable ledger, blockchain 
provides auditable proof that can deter and detect fraudulent activities. Insurers can cross

This technology not only strengthens data integrity 
treamlines claims processing and fosters greater trust among stakeholders. Detecting sophisticated fraud 

schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 
anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 

more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 
can significantly improve fraud detection performance, with 

some ensemble and deep learning models achieving high accuracy and low false-positive rates in real

Combine machine learning and graph analysis to capture complex relationships and patterns.
ENN to avoid model
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lack nuanced verification layers

Providers possess significantly more procedural knowledge than auditors
just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
cases, highlighting limitations in purely algorithmic 

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain 
particularly those cleared by both AI processing and identity verification

proof audit trail. This not only discourages 
submission tampering but also enables instant verification by authorized parties such as 

Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
ess. By shifting identity management away from centralized 

based federated identity environment.
nsparent record-keeping, while machine 

learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
immutable data storage, and machine learning for advanced fraud detection ensures that healthcare claim validation is 
robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 
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Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 
individuals each year. Modern approaches leverage both traditional machine learning 

algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
ationships between entities-such as physicians, 

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
ance: fraudulent transactions are 

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
ENN are used. SMOTE (Synthetic Minority Over-samplin

creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

Blockchain technology is also being explored to 
claims on an immutable ledger, blockchain 

provides auditable proof that can deter and detect fraudulent activities. Insurers can cross-verify claims with blockchain 
This technology not only strengthens data integrity 

Detecting sophisticated fraud 
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 

anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

can significantly improve fraud detection performance, with 
positive rates in real

Combine machine learning and graph analysis to capture complex relationships and patterns. 
ENN to avoid model bias. 
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Providers possess significantly more procedural knowledge than auditors 
just the prevalence of phantom billing (42%) and upcoding (31%), but also 

68% of fraudulent claims occurred during weekend or holiday periods when oversight was 
cases, highlighting limitations in purely algorithmic 

Our stakeholder interviews (n=147 across insurance providers, hospitals, and regulators) identified a critical trust deficit:

To guarantee immutability, transparency, and traceability, the framework employs a permissioned blockchain platform 
particularly those cleared by both AI processing and identity verification

proof audit trail. This not only discourages 
submission tampering but also enables instant verification by authorized parties such as 

Healthcare organizations and claimants use Decentralized Identifiers (DIDs) within 
system security. This decentralized identity infrastructure allows for secure identity 

verification and enables credential exchanges without requiring parties to fully trust each other, which reduces the 
ess. By shifting identity management away from centralized 

based federated identity environment. In this 
keeping, while machine 

learning is leveraged to detect fraudulent activities. The combination of DIDs for decentralized trust, blockchain for 
claim validation is 

robust, scalable, and secure. This integrated approach not only increases transparency and enhances the effectiveness of 
fraud detection, but also meets the growing demands for digital trust, regulatory compliance, and automation in 

Such a strategy marks a significant step forward in combating healthcare fraud through the use of 
innovative digital tools. It holds promise for broad adoption across public health programs, private insurers, and digital 

Creating effective healthcare fraud detection systems is crucial due to the significant financial losses incurred by 
individuals each year. Modern approaches leverage both traditional machine learning 

algorithms and advanced graph neural networks (GNNs) to analyze the vast and complex datasets generated in 
such as physicians, 

enabling the detection of collusive or coordinated fraudulent behaviors that are often missed by 
ance: fraudulent transactions are 

vastly outnumbered by legitimate ones. This imbalance can bias models, making them less effective at identifying rare fraud 
sampling Technique) 

creates synthetic examples of the minority class (fraud), while ENN (Edited Nearest Neighbors) removes noisy or 
misclassified samples. Together, they balance the dataset and improve model accuracy, precision, and recall, leading to 

Blockchain technology is also being explored to 
claims on an immutable ledger, blockchain 

verify claims with blockchain 
This technology not only strengthens data integrity 

Detecting sophisticated fraud 
schemes, such as "camouflage" activities where legitimate patterns are used to hide illicit actions, requires advanced 

anomaly detection. Integrating machine learning, graph analysis, and blockchain allows for 
more nuanced and scalable fraud detection systems. Studies using Medicare datasets have shown that machine learning 

can significantly improve fraud detection performance, with 
positive rates in real-world 

fraud, offering improved 
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A. USING
Healthcare fraud doesn’t just drain financial resources
insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
years, the amount
alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
healthcare spending increased at 
This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
greater challenge for economies and individuals alik
problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
which are largely based on claims data analysis. Convent
XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 
graph-based approach.
relationships between the different parties involved in claims data
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 
these complex
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 
might miss. This innovative
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 
accurately and efficiently identify suspicious
detection but also sets a new standard for how 
learning techniques.
 

The prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 
substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
costs the Eu
issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
Networks (GNNs) are e
Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
which assesses the connections among physic
Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models
leverage graph centrality metrics.
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open
The Utilization o
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
feature information from adjacent nodes
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique wa
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 
context provided by i
information from the surrounding nodes.
 
A Closer Look at Key GNN Algorithms:
 Graph Convolutional Networks (GCN):

GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 
memory-
neighboring n

 Graph SAGE:
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
capturing important rela

              IJIRIS:  International Journal of Innovative Research in Information Security       
              Volume 11, Issue 03, May 2025 
 

______________________________________________________________________________________
IJIRIS © 2014-25, AM Publications 

SING GRAPH ATTENTION NETWORKS IN H
Healthcare fraud doesn’t just drain financial resources
insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
years, the amount spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 
alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
healthcare spending increased at 
This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
greater challenge for economies and individuals alik
problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
which are largely based on claims data analysis. Convent
XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 

based approach. This paper introduces a fraud detection model specific to heal
relationships between the different parties involved in claims data
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 
these complex relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

This innovative
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 
accurately and efficiently identify suspicious
detection but also sets a new standard for how 
learning techniques. 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
costs the European Union billions of euros annually, in contrast to tens of billions in the United States. To address this 
issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
Networks (GNNs) are employed to analyze graph
Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
which assesses the connections among physic
Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models
leverage graph centrality metrics.
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open
The Utilization of GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
feature information from adjacent nodes
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique wa
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 
context provided by its connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 
information from the surrounding nodes.

A Closer Look at Key GNN Algorithms:
Graph Convolutional Networks (GCN):
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

-intensive, especially when dealing with large
neighboring nodes. 

SAGE: To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
capturing important rela

IJIRIS:  International Journal of Innovative Research in Information Security       
Volume 11, Issue 03, May 2025 

 

______________________________________________________________________________________
25, AM Publications - 

GRAPH ATTENTION NETWORKS IN H
Healthcare fraud doesn’t just drain financial resources
insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 

spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 
alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
healthcare spending increased at an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 
This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
greater challenge for economies and individuals alik
problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
which are largely based on claims data analysis. Convent
XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 

This paper introduces a fraud detection model specific to heal
relationships between the different parties involved in claims data
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

This innovative use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 
accurately and efficiently identify suspicious
detection but also sets a new standard for how 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
mployed to analyze graph

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
which assesses the connections among physic
Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models
leverage graph centrality metrics. In comparison to GNN models, the results show that machine learning models that 
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open

f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
feature information from adjacent nodes
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique wa
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 
information from the surrounding nodes.

A Closer Look at Key GNN Algorithms:
Graph Convolutional Networks (GCN):
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

intensive, especially when dealing with large

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
capturing important relationships. 
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GRAPH ATTENTION NETWORKS IN H
Healthcare fraud doesn’t just drain financial resources
insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 

spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 
alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 

an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 
This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
greater challenge for economies and individuals alike.
problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
which are largely based on claims data analysis. Convent
XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 

This paper introduces a fraud detection model specific to heal
relationships between the different parties involved in claims data
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 
accurately and efficiently identify suspicious behavior. This advancement not only improves the precision of fraud 
detection but also sets a new standard for how complex;

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
mployed to analyze graph-

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
which assesses the connections among physicians, beneficiaries, and healthcare providers, to bolster the identification of 
Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models

In comparison to GNN models, the results show that machine learning models that 
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open

f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
feature information from adjacent nodes within graph
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique wa
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 
information from the surrounding nodes. 

A Closer Look at Key GNN Algorithms: 
Graph Convolutional Networks (GCN): Inspired by convolutional neural networks used
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

intensive, especially when dealing with large

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
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GRAPH ATTENTION NETWORKS IN HEALTHCARE PROVIDER FRAUD DETECTION
Healthcare fraud doesn’t just drain financial resources-it directly affects honest patients and drives up costs for both 
insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 

spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 
alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 

an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 
This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 

e. The discussion identifies that healthcare fraud is a multi
problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
which are largely based on claims data analysis. Conventional approaches like Support Vector Machines (SVM) and 
XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 

This paper introduces a fraud detection model specific to heal
relationships between the different parties involved in claims data
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 

behavior. This advancement not only improves the precision of fraud 
complex; real-world problems can be tackled using advanced machine 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
-structured data, thereby enhancing the accuracy of fraud detection.

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
ians, beneficiaries, and healthcare providers, to bolster the identification of 

Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models

In comparison to GNN models, the results show that machine learning models that 
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open

f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 

within graph-structured datasets. 
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique wa
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 

Inspired by convolutional neural networks used
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

intensive, especially when dealing with large-scale networks, because they aggregate information from all 

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
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ALTHCARE PROVIDER FRAUD DETECTION
it directly affects honest patients and drives up costs for both 

insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 

alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 

This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
The discussion identifies that healthcare fraud is a multi

problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
ional approaches like Support Vector Machines (SVM) and 

XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 
This paper introduces a fraud detection model specific to heal

relationships between the different parties involved in claims dataRather than treating each healthcare claim as an isolated 
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 

behavior. This advancement not only improves the precision of fraud 
world problems can be tackled using advanced machine 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
structured data, thereby enhancing the accuracy of fraud detection.

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
ians, beneficiaries, and healthcare providers, to bolster the identification of 

Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
unified graph framework: Graph Neural Network (GNN) models and traditional machine learning techniques that 

In comparison to GNN models, the results show that machine learning models that 
incorporate graph centrality characteristics perform better in terms of precision, recall, 
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 
two main modeling techniques used in the study to combine open-source tabular data into a single graph structure.

f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 
various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 

structured datasets. 
become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
variety of GNN models have been developed, each offering unique ways to process relationships between nodes. Some of 
the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 

Inspired by convolutional neural networks used
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

scale networks, because they aggregate information from all 

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
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ALTHCARE PROVIDER FRAUD DETECTION
it directly affects honest patients and drives up costs for both 

insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 

alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 

This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
The discussion identifies that healthcare fraud is a multi

problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
ional approaches like Support Vector Machines (SVM) and 

XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 
This paper introduces a fraud detection model specific to healthcare providers that considers the 

Rather than treating each healthcare claim as an isolated 
case, this approach focuses on understanding the web of relationships among all the parties inv
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
such as those between patients, doctors, and healthcare providers. This network-based perspective allows for th
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 

behavior. This advancement not only improves the precision of fraud 
world problems can be tackled using advanced machine 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
structured data, thereby enhancing the accuracy of fraud detection.

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
ians, beneficiaries, and healthcare providers, to bolster the identification of 

Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
and traditional machine learning techniques that 

In comparison to GNN models, the results show that machine learning models that 
incorporate graph centrality characteristics perform better in terms of precision, recall, and F1
Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 

source tabular data into a single graph structure.
f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 

various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
structured datasets. Graph Neural Networks (GNNs) have 

become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
ys to process relationships between nodes. Some of 

the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 

Inspired by convolutional neural networks used
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

scale networks, because they aggregate information from all 

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 
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ALTHCARE PROVIDER FRAUD DETECTION
it directly affects honest patients and drives up costs for both 

insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 

alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 

This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
The discussion identifies that healthcare fraud is a multi

problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
ional approaches like Support Vector Machines (SVM) and 

XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 
thcare providers that considers the 

Rather than treating each healthcare claim as an isolated 
case, this approach focuses on understanding the web of relationships among all the parties involved. By leveraging Graph 
Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network

based perspective allows for th
discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity.
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 

behavior. This advancement not only improves the precision of fraud 
world problems can be tackled using advanced machine 

B. MEDICARE FRAUD DETECTION USING GRAPH ANALYSIS 
prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 

substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
ropean Union billions of euros annually, in contrast to tens of billions in the United States. To address this 

issue, the research investigates the application of graph analysis to detect collaborations in Medicare fraud. Graph Neural 
structured data, thereby enhancing the accuracy of fraud detection.

Utilizing Graph Analysis to Improve Medicare Fraud Detection: This research emphasizes the potential of graph analysis, 
ians, beneficiaries, and healthcare providers, to bolster the identification of 

Medicare fraud. The study employs two primary modeling approaches to integrate publicly available tabular data into a 
and traditional machine learning techniques that 

In comparison to GNN models, the results show that machine learning models that 
and F1-score. Employing Graph 

Analysis to Enhance the Identification of Medicare Fraud:In order to enhance Medicare fraud detection, the study 
highlights the potential of using graph analysis, which evaluates relationships between doctors, beneficiaries, a
providers. GNN models and conventional machine learning models that incorporate graph centrality measures are the 

source tabular data into a single graph structure.
f GNNs in Fraud Detection: Graph Neural Networks (GNNs) have become increasingly popular across 

various domains, such as credit assessment, fraud detection, and anomaly identification, due to their ability to extract 
Graph Neural Networks (GNNs) have 

become increasingly valuable for classifying and interpreting data that naturally forms networks or graphs. Over time, a 
ys to process relationships between nodes. Some of 

the most notable examples include Graph Convolutional Networks (GCN), GraphSAGE, Graph Attention Networks 
(GAT), Heterogeneous Attention Networks (HAN), and Heterogeneous Graph Transformers (HGT).
these models is the concept of "message passing," where information is exchanged between neighboring nodes and 
aggregated layer by layer. This process allows each node to learn not only from its own features but also from the 

ts connections. The effectiveness of a GNN model often depends on how it gathers and synthesizes 

Inspired by convolutional neural networks used in image processing, 
GCNs extend the idea of convolution to graph structures. They require access to the entire graph and can be 

scale networks, because they aggregate information from all 

To address the scalability challenges of GCNs, GraphSAGE introduces a sampling approach. Instead of 
considering all neighbors, it samples a fixed number, making it possible to train on very large graphs while still 

ISSN: 2349-7017
ISSN: 2349-7009

https://www.ijiris.com/archives

______________________________________________________________________________________
                      Page -253 

ALTHCARE PROVIDER FRAUD DETECTION
it directly affects honest patients and drives up costs for both 

insurers and policyholders. These added expenses ultimately put more strain on the entire healthcare system. Over the 
spent on healthcare globally has continued to climb, reaching close to $7.8 trillion in 2017. This figure 

alone represented about 10% of the United States’ Gross Domestic Product (GDP) at that time. Between 2000 and 2017, 
an average rate of 3.9% per year, outpacing the GDP’s annual growth rate of only 3%. 

This growing gap highlights how rising healthcare costs, fueled in part by fraudulent activities, are becoming an even 
The discussion identifies that healthcare fraud is a multi-stakeholder 

problem, involving providers, physicians, and patients. It identifies a major shortcoming of existing fraud detection models,
ional approaches like Support Vector Machines (SVM) and 

XGBoost are prone to examining claims data independently, which reduces their performance compared to the suggested 
thcare providers that considers the 

Rather than treating each healthcare claim as an isolated 
olved. By leveraging Graph 

Attention Networks (GATs), the system can highlight and analyze the different types of connections within the network
based perspective allows for th

discovery of hidden patterns and subtle forms of collaboration that might indicate fraudulent activity. What sets this 
method apart is its ability to tap into the underlying interdependencies among claimants. GATs are designed to learn from 

relationships, uncovering information that isn’t immediately obvious when looking at claims individually. By 
mapping out how various entities interact, GATs can bring to light sophisticated fraud schemes that traditional models 

use of GATs marks a significant step forward in healthcare fraud detection. By moving beyond 
isolated data points and focusing on the bigger picture of interconnected actors, healthcare organizations can more 

behavior. This advancement not only improves the precision of fraud 
world problems can be tackled using advanced machine 

prevalence of fraudulent activities has increased across multiple sectors, including banking and social media, leading to 
substantial financial repercussions as network technology has advanced. For example, it is estimated that Medicare fraud 
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Medicare fraud. It demonstrates that using graph centrality measures as features in machine learning al
significantly improves Medicare fraud detection ability. By comparing GNN, graph analysis, and conventional machine 
learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 
research can greatly benefit organizations in improving their fraud detection effectiveness.
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Fraudulent schemes are a widespread challenge facing healthcare organizations around the worl
financial harm, such activities are unethical and can undermine the entire healthcare ecosystem. In the United States, for 
example, fraudulent practices have a particularly damaging effect on the Medicare program, resulting in substan
losses. These losses not only divert essential funds away from patient care but also compromise the overall quality and 
efficiency of healthcare delivery.
systems that can safeguard public resources and ensure healthcare benefits are distributed fairly. However, identifying 
fraud is far from straightforward.

              IJIRIS:  International Journal of Innovative Research in Information Security       
              Volume 11, Issue 03, May 2025 
 

______________________________________________________________________________________
IJIRIS © 2014-25, AM Publications 

Graph Attention Networks (GAT):
importance of each neighbor differently during aggregation. This means that more relevant or influential nodes have a 
greater impact on the fi
Heterogeneous Attention Networks (HAN) and Heterogeneous Graph Transformers (HGT):
models are designed for graphs that contain multiple types of nodes and edges. HAN uses attention at 
semantic levels, often leveraging meta
adaptive attention mechanisms that account for the diversity of node and edge types, making it especially powerful for 
richly structured data. 

The choice of which GNN architecture to use can significantly affect how effectively the model learns from the data and 
uncovers meaningful patterns. Each approach offers trade
different types of graph-
whereas HGT uses heterogeneous mutual attention and message passing with adaptive node
parameters. Comparison of Perfor
learning models that incorporate graph centrality features for detecting Medicare fraud.
learning models, particularly logistic regression th
beneficiary network, perform better than GNN models in precision, recall, and F1
learning models have much lower computational requirements and shorter traini
Contributions: This study compares the efficacy of various GNN methods and batch sampling techniques in detecting 
Medicare fraud. It demonstrates that using graph centrality measures as features in machine learning al
significantly improves Medicare fraud detection ability. By comparing GNN, graph analysis, and conventional machine 
learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 

n greatly benefit organizations in improving their fraud detection effectiveness.

BLOCKCHAIN, AI
Health insurance plays a vital role in helping individuals and families manage the increasing costs of medica
emergencies. By providing financial protection, health insurance offers peace of mind and helps cover unexpected 
healthcare expenses. However, the industry faces ongoing challenges related to security, privacy, and especially fraud. 
Fraudulent activities in health insurance not only cause significant financial losses but also undermine trust in the system 
and can lead to higher premiums for honest policyholders.
detection mechanisms in the he
researchers have devoted considerable effort to developing effective ways to identify and prevent health insurance fraud. 
Much of this research focuses on leveraging 
processing and integrating Health Insurance Claim (HIC) datasets.
studied, along with strategies to prevent them. For instance, Che
with fraud in pharmacogenetic testing, while Mary has highlighted how class imbalance can impact the performance of 
Support Vector Machine (SVM) models
various data mining approaches for detecting financial fraud and identified countries most at risk, noting that SVM is a 
commonly used method. 
merging HIC datasets and applying data mining and machine learning algorithms to improve fraud detection. These efforts 
aim to create more robust systems that can identify suspicious patterns and reduce the incidence of fraudulent claims, 

imately protecting both insurers and policyholders from unnecessary financial burdens.
unique in that it tackles significant security issues and countermeasures for HIC, in addition to proposing a blockchain and 

powered platform for detecting health insurance fraud.
gap in existing research, which often overlooks or only partially considers the security challenges and fraud risks 
associated with health insurance a
health insurance in today’s world, while also acknowledging the serious challenges it faces

Throughout this paper, we un
frameworks to help reduce the substantial financial losses caused by fraudulent health insurance claims. To create a more 
secure and intelligent environment for identifying fraud, this
technology and artificial intelligence (AI). By leveraging these cutting
that can better protect the health insurance sector from evolving threats

D. ENHANCING MEDICARE FRAUD DETECTION THROUGH MACHINE LEARNING: ADDRESSING 

Fraudulent schemes are a widespread challenge facing healthcare organizations around the worl
financial harm, such activities are unethical and can undermine the entire healthcare ecosystem. In the United States, for 
example, fraudulent practices have a particularly damaging effect on the Medicare program, resulting in substan
losses. These losses not only divert essential funds away from patient care but also compromise the overall quality and 
efficiency of healthcare delivery.
systems that can safeguard public resources and ensure healthcare benefits are distributed fairly. However, identifying 
fraud is far from straightforward.

IJIRIS:  International Journal of Innovative Research in Information Security       
Volume 11, Issue 03, May 2025 

 

______________________________________________________________________________________
25, AM Publications - 

Graph Attention Networks (GAT):
importance of each neighbor differently during aggregation. This means that more relevant or influential nodes have a 
greater impact on the final representation, leading to more nuanced learning.
Heterogeneous Attention Networks (HAN) and Heterogeneous Graph Transformers (HGT):
models are designed for graphs that contain multiple types of nodes and edges. HAN uses attention at 
semantic levels, often leveraging meta
adaptive attention mechanisms that account for the diversity of node and edge types, making it especially powerful for 

 
The choice of which GNN architecture to use can significantly affect how effectively the model learns from the data and 
uncovers meaningful patterns. Each approach offers trade

-structured problems.
whereas HGT uses heterogeneous mutual attention and message passing with adaptive node
parameters. Comparison of Performance in Medicare Fraud Detection: The study compares GNN models with machine 
learning models that incorporate graph centrality features for detecting Medicare fraud.
learning models, particularly logistic regression th
beneficiary network, perform better than GNN models in precision, recall, and F1
learning models have much lower computational requirements and shorter traini
Contributions: This study compares the efficacy of various GNN methods and batch sampling techniques in detecting 
Medicare fraud. It demonstrates that using graph centrality measures as features in machine learning al
significantly improves Medicare fraud detection ability. By comparing GNN, graph analysis, and conventional machine 
learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 

n greatly benefit organizations in improving their fraud detection effectiveness.

BLOCKCHAIN, AI-EMPOWERED HEALTHCARE INSURANCE FRAUD DETECTION
Health insurance plays a vital role in helping individuals and families manage the increasing costs of medica
emergencies. By providing financial protection, health insurance offers peace of mind and helps cover unexpected 
healthcare expenses. However, the industry faces ongoing challenges related to security, privacy, and especially fraud. 

ctivities in health insurance not only cause significant financial losses but also undermine trust in the system 
and can lead to higher premiums for honest policyholders.
detection mechanisms in the health insurance sector, given the growing prevalence of fraudulent claims. Over the years, 
researchers have devoted considerable effort to developing effective ways to identify and prevent health insurance fraud. 
Much of this research focuses on leveraging 
processing and integrating Health Insurance Claim (HIC) datasets.
studied, along with strategies to prevent them. For instance, Che
with fraud in pharmacogenetic testing, while Mary has highlighted how class imbalance can impact the performance of 
Support Vector Machine (SVM) models
various data mining approaches for detecting financial fraud and identified countries most at risk, noting that SVM is a 

 A review of the literature reveals that most studies in this area concentrate on p
merging HIC datasets and applying data mining and machine learning algorithms to improve fraud detection. These efforts 
aim to create more robust systems that can identify suspicious patterns and reduce the incidence of fraudulent claims, 

imately protecting both insurers and policyholders from unnecessary financial burdens.
unique in that it tackles significant security issues and countermeasures for HIC, in addition to proposing a blockchain and 

form for detecting health insurance fraud.
gap in existing research, which often overlooks or only partially considers the security challenges and fraud risks 
associated with health insurance and its detection systems. This work aims to shine a light on the increasing significance of 
health insurance in today’s world, while also acknowledging the serious challenges it faces

Throughout this paper, we un
frameworks to help reduce the substantial financial losses caused by fraudulent health insurance claims. To create a more 
secure and intelligent environment for identifying fraud, this
technology and artificial intelligence (AI). By leveraging these cutting
that can better protect the health insurance sector from evolving threats

D. ENHANCING MEDICARE FRAUD DETECTION THROUGH MACHINE LEARNING: ADDRESSING 
CLASS IMBALANCE WITH SMOTE

Fraudulent schemes are a widespread challenge facing healthcare organizations around the worl
financial harm, such activities are unethical and can undermine the entire healthcare ecosystem. In the United States, for 
example, fraudulent practices have a particularly damaging effect on the Medicare program, resulting in substan
losses. These losses not only divert essential funds away from patient care but also compromise the overall quality and 
efficiency of healthcare delivery. Given the scale and impact of Medicare fraud, it is critical to implement robust detec
systems that can safeguard public resources and ensure healthcare benefits are distributed fairly. However, identifying 
fraud is far from straightforward. 

IJIRIS:  International Journal of Innovative Research in Information Security       
Volume 11, Issue 03, May 2025                     

 

______________________________________________________________________________________
 All Rights Reserved         

Graph Attention Networks (GAT): GATs bring in the attention mechanism, allowing the model to weigh the 
importance of each neighbor differently during aggregation. This means that more relevant or influential nodes have a 

nal representation, leading to more nuanced learning.
Heterogeneous Attention Networks (HAN) and Heterogeneous Graph Transformers (HGT):
models are designed for graphs that contain multiple types of nodes and edges. HAN uses attention at 
semantic levels, often leveraging meta-paths to capture complex relationships. HGT, on the other hand, employs 
adaptive attention mechanisms that account for the diversity of node and edge types, making it especially powerful for 

The choice of which GNN architecture to use can significantly affect how effectively the model learns from the data and 
uncovers meaningful patterns. Each approach offers trade

structured problems. HAN uses node
whereas HGT uses heterogeneous mutual attention and message passing with adaptive node

mance in Medicare Fraud Detection: The study compares GNN models with machine 
learning models that incorporate graph centrality features for detecting Medicare fraud.
learning models, particularly logistic regression th
beneficiary network, perform better than GNN models in precision, recall, and F1
learning models have much lower computational requirements and shorter traini
Contributions: This study compares the efficacy of various GNN methods and batch sampling techniques in detecting 
Medicare fraud. It demonstrates that using graph centrality measures as features in machine learning al
significantly improves Medicare fraud detection ability. By comparing GNN, graph analysis, and conventional machine 
learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 

n greatly benefit organizations in improving their fraud detection effectiveness.

EMPOWERED HEALTHCARE INSURANCE FRAUD DETECTION
Health insurance plays a vital role in helping individuals and families manage the increasing costs of medica
emergencies. By providing financial protection, health insurance offers peace of mind and helps cover unexpected 
healthcare expenses. However, the industry faces ongoing challenges related to security, privacy, and especially fraud. 

ctivities in health insurance not only cause significant financial losses but also undermine trust in the system 
and can lead to higher premiums for honest policyholders.

alth insurance sector, given the growing prevalence of fraudulent claims. Over the years, 
researchers have devoted considerable effort to developing effective ways to identify and prevent health insurance fraud. 
Much of this research focuses on leveraging data mining and machine learning (ML) techniques, as well as efficiently 
processing and integrating Health Insurance Claim (HIC) datasets.
studied, along with strategies to prevent them. For instance, Che
with fraud in pharmacogenetic testing, while Mary has highlighted how class imbalance can impact the performance of 
Support Vector Machine (SVM) models-tools often used in fraud detection systems. Magal
various data mining approaches for detecting financial fraud and identified countries most at risk, noting that SVM is a 

A review of the literature reveals that most studies in this area concentrate on p
merging HIC datasets and applying data mining and machine learning algorithms to improve fraud detection. These efforts 
aim to create more robust systems that can identify suspicious patterns and reduce the incidence of fraudulent claims, 

imately protecting both insurers and policyholders from unnecessary financial burdens.
unique in that it tackles significant security issues and countermeasures for HIC, in addition to proposing a blockchain and 

form for detecting health insurance fraud.
gap in existing research, which often overlooks or only partially considers the security challenges and fraud risks 

nd its detection systems. This work aims to shine a light on the increasing significance of 
health insurance in today’s world, while also acknowledging the serious challenges it faces
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Contributions: This study compares the efficacy of various GNN methods and batch sampling techniques in detecting 
Medicare fraud. It demonstrates that using graph centrality measures as features in machine learning al
significantly improves Medicare fraud detection ability. By comparing GNN, graph analysis, and conventional machine 
learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 

n greatly benefit organizations in improving their fraud detection effectiveness. 
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emergencies. By providing financial protection, health insurance offers peace of mind and helps cover unexpected 
healthcare expenses. However, the industry faces ongoing challenges related to security, privacy, and especially fraud. 
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This paper explores the urgent need for advanced fraud 

alth insurance sector, given the growing prevalence of fraudulent claims. Over the years, 
researchers have devoted considerable effort to developing effective ways to identify and prevent health insurance fraud. 
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merging HIC datasets and applying data mining and machine learning algorithms to improve fraud detection. These efforts 
aim to create more robust systems that can identify suspicious patterns and reduce the incidence of fraudulent claims, 

imately protecting both insurers and policyholders from unnecessary financial burdens.
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and ensure greater trust for all stakeholders 
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Given the scale and impact of Medicare fraud, it is critical to implement robust detec
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learning techniques, the research seeks to identify the most effective method for fraud detection. The findings of this 

EMPOWERED HEALTHCARE INSURANCE FRAUD DETECTION 
Health insurance plays a vital role in helping individuals and families manage the increasing costs of medical care and 
emergencies. By providing financial protection, health insurance offers peace of mind and helps cover unexpected 
healthcare expenses. However, the industry faces ongoing challenges related to security, privacy, and especially fraud. 

ctivities in health insurance not only cause significant financial losses but also undermine trust in the system 
This paper explores the urgent need for advanced fraud 

alth insurance sector, given the growing prevalence of fraudulent claims. Over the years, 
researchers have devoted considerable effort to developing effective ways to identify and prevent health insurance fraud. 

data mining and machine learning (ML) techniques, as well as efficiently 
Different types of health insurance fraud have been 

n has discussed the complexities and risks associated 
with fraud in pharmacogenetic testing, while Mary has highlighted how class imbalance can impact the performance of 

ingam, meanwhile, has reviewed 
various data mining approaches for detecting financial fraud and identified countries most at risk, noting that SVM is a 

A review of the literature reveals that most studies in this area concentrate on processing and 
merging HIC datasets and applying data mining and machine learning algorithms to improve fraud detection. These efforts 
aim to create more robust systems that can identify suspicious patterns and reduce the incidence of fraudulent claims, 

But this suggested survey is 
unique in that it tackles significant security issues and countermeasures for HIC, in addition to proposing a blockchain and 

A key motivation behind this survey is to address a noticeable 
gap in existing research, which often overlooks or only partially considers the security challenges and fraud risks 

nd its detection systems. This work aims to shine a light on the increasing significance of 
particularly the persistent issue 

derscore the urgent need for more advanced and reliable fraud detection 
frameworks to help reduce the substantial financial losses caused by fraudulent health insurance claims. To create a more 

project investigates the combined potential of blockchain 
edge tools, the goal is to develop a robust system 

and ensure greater trust for all stakeholders 
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Fraudsters are constantly adapting their methods, making their activities increasingly sophistic
Traditional rule
complex and evolving tactics used in modern healthcare fraud. As fraudulent behaviors become more intricate, 
growing need for advanced detection techniques that can keep pace with these changes and provide effective protection 
for healthcare programs like Medicare.
fraud, particularly when used on the Medicare dataset. 
healthcare industry, especially when it comes to detecting fraud. Its ability to sift through vast amounts of data and spot 
unusual patterns mak
Healthcare fraud is a major concern worldwide, threatening not only the financial stability of healthcare systems but also 
their ethical foundations
in significant financial losses and undermining the trust and efficiency of healthcare institutions. Fraudulent claims divert
funds that could otherwise be u
detection strategies that protect public money and ensure fair access to healthcare services.
in healthcare is no easy task, largely due to th
rule-based systems, which rely on fixed criteria, often struggle to keep up with the complexity of modern fraud schemes.
This is where machine learning truly shines. By analyzing
evolving fraud tactics, making them far more effective than static, rule
machine learning technologies continue to advance, researchers have develo
spotting healthcare fraud. For example, some studies have focused on improving ensemble learning techniques, such as 
decision-tree
integration of machine learning into healthcare fraud detection represents a significant step forward, offering dynamic and 
scalable solutions to a persistent and costly problem.
incorporates statistical modeling aspects from prescription claims based on business heuristics, provider
relationships, and client demographics. Researchers have also investigated ensemble feature selection methodologies in 
ML models to imp
been used to identify fraud in healthcare. Adopting a data
improve the performance of machi
research mainly centers on using machine learning methods for healthcare fraud detection. One of the main challenges of 
this research field is handling imbalanced datasets, w
approach, which can lead to the loss of valuable information. The ROS technique, although effective in balancing datasets 
without information loss, might cause overfitting. SMOTE is know
it is less explored in the healthcare fraud detection scenario.
and over-sampling methodologies to avoid the shortcomings of either approach. Some studies, though, might fail to 
provide explicit details on the specific hybrid methodologies used. This paper emp
imbalanced datasets in detecting healthcare fraud using the Medicare Part B dataset. 
eliminating noisy data, the authors introduce a novel method that balances datasets using the SMOTE ENN h
resampling strategy. Decision Trees outperform other classifiers when the effectiveness of this method is tested using 
several machine learning models.
 
E. PATIENCE CLUSTER DIVERGENCE
The effective use of 
losses of millions of dollars.  While developing technologies make use of data mining and machine learning capabilities, 
traditional fraud detection techniq
an effort to avoid detection and since honest patients may display abnormal behaviors, these new methods continue to 
suffer from a high percentage of false positives
where traditional and data
obstacles, as criminals intentionally attempt to blend in wit
Patient Cluster Divergence
of data-driven algorithms like clustering, k
despite the fact that previous methods heavily relied on rule
techniques suffer from significant false
healthcare insurance fraud and draws attention to the difficulties of "camouflage," or the common behaviors that 
fraudsters mimic
fraud. 

The MedFact system applies a whole
real-time analytics in detecting fraudulent healthcare claims. It collects information from different sour
electronic health records (EHRs), hospital billing systems, patient reviews, and CCTV. After extensive preprocessing in 
terms of cleaning, normalization, and feature extraction, various machine learning models
Autoencoders, as well as the anomaly detection approach
natural language processing (NLP) is used for extracting indicators from unstructured text data. 
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unusual patterns makes it particularly effective at identifying signs of fraudulent activity that might otherwise go unnoticed.
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funds that could otherwise be u
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based systems, which rely on fixed criteria, often struggle to keep up with the complexity of modern fraud schemes.
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evolving fraud tactics, making them far more effective than static, rule
machine learning technologies continue to advance, researchers have develo
spotting healthcare fraud. For example, some studies have focused on improving ensemble learning techniques, such as 

tree-based models, using extensive Medicare datasets to boost the accuracy of fraud detectio
integration of machine learning into healthcare fraud detection represents a significant step forward, offering dynamic and 
scalable solutions to a persistent and costly problem.
incorporates statistical modeling aspects from prescription claims based on business heuristics, provider
relationships, and client demographics. Researchers have also investigated ensemble feature selection methodologies in 
ML models to improve explainability while reducing data complexity. Bayesian Belief Network (BBN) models have also 
been used to identify fraud in healthcare. Adopting a data
improve the performance of machi
research mainly centers on using machine learning methods for healthcare fraud detection. One of the main challenges of 
this research field is handling imbalanced datasets, w
approach, which can lead to the loss of valuable information. The ROS technique, although effective in balancing datasets 
without information loss, might cause overfitting. SMOTE is know
it is less explored in the healthcare fraud detection scenario.

sampling methodologies to avoid the shortcomings of either approach. Some studies, though, might fail to 
provide explicit details on the specific hybrid methodologies used. This paper emp
imbalanced datasets in detecting healthcare fraud using the Medicare Part B dataset. 
eliminating noisy data, the authors introduce a novel method that balances datasets using the SMOTE ENN h
resampling strategy. Decision Trees outperform other classifiers when the effectiveness of this method is tested using 
several machine learning models.
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obstacles, as criminals intentionally attempt to blend in wit
Patient Cluster Divergence

driven algorithms like clustering, k
despite the fact that previous methods heavily relied on rule
techniques suffer from significant false
healthcare insurance fraud and draws attention to the difficulties of "camouflage," or the common behaviors that 
fraudsters mimic. To meet these challenges, the new PCDHIFD method tries to improve the effectiveness in detecting
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growing need for advanced detection techniques that can keep pace with these changes and provide effective protection 
for healthcare programs like Medicare.

particularly when used on the Medicare dataset. 
healthcare industry, especially when it comes to detecting fraud. Its ability to sift through vast amounts of data and spot 

es it particularly effective at identifying signs of fraudulent activity that might otherwise go unnoticed.
Healthcare fraud is a major concern worldwide, threatening not only the financial stability of healthcare systems but also 

. In the United States, the Medicare program is especially susceptible to these schemes, resulting 
in significant financial losses and undermining the trust and efficiency of healthcare institutions. Fraudulent claims divert
funds that could otherwise be used to improve patient care, making it crucial for Medicare to adopt robust fraud 
detection strategies that protect public money and ensure fair access to healthcare services.
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based systems, which rely on fixed criteria, often struggle to keep up with the complexity of modern fraud schemes.
This is where machine learning truly shines. By analyzing
evolving fraud tactics, making them far more effective than static, rule
machine learning technologies continue to advance, researchers have develo
spotting healthcare fraud. For example, some studies have focused on improving ensemble learning techniques, such as 

based models, using extensive Medicare datasets to boost the accuracy of fraud detectio
integration of machine learning into healthcare fraud detection represents a significant step forward, offering dynamic and 
scalable solutions to a persistent and costly problem.
incorporates statistical modeling aspects from prescription claims based on business heuristics, provider
relationships, and client demographics. Researchers have also investigated ensemble feature selection methodologies in 

rove explainability while reducing data complexity. Bayesian Belief Network (BBN) models have also 
been used to identify fraud in healthcare. Adopting a data
improve the performance of machine learning models using meticulous data preparation and feature engineering. The 
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approach, which can lead to the loss of valuable information. The ROS technique, although effective in balancing datasets 
without information loss, might cause overfitting. SMOTE is know
it is less explored in the healthcare fraud detection scenario.
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imbalanced datasets in detecting healthcare fraud using the Medicare Part B dataset. 
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time analytics in detecting fraudulent healthcare claims. It collects information from different sour

electronic health records (EHRs), hospital billing systems, patient reviews, and CCTV. After extensive preprocessing in 
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This is where machine learning truly shines. By analyzing
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machine learning technologies continue to advance, researchers have develo
spotting healthcare fraud. For example, some studies have focused on improving ensemble learning techniques, such as 

based models, using extensive Medicare datasets to boost the accuracy of fraud detectio
integration of machine learning into healthcare fraud detection represents a significant step forward, offering dynamic and 
scalable solutions to a persistent and costly problem.
incorporates statistical modeling aspects from prescription claims based on business heuristics, provider
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rove explainability while reducing data complexity. Bayesian Belief Network (BBN) models have also 
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approach, which can lead to the loss of valuable information. The ROS technique, although effective in balancing datasets 
without information loss, might cause overfitting. SMOTE is know
it is less explored in the healthcare fraud detection scenario.

sampling methodologies to avoid the shortcomings of either approach. Some studies, though, might fail to 
provide explicit details on the specific hybrid methodologies used. This paper emp
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time analytics in detecting fraudulent healthcare claims. It collects information from different sour
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Fraudsters are constantly adapting their methods, making their activities increasingly sophistic
based systems, which rely on fixed patterns or predefined rules, often fall short when faced with the 

complex and evolving tactics used in modern healthcare fraud. As fraudulent behaviors become more intricate, 
growing need for advanced detection techniques that can keep pace with these changes and provide effective protection 

But machine learning (ML) has shown itself to be a viable solution for detecting 
particularly when used on the Medicare dataset. Machine learning (ML) has become an invaluable resource for the 

healthcare industry, especially when it comes to detecting fraud. Its ability to sift through vast amounts of data and spot 
es it particularly effective at identifying signs of fraudulent activity that might otherwise go unnoticed.

Healthcare fraud is a major concern worldwide, threatening not only the financial stability of healthcare systems but also 
. In the United States, the Medicare program is especially susceptible to these schemes, resulting 

in significant financial losses and undermining the trust and efficiency of healthcare institutions. Fraudulent claims divert
sed to improve patient care, making it crucial for Medicare to adopt robust fraud 

detection strategies that protect public money and ensure fair access to healthcare services.
-changing and sophisticated tactics employed by fraudsters. Traditional 

based systems, which rely on fixed criteria, often struggle to keep up with the complexity of modern fraud schemes.
This is where machine learning truly shines. By analyzing Medicare data, ML algorithms can adapt to new patterns and 
evolving fraud tactics, making them far more effective than static, rule
machine learning technologies continue to advance, researchers have develo
spotting healthcare fraud. For example, some studies have focused on improving ensemble learning techniques, such as 
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relationships, and client demographics. Researchers have also investigated ensemble feature selection methodologies in 

rove explainability while reducing data complexity. Bayesian Belief Network (BBN) models have also 
driven artificial intelligence strategy has been found to greatly 

ne learning models using meticulous data preparation and feature engineering. The 
research mainly centers on using machine learning methods for healthcare fraud detection. One of the main challenges of 

hich is typical in fraud detection. Certain research employed the RUS 
approach, which can lead to the loss of valuable information. The ROS technique, although effective in balancing datasets 

n to be a method for creating new instances; however, 
Hybrid resampling methods combine both under

sampling methodologies to avoid the shortcomings of either approach. Some studies, though, might fail to 
hasizes working on the issue of 
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resampling strategy. Decision Trees outperform other classifiers when the effectiveness of this method is tested using 
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Cost cross-validation as well as decentralized iden
transactions are guaranteed to be auditable, transparent, and unchangeable thanks to blockchain technology, and real
dashboards are utilized to monitor claims and send out fraud alert
ensuring scalability, security, and efficiency. Its key components are the Blockchain Layer (via Hyperledger Fabric), the AI 
Layer (through Python
Layer (through Node.js and Express.js), and the Frontend Layer (through React.js). Data integrity is ensured through 
security mechanisms like role
fraud assessment, blockchain verification, claim submission, real
In this architecture, blockchain technology, AI fraud detection systems, and users may all collaborate harmoniously 
establish a secure and effective environment for the verification of medical claims.
Data Pipeline
We processed 2.3 million claims from three partner hospitals, implementing a novel normalization protocol to address 
regional pricing variations. The 
absolute values) showed highest predictive power
Model Development
Contrary to expectations, our comparison of seve
 

 

The XGBoost implementation required careful tuning to handle class imbalance
function that reduced false negatives by 12% compared to standard implementations.
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Three unexpected hurdles emerged during deployment:
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transactions are guaranteed to be auditable, transparent, and unchangeable thanks to blockchain technology, and real
dashboards are utilized to monitor claims and send out fraud alert
ensuring scalability, security, and efficiency. Its key components are the Blockchain Layer (via Hyperledger Fabric), the AI 
Layer (through Python-based machine learning models), the Data Layer (through
Layer (through Node.js and Express.js), and the Frontend Layer (through React.js). Data integrity is ensured through 
security mechanisms like role
fraud assessment, blockchain verification, claim submission, real
In this architecture, blockchain technology, AI fraud detection systems, and users may all collaborate harmoniously 
establish a secure and effective environment for the verification of medical claims.
Data Pipeline 
We processed 2.3 million claims from three partner hospitals, implementing a novel normalization protocol to address 
regional pricing variations. The 
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Model Development 
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The XGBoost implementation required careful tuning to handle class imbalance
that reduced false negatives by 12% compared to standard implementations.
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Data heterogeneity
Regulatory compliance
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validation as well as decentralized identity (DID) checks are used for further verification. 
transactions are guaranteed to be auditable, transparent, and unchangeable thanks to blockchain technology, and real
dashboards are utilized to monitor claims and send out fraud alert
ensuring scalability, security, and efficiency. Its key components are the Blockchain Layer (via Hyperledger Fabric), the AI 

based machine learning models), the Data Layer (through
Layer (through Node.js and Express.js), and the Frontend Layer (through React.js). Data integrity is ensured through 

based access restriction and encryption. The process consists of steps incl
fraud assessment, blockchain verification, claim submission, real-time alert messages, and dashboard reporting for auditing. 
In this architecture, blockchain technology, AI fraud detection systems, and users may all collaborate harmoniously 
establish a secure and effective environment for the verification of medical claims.

We processed 2.3 million claims from three partner hospitals, implementing a novel normalization protocol to address 
feature engineering phase revealed that provider

—a finding that challenged our initial assumptions.
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tity (DID) checks are used for further verification. 
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time alert messages, and dashboard reporting for auditing. 
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1. Blockchain Performance Bottlenecks
Initial benchmarks revealed:
 14s average verification ti
 Throughput limited to 42 TPS
Optimization strategies:
 Implemented Hyperledger Fabric 2.4 with Raft consensus
 Developed parallel validation channels
 Introduced off
2. Data Integ
The EHR integration required:
 Custom OCR for scanned documents (achieving 94.7% accuracy)
 Temporal alignment of disparate event logs
 Development of a master patient index resolver
3. Regulatory Compliance Maze
GDPR requirements 
 DID revocation workflows
 Right-to-erasure implementation
 Cross-border data transfer protocols
The React-written Frontend Module is a dynamic and easy
government officials, medical staff
verify the results of fraud analyses.
 

 

The AI Module, which is at the heart of the system, uses cutting
healthcare claim fraud. 
detection through a modu
Machine learning Integration:
Models are trained on carefully cleaned and analyzed data, with real
endpoints. Advanced techniques such as gradient boosting are employed to e
ability to learn continuously from new data ensures that fraud detection remains up to date and increasingly precise over 
time. 
Blockchain Module:
A dedicated blockchain network, built on Hyperledger Fabric, acts 
transactions and medical claims. This module uses decentralized identities (DIDs) to authenticate users and leverages 
smart contracts to automate claim validation and resolve disputes. The result is a tran
fosters trust among all stakeholders while guaranteeing data integrity and immutability.
Data Management:
The Data Module handles the storage and processing of information, utilizing MongoDB for primary data storage and 
SQLite for local, lightweight needs. Encryption and validation processes safeguard data integrity, while ETL (Extract, 
Transform, Load) pipelines prepare data for backend operations and AI model training. This module also oversees data 
backup, recovery, and a
Interconnected Modules:
Secure backend APIs facilitate seamless communication between modules. Hospitals submit claims via the Frontend 
Module, which are then validated and forwarded to the AI
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Machine learning Integration:
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ability to learn continuously from new data ensures that fraud detection remains up to date and increasingly precise over 

Blockchain Module: 
A dedicated blockchain network, built on Hyperledger Fabric, acts 
transactions and medical claims. This module uses decentralized identities (DIDs) to authenticate users and leverages 
smart contracts to automate claim validation and resolve disputes. The result is a tran
fosters trust among all stakeholders while guaranteeing data integrity and immutability.
Data Management: 
The Data Module handles the storage and processing of information, utilizing MongoDB for primary data storage and 

ite for local, lightweight needs. Encryption and validation processes safeguard data integrity, while ETL (Extract, 
Transform, Load) pipelines prepare data for backend operations and AI model training. This module also oversees data 
backup, recovery, and archiving, ensuring the system remains resilient and reliable.
Interconnected Modules:
Secure backend APIs facilitate seamless communication between modules. Hospitals submit claims via the Frontend 
Module, which are then validated and forwarded to the AI
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The AI Module, which is at the heart of the system, uses cutting
The system’s architecture is designed to streamline healthcare claim verification and fraud 

detection through a modular, secure, and scalable approach.
Machine learning Integration: 
Models are trained on carefully cleaned and analyzed data, with real
endpoints. Advanced techniques such as gradient boosting are employed to e
ability to learn continuously from new data ensures that fraud detection remains up to date and increasingly precise over 

A dedicated blockchain network, built on Hyperledger Fabric, acts 
transactions and medical claims. This module uses decentralized identities (DIDs) to authenticate users and leverages 
smart contracts to automate claim validation and resolve disputes. The result is a tran
fosters trust among all stakeholders while guaranteeing data integrity and immutability.

The Data Module handles the storage and processing of information, utilizing MongoDB for primary data storage and 
ite for local, lightweight needs. Encryption and validation processes safeguard data integrity, while ETL (Extract, 

Transform, Load) pipelines prepare data for backend operations and AI model training. This module also oversees data 
rchiving, ensuring the system remains resilient and reliable.

Interconnected Modules: 
Secure backend APIs facilitate seamless communication between modules. Hospitals submit claims via the Frontend 
Module, which are then validated and forwarded to the AI
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Calculated fraud risk scores update claim statuses, and all claim transactions are recorded on the blockchain for full 
transparency. Administrative and government modules have controlled access to data and blockchain records for
oversight, reporting, and system management. The Data Module continuously supplies processed, validated data to 
support both AI and backend processes.
Security and Scalability:
The system is built with robust security measures, including token
blockchain-backed data integrity. Its modular design supports scalability, allowing the platform to efficiently handle 
growing volumes of claims and user requests without sacrificing performance or reliability.

Data security and privacy are greatly improved by the project's usage of blockchain technology for decentralized identity 
management. This makes it easier to guarantee that only authorized individuals have access to
Proactive measures to minimize financial loss and enhance the integrity of healthcare claims processing are made possible 
by the system's real
administrators are among the several user roles that the system supports, which promotes effective coordination and 
oversight amongst various stakeholders.
user experience by giving users useful information. Adding support for mobile applications would improve accessibility 
even more by allowing users to engage with the system on a variety of devices. Additionally, automating compliance 
auditing and reporting will re
healthcare data can also be better protected by utilizing sophisticated cryptographic techniques, such zero
proofs, to further secure data privacy.
functionalities would help stakeholders more effectively track system performance and fraud trends in a more efficient 
manner. It is also important to work together with healthcare regulatory bod
evolving compliance measures for long
healthcare claim requirements may aid in its uptake in international markets, thereby increasi
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Calculated fraud risk scores update claim statuses, and all claim transactions are recorded on the blockchain for full 
transparency. Administrative and government modules have controlled access to data and blockchain records for
oversight, reporting, and system management. The Data Module continuously supplies processed, validated data to 
support both AI and backend processes. 
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