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Abstract: This paper presents a block chain-enabled solution for managing and verifying product authenticity, especially
focused on preventing the spread of fake items in supply chains. The system, developed as a web application, allows
manufacturers to register products through smart contracts while users can verify authenticity by scanning QR codes
linked to on-chain records. Built using Solidity, React.js, and MongoDB, the platform offers transparency, traceability, and
tamper-proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data is
recorded, it cannot be altered. This research discusses the development process, technology stack, system workflow, and
security implications of using decentralized systems for product integrity verification.

I. INTRODUCTION

In today's global market, counterfeiting is not just an economic threat it is a public trust issue. Whether it's luxury goods,
electronics, or everyday consumer products, counterfeit items flood the market and undermine consumer confidence.
Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to replication
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility
challenges. These methods are often proprietary, non-transparent, and difficult for end-users to trust or access.
Blockchain technology, with its decentralized and immutable ledger, presents a promising solution to these problems. By
recording product data on a distributed network, blockchain ensures that information cannot be modified once
submitted, and all transactions are publicly verifiable. This concept forms the core of our project: to use blockchain to
manage product verification in a secure and scalable way. Our platform, informally dubbed "Fake Product Management,"
provides a way for approved manufacturers to register products to the blockchain via smart contracts. Once registered, a
unique QR code is generated for each item. Consumers can scan this QR code using a browser interface to verify
authenticity, without needing to down load any apps or trust any centralized third-party service.

Il. LITERATURE REVIEW

1. Traditional Product Verification Methods: Historically, product verification has been conducted using physical
labels, water marks, holograms, and bar codes. While these provide some level of protection, they are not foolproof.
Sophisticated counterfeiters can reproduce visual identifiers, and there is often no simple way for end-users to validate
a product themselves.

2. Block chain Applications in Supply Chain: Studies by Kshetri (2018) and Agbo et al. (2019) illustrate block
chain's potential in enhancing supply chain transparency and trust. When applied to product management, block chain
can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.

3. Role of Smart Contracts: Smart contracts automate actions when predefined conditions are met. In the context of
our system, they enforce role permissions and ensure that product data, once stored, cannot be changed.

4. Use of QR Codes: QR codes are commonly used for accessing product information. By tying a product’s on- chain
registration to a QR code, we create a direct bridge between the physical item and its digital verification record. This
makes the system simple and accessible to all users.

5. Gaps in Current Systems: Many block chain-based anti-counterfeit solutions target enterprise-level logistics or
require technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general
consumers. The goal is to make checking a product’s legitimacy as easy as scanning a code with a phone camera.
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I1.METHODOLOGY

A. Research Design: The research adopts a design science methodology (DSRM), combining system design, iterative

testing, and real-world feedback. The project began with identifying the core user problem: enabling end-users to trust

product authenticity without depending on a centralized verifier.

B. Development Technologies: Smart Contracts: Solidity (compiled and deployed using Truffle/Ganache)

Front end: React.js with html5-qrcode integration for browser-based QR scanning

Back end: Node.js and Express.js for API services and logic handling

Block chain: Web3.js for communicating with smart contracts from the frontend.

The system architecture consists of three main layers: the frontend Ul for scanning and display, the backend for

processing and record-keeping, and the Ethereum block chain for immutable product registration.

C. Testing Strategy: Testing involved simulating a supply chain scenario. A set of products was registered on the block

chain using a manufacturer account. QR codes were generated and printed. Then, simulated users scanned the codes

through the browser to confirm authenticity.

IV.SYSTEM ARCHITECTURE
Presentation Layer: This is the user-facing part of the application, built with Reactjs. It includes: A QR scanner
interface that opens directly in the browser.
Logic Layer: This layer handles the APl endpoints and QR code logic using Node.js.
Block chain Layer: The backbone of the system. It uses Ethereum smart contracts that stores registered product data.
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Fig 1. System Architecture
Ethereum is a decentralized, open source block chain platform that allows developers to build and deploy decentralized
applications (Dapps). Unlike Bitcoin, which is mainly used for digital currency transactions, Ethereum is designed to
support programmable logic through smart contracts. Ethereum operates as a global computer that executes code
exactly as programmed, without any chance of downtime, censorship, fraud, or third-party interference. It uses a
cryptocurrency called Ether (ETH) to power and incentivize operations on the network. Smart contract is a self-
executing piece of code stored on the block chain. It runs automatically when certain predefined conditions are met.
Think of it as a digital version of a traditional contract but with no middleman required.
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For example, in the context of fake product management:

A smart contract can store a product's unique ID and associate it with a verified manufacturer.

When a user scans a QR code, the smart contract checks if the product exists and is valid.

If the conditions match, it returns a “genuine” status if not, it flags it as unverified or fake.

Smart contracts are:

Immutable: Once deployed, their code cannot be changed.

Transparent: Any one can inspect the contract logic.

Secure: They execute exactly as written, eliminating manual intervention or corruption.

V. PROPOSED SYSTEM

The proposed system involves three primary actors: the manufacturer, the supplier, and the customer, each playing a
crucial role in verifying and maintaining product authenticity using blockchain technology. The process begins with the
manufacturer, who logs into the platform using their verified account. Once authenticated, the manufacturer can register
new products by entering essential details such as the product name, category, and manufacturing information. A unique
QR code is generated for each product, and this code is linked directly to the product’s block chain record. For a block
to be successfully added to the Ethereum ledger, the system performs a critical identity check— verifying that the
manufacturer is logged in through their approved account and is using their own Ethereum wallet. Only when both the
wallet address and user ID match the records in the local database will the system allow the transaction to proceed. This
double-verification mechanism ensures that only authorized manufacturers can write to the block chain, preserving the
integrity of the product data.

VI. RESULTS AND DISCUSSIONS
A. System Testing: 30 sample products were tested through multiple user roles. Fake product attempts were
correctly rejected. All genuine entries returned accurate, quick verification responses under 2 seconds.
B. Feedback & Usability: Users found the system easy to use, even with no prior blockchain experience. The QR
scanner worked on both desktop and mobile browsers without needing extra installations.
C. Limitations: Currently works on local blockchain; it needs migration to a test net/main net. Limited manufacturer
approval logic; no multi- level verification yet.
The platform highlights how blockchain can decentralize trust and simplify verification. The design prioritizes usability and
real-world application. A key advantage is that end-users do not need to understand blockchain; they simply scan and get
a result. While the system is functional, future work is needed to enhance scalability, add multi-language support, and
include visual counterfeit indicators. Industry adoption would also benefit from collaboration with logistics providers and
QR label printers. The interface is created using React. To allow in- treating ~ with Ethereum block chain \Web3.js
library is used which is used to perform actions like sending ether, confirming transactions reading and writing data for
smart contracts. MetaMask is installed on a browser which is a wallet to interact with  Ethereum blockchain, to allow
accessing Ethereum wallet through a browser. Accounts from ganache are imported into MetaMask. To add supplier and
manufacturer blocks they must confirm the transactions using their account using MetaMask wallet which is
connectedusingWeb3.js.Theend-usercanthen check the supply chain by scanning the QR code to check the product
integrity.
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Fig3: Connecting to Ethereum using MetaMask wallet
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VIl. CONCLUSION
This research successfully demonstrates the practical application of blockchain technology in developing an accessible and
secure platform to combat product counterfeiting. By integrating QR code-based verification with Ethereum smart
contracts, the system decentralizes the process of authenticity validation, allowing users to verify product legitimacy
without relying on centralized authorities or intermediaries. This shift not only enhances transparency but also empowers
every day consumers, retailers, and supply chain stakeholders to independently assess product credibility in real-time. The
prototype shows how a permissioned system, backed by blockchain's immutability and the simplicity of QR code
interaction, can effectively address common vulnerabilities in traditional product verification methods. The roles of
manufacturers, suppliers, and customers are clearly defined and secured through role-based access controls and on-chain
logic, ensuring that data entered the system is reliable, traceable, and resistant to tampering. Another critical area of
expansion lies in Al- enhanced analytics, where machine learning models could be trained to identify unusual patterns in
product registrations, transaction flows, or scan behaviors. These models can help flag potentially fraudulent activity early,
supporting preventive actions before counterfeit products reach the consumer. With proper implementation, real-world
adoption, and support from industry stakeholders, this blockchain-based approach has the potential to evolve into a
universal framework for fake product management. It offers a scalable solution adaptable to various industries, helping to
build a global trust network that reinforces authenticity, protects brand value, and most importantly, safeguards consumer
interests. This system will help to build trust and good bonding between manufacturers and customers and indeed it will
help in improving economy and reducing corruption.
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