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tamper-proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
recorded, it cannot be altered. This research discusses the developm
security implications of using decentralized systems for product integrity verification.
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electronics, or
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and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 
challenges. These methods are often proprietary, non
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This paper presents a block
preventing the 

manufacturers to register products through smart contracts while users
chain records. Built using Solidity, R

proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
recorded, it cannot be altered. This research discusses the developm
security implications of using decentralized systems for product integrity verification.

In today's global market, counterfeiting is not just an economic threat
or everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 

Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 
challenges. These methods are often proprietary, non
Blockchain technology, with its decentralized and immutable ledger, presents a promising solution to these problems. By 
recording product data on a distributed network, blockchain ensures that information

and all transactions are publicly 
product verification

provides a way for approved manufacturers to register products
unique QR code is generated for each item.
authenticity, without needing
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Sophisticated counterfeiters
a product themselves. 

chain Applications
potential in enhancing supply

can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.
Smart Contracts:

our system, they enforce role permissions and ensure that product 
QR Codes: QR codes are commonly used for accessing product information. By

registration to a QR code,
 system simple and accessible to all users.
Current Systems:

technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general
consumers. The goal is to
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proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
recorded, it cannot be altered. This research discusses the developm
security implications of using decentralized systems for product integrity verification.

In today's global market, counterfeiting is not just an economic threat
everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 

Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 
challenges. These methods are often proprietary, non
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chain-enabled solution for managing and verifying product authenticity, especially
fake items in supply

manufacturers to register products through smart contracts while users
chain records. Built using Solidity, React.js,

proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
recorded, it cannot be altered. This research discusses the developm
security implications of using decentralized systems for product integrity verification.

I. INTRODUCTION
In today's global market, counterfeiting is not just an economic threat

everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 
Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 
challenges. These methods are often proprietary, non

ogy, with its decentralized and immutable ledger, presents a promising solution to these problems. By 
recording product data on a distributed network, blockchain ensures that information

and all transactions are publicly verifiable. This concept forms the core of our project: to use blockchain to 
 and scalable way.

provides a way for approved manufacturers to register products
unique QR code is generated for each item. Consumers can scan this QR code using a browser interface to verify 

load any apps or trust any centralized 

II. LITERATURE
Verification Methods: Historically,

bar codes. While
reproduce visual identifiers, and there is often no simple way for end

Supply Chain: 
chain transparency

can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.
Smart contracts automate actions when predefined conditions are met. In the context of 

our system, they enforce role permissions and ensure that product 
QR codes are commonly used for accessing product information. By

create a direct bridge between the physical item and its digital verification
simple and accessible to all users.

Many block chain-
technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general

checking a product’s legitimacy as easy as scanning 
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enabled solution for managing and verifying product authenticity, especially
supply chains.

manufacturers to register products through smart contracts while users
eact.js, and MongoDB,

proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
recorded, it cannot be altered. This research discusses the developm
security implications of using decentralized systems for product integrity verification.

INTRODUCTION
In today's global market, counterfeiting is not just an economic threat

everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 
Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 
challenges. These methods are often proprietary, non-transparent, and difficult for

ogy, with its decentralized and immutable ledger, presents a promising solution to these problems. By 
recording product data on a distributed network, blockchain ensures that information

verifiable. This concept forms the core of our project: to use blockchain to 
scalable way. Our platform, informally dubbed "Fake Product Management," 

provides a way for approved manufacturers to register products to the blockchain via smart contracts. Once registered, a 
Consumers can scan this QR code using a browser interface to verify 

or trust any centralized 

LITERATURE REVIEW
Historically, product

While these provide some level of protection, they are not foolpro
visual identifiers, and there is often no simple way for end

: Studies by Kshetri (2018) and Agbo et al. (2019)
transparency and trust.

can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.
automate actions when predefined conditions are met. In the context of 

our system, they enforce role permissions and ensure that product 
QR codes are commonly used for accessing product information. By

direct bridge between the physical item and its digital verification
simple and accessible to all users. 

-based anti-counterfeit solutions target
technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general

a product’s legitimacy as easy as scanning 
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enabled solution for managing and verifying product authenticity, especially

chains. The system,
manufacturers to register products through smart contracts while users can verify authenticity by scanning QR codes 

MongoDB, the platform
proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data

recorded, it cannot be altered. This research discusses the development process, technology stack, system workflow, and 
security implications of using decentralized systems for product integrity verification.

INTRODUCTION 
In today's global market, counterfeiting is not just an economic threat it is a public trust issue. W

everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 
Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 

transparent, and difficult for
ogy, with its decentralized and immutable ledger, presents a promising solution to these problems. By 

recording product data on a distributed network, blockchain ensures that information
verifiable. This concept forms the core of our project: to use blockchain to 

Our platform, informally dubbed "Fake Product Management," 
to the blockchain via smart contracts. Once registered, a 

Consumers can scan this QR code using a browser interface to verify 
or trust any centralized third

REVIEW 
product verification

provide some level of protection, they are not foolpro
visual identifiers, and there is often no simple way for end

Studies by Kshetri (2018) and Agbo et al. (2019)
trust. When applied to product management, block

can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.
automate actions when predefined conditions are met. In the context of 

our system, they enforce role permissions and ensure that product data, once
QR codes are commonly used for accessing product information. By

direct bridge between the physical item and its digital verification

counterfeit solutions target
technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general

a product’s legitimacy as easy as scanning 

IJIRIS:  International Journal of Innovative Research in Information Security                      
                                        

     https://www.ijiris.com/archives

______________________________________________________________________________________
https://doi.org/10.26562/ijiris

Identification System
Chain 

Ramesh 

 India 
nihasultan03@gmail.com 

Department of AIML 
Bangalore,India 

IJIRIS/RS/Vol.11/Issue03/MYIS1009
vised: 29, April 2025 Accepted: 05, May 2025 Published Online: 15, May 2025, Volume 2025 

03/15.MYIS10094.pdf 
Counterfeit Identification

IJIRAE:: International Journal of Innovative Research in Information Security, Volume 11,Issue 03, Pages 25

Copyright: ©2025 This is an open access article distributed under the terms of the Creative Commons 
d use, distribution, and reproduction in any medium, 

enabled solution for managing and verifying product authenticity, especially
system, developed as a web application, allows 

can verify authenticity by scanning QR codes 
platform offers transparency,

proof validation. Smart contracts deployed on a local Ethereum blockchain ensure that once product data
ent process, technology stack, system workflow, and 

security implications of using decentralized systems for product integrity verification. 

it is a public trust issue. W
everyday consumer products, counterfeit items flood the market and undermine consumer confidence. 

Traditional methods for identifying authentic products, such as serial numbers or barcodes, are susceptible to repli
and forgery. Furthermore, verification systems that rely on centralized databases present security and accessibility 

transparent, and difficult for end
ogy, with its decentralized and immutable ledger, presents a promising solution to these problems. By 

recording product data on a distributed network, blockchain ensures that information
verifiable. This concept forms the core of our project: to use blockchain to 

Our platform, informally dubbed "Fake Product Management," 
to the blockchain via smart contracts. Once registered, a 

Consumers can scan this QR code using a browser interface to verify 
third-party service.

verification has been conducted
provide some level of protection, they are not foolpro

visual identifiers, and there is often no simple way for end

Studies by Kshetri (2018) and Agbo et al. (2019)
applied to product management, block

can record each transaction, from manufacturing to sale, ensuring traceability and data integrity.
automate actions when predefined conditions are met. In the context of 

data, once stored, cannot be changed.
QR codes are commonly used for accessing product information. By

direct bridge between the physical item and its digital verification

counterfeit solutions target 
technical knowledge to use. Our system focuses on accessibility and ease of use, particularly for general

a product’s legitimacy as easy as scanning a code with a phone camera.
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 Design: The research adopts a design science methodology (DSRM), combining system design, iterative 
testing, and real-world feedback. The project began with 

authenticity without depending on a centralized verifier. 
Development Technologies:

React.js with html5
Node.js and Express.js

 Web3.js for communicating
The system architecture consists of three main layers:

and record-keeping,
Strategy: Testing involved simulating a supply chain scenario.

chain using a manufacturer account
through the browser to confirm authenticity.

Presentation Layer: This is the user
opens directly
 This layer handles the API endpoints and QR code logic using Node.js.
Layer: The backbone

is a decentralized, 
Dapps). Unlike Bitcoin, which is mainly used for digital currency transactions, Ethereum is desig

support programmable logic through smart contracts.
exactly as programmed, without any chance of downtime, censorship, fraud, or third
cryptocurrency called Ethe

piece of code stored on the block
Think of it as a digital version of a traditional cont
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keeping, and the Ethereum block
Testing involved simulating a supply chain scenario.

chain using a manufacturer account. QR codes were generated and printed. Then, simulated users scanned the codes 
through the browser to confirm authenticity.

This is the user
directly in the browser.

This layer handles the API endpoints and QR code logic using Node.js.
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is a decentralized, open source
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support programmable logic through smart contracts.
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III. METHODOLOGY
The research adopts a design science methodology (DSRM), combining system design, iterative 
feedback. The project began with 

without depending on a centralized verifier. 
Smart Contracts: 

qrcode integration for browser
API services and logic handling

communicating with smart contracts from the frontend.
The system architecture consists of three main layers:

the Ethereum block
Testing involved simulating a supply chain scenario.

. QR codes were generated and printed. Then, simulated users scanned the codes 
through the browser to confirm authenticity. 

IV. SYSTEM
This is the user-facing part of the application, built with React.js. It includes:

the browser. 
This layer handles the API endpoints and QR code logic using Node.js.

the system. It uses

Fig 1. 
open source block chain platform that allows developers to build and deploy decentralized 

). Unlike Bitcoin, which is mainly used for digital currency transactions, Ethereum is desig
support programmable logic through smart contracts.
exactly as programmed, without any chance of downtime, censorship, fraud, or third

r (ETH) to power and incentivize operations on the network.
stored on the block chain. It runs automatically when certain predefined conditions are met. 
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METHODOLOGY
The research adopts a design science methodology (DSRM), combining system design, iterative 
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without depending on a centralized verifier.  
 Solidity (compiled

qrcode integration for browser-based QR scannin
and logic handling

smart contracts from the frontend.
The system architecture consists of three main layers: the frontend

the Ethereum block chain for immutable product registration
Testing involved simulating a supply chain scenario.

. QR codes were generated and printed. Then, simulated users scanned the codes 

SYSTEM ARCHITECTURE
facing part of the application, built with React.js. It includes:

This layer handles the API endpoints and QR code logic using Node.js.
uses Ethereum

 System Architecture
chain platform that allows developers to build and deploy decentralized 

). Unlike Bitcoin, which is mainly used for digital currency transactions, Ethereum is desig
support programmable logic through smart contracts. Ethereum operates as a global computer that executes code 
exactly as programmed, without any chance of downtime, censorship, fraud, or third

r (ETH) to power and incentivize operations on the network.
chain. It runs automatically when certain predefined conditions are met. 

 but with no middleman required.
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This layer handles the API endpoints and QR code logic using Node.js.
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