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time URL inspection is carried out by the hybrid ANN

to loading by learning both sequential dependencies and static lexical patterns. An LSTM classifier is used in a safe sandbox
ous intent while also monitoring dynamic behaviors like pop

. The system, which is implemented as a lightweight Chrome plugin, offers an effective and scalable web 
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has become one of the most common and advanced cyberthreats in today's digital environment, affecting both 

. Phishing is the practice of impersonating trustworthy websites and services in an effort 
mation, including credit card numbers, login credentials, and personal information. Traditional 

based filters, blacklists, and static machine learning models have been progressively less 
tion of nearly 1.5 million new phishing websites. These conventional approaches 

frequently rely on manual updates, are unable to identify zero-day phishing attempts, and cannot adjust to new evasion 
techniques like typosquatting, domain obfuscation, or shortened URLs.

powered cybersecurity solution that combines Long Short
Networks (ANN) models in a hybrid deep learning framework to address these issues. Whil
sequential and contextual linkages among URLs, ANN effectively recognizes static and numerical URL patterns. With this 

time phishing detection is made possible without the need for external APIs or the complete
Tokenization and embedding are used by the system to handle URLs at the character level, 

guaranteeing fast, lightweight performance appropriate for browser settings
instantly warns users of possible dangers by identifying URLs as phishing or authentic before the page loads. 
static and behavioral feature analysis, this approach enhances precision, adaptability, and sc

time defense mechanism against evolving phishing tactics.
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Though the majority of current models are static, trained on preset datasets, and inflexible to zero-day phishing threats, 
recent advances in machine learning (ML) and deep learning (DL) have demonstrated promise[6], [9], [1]. Conventional 
machine learning algorithms like SVM, KNN, and decision trees are not very good at generalizing across different datasets 
and necessitate a lot of manual feature engineering. 
A survey of current research reveals this gap: 
 AntiPhishStack, an LSTM-based model with strong contextual learning, was proposed by Aslam et al. (2024)[1]. 

However, it requires a lot of processing power and is not appropriate for lightweight browser integration. 
 A hybrid ANN–LSTM method for real-time spoofing detection was created by Ujah-Ogbuagu et al. (2024)[2], 

however it had a large latency when the browser was operating in real time. 
 Although Farooq & Jabbar (2024) and Zara et al. (2024)[3],[5]showed the accuracy advantages of integrating structural 

and sequential learning, their implementations lacked adaptive retraining mechanisms and real-time deployment. 
 Islam et al. (2024)[6] demonstrated that conventional machine learning models are only successful in controlled 

settings and are unable to identify zero-day attacks. 
The lack of a lightweight, flexible, and real-time phishing detection framework that can examine URLs without retrieving 
page content or depending on static rule sets is a significant research gap that these findings highlight. By integrating a 
hybrid ANN–LSTM model into a Chrome extension, the Smart Phishing Blocker fills this gap by providing immediate, 
URL-only phishing detection together with ongoing learning capabilities for long-term flexibility. 
 

II. PROPOSED SYSTEM 
Scamify is an intelligent phishing-detection framework that combines browser-based real-time protection, dynamic 
behavioral inspection, and static URL analysis. It uses a hybrid deep learning model that consists of a Long Short-Term 
Memory (LSTM) network for behavioral sequence analysis and an Artificial Neural Network (ANN) for lexical URL 
classification. A Flask-based backend that interfaces with a browser extension and an optional React dashboard for 
analytics and visualization manages the two models. The system as a whole is built to function with minimal latency while 
maintaining anonymity. 
A. System Overview 
There are four main layers in the architecture: 
1. Client Layer (Browser Extension): 

A Chrome plugin built on Manifest V3 keeps track of user activities including hovering and clicking on hyperlinks. It 
uses secure HTTP POST requests to transfer the recorded URL to the backend. Using color-coded tooltips or 
blocking notifications depending on the backend's predicted response, the addon gives users instant feedback. 

 
Fig1. Proposed System Architecture 
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2. Application Layer (Flask Backend): 
The main decision-making engine is the backend. RESTful endpoints like /check for quick ANN inference and 
/analyze_behavioral for more thorough behavioral scanning are exposed. In order to reduce cold-start time, it also 
keeps track of user feedback, handles health checks, and caches model states. 

3. The hybrid ANN-LSTM model layer: 
The pre-trained ANN and LSTM models are housed in this layer. 

 The ANN performs static lexical feature-based analysis. 
 The LSTM evaluates dynamic runtime data collected from browser automation tools (Playwright/Selenium). 

The backend uses TensorFlow for model loading and inference, while scikit-learn manages feature scaling. 
4. Visualization Layer (React Dashboard):  

Using React, Tailwind CSS, and Recharts, this optional visualization component shows global statistics, model 
performance metrics, and phishing trends. It facilitates real-time detection log interpretation for administrators and 
researchers. 

B. Functional Workflow 
URL Interception: Whenever a user clicks or lingers over a hyperlink, the extension records the URL. For quick 
assessment, the captured URL is sent to the backend /check endpoint. 
Static Analysis (ANN): To analyze URLs based on features, the backend calls an Artificial Neural Network that has already 
been trained. Features include the number of subdomains, the length of the URL, the domain entropy, the quantity of 
unusual symbols and numbers, and the presence of dubious keywords like secure or login. 
 If the predicted probability ≥ 0.75 → Phishing 
  0.35 < p < 0.75 → Suspicious 
 p ≤ 0.35 → Safe 
Behavioral Analysis (LSTM): The extension uses /analyze_behavioral to request a deeper scan for more confidence or 
when static analysis yields "suspicious" results. To capture dynamic events like redirection, SSL status, form behavior, 
script loads, and external requests, the backend starts Playwright (or Selenium) in headless mode. An LSTM model that 
has been trained to identify patterns of malicious behavior and sequential anomalies processes the extracted features. 
Decision and Response: After obtaining the outputs from the two models, the backend provides a confidence score and a 
risk label, such as allow, warn, or block. If the URL is considered hazardous, the plugin shows a blocking page or warning 
tooltip right away. Continuous Feedback: To facilitate ongoing learning and adaptation to changing phishing tactics, user 
feedback and blacklisted URLs are recorded for incremental retraining. 
C. System Architecture 
The proposed hybrid system merges edge-level responsiveness with cloud-based intelligence. 
 Client Layer: Browser extension that performs rapid communication and user notification. 
 Application Layer: Flask backend providing prediction APIs (/check, /analyze_behavioral, /health). 
 Model Layer: Two neural predictors—ANN for lexical features and LSTM for behavioral sequences—accessed 

through TensorFlow inference wrappers. 
 Data Layer: Includes pre-trained model files and associated scalers. 
D. Hybrid Detection Mechanism 
1. Static ANN Model: 
o Input: Numerical feature vector extracted from URL. 
o Architecture: Feed-forward dense layers with ReLU activations and a sigmoid output. 
o Output: Probability of phishing based on structural patterns. 
2. Behavioral LSTM Model: 
o Input: Sequential behavioral data from Playwright or Selenium sessions. 
o Architecture: Stacked LSTM layers followed by dense layers; capable of recognizing time-dependent malicious 

behaviors such as multiple redirects, invalid SSL chains, or hidden iFrames. 
o Output: Probability score mapped to allow/warn/block. 
3. Decision Logic: The backend independently evaluates results from the ANN and LSTM models and generates the final 

classification based on the most recent available prediction. If the LSTM stage is unavailable or exceeds the timeout 
limit, the system relies on the ANN output to ensure uninterrupted real-time detection. 

 

IV. RESULTS AND DISCUSSION 
The evaluation of the Scamify phishing detection framework demonstrates its capability as a complete end-to-end 
cybersecurity solution [1], [3], [9], [10] integrating a hybrid AI engine, real-time behavioral sandbox, and Chrome-based 
user interface. The results highlight strong performance in terms of accuracy, speed, scalability, and user experience, 
validating the system’s readiness for real-world deployment. 
A. Experimental Environment 
All modules were deployed and tested on a local network setup with the following configuration: 
 Processor: Intel Core i7, 3.4 GHz 
 RAM: 16 GB 
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 GPU: NVIDIA RTX 3060 (6 GB VRAM)
 Frameworks: TensorFlow 2.13, Flask 3.0, Scikit
The testing dataset consisted of 12,000 URLs (6,000 phis
Repository, and manually curated legitimate URLs.
A live testing phase was conducted on 50 real
responsiveness

B. System-Level Results
The Scamify system achieved consistent performance across all core modules 
frontend response.
 Static Inference (ANN): Real
 Behavioral Sandbox (LSTM): Completed dynamic analysis in under 3 seconds.
 Flask API: Maintained consistent response time below 250 ms.
 Chrome Extension: Delivered alerts within 2 seconds, ensuring smooth user experience.
 Overall Detection: Achieved high 
 
C. Chrome Extension Evaluation
The Scamify Chrome extension serves as the primary user interface, allowing users to navigate securely without 
perceivable delay.
Observations during live testing:
 URLs were
 Real-time classification results were displayed via color
o Legitimate
o Suspicious
o Phishing —
 Users could view details such as detection confidence, model type used, and timestamps.
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D. Backend and Sandbox Analysis
The Flask backend acted as the decision engine linking the frontend and 
submissions, maintaining stable throughput of at least 10 URLs per second.
Playwright, simulated page interactions and captured 24 behavioral parameters per URL 
form behaviors, and script 
to detect advanced evasion techniques
 

E. Integration of Hybrid AI Models
While each model contributes independently, their combined use results in superior detection accuracy and lower false 
positives: 
 ANN (Ultra

homograph detection, 
 LSTM (Behavioral): Learns from 24 sequential behavioral features during page load.
 Fusion Logic: Flask combines both probabilities using weighted averaging to output 

[9]. 
F. Visualization and Dashboard Insights
The React-based visualization dashboard presents a consolidated view of phishing activity.
It displays: 
 Total URLs scanned,
 Percentage of phishing detections,
 Model confidence scores over time,
 Real-time system health and latency metrics.
G. User-Centric
User acceptance testing highlighted Scamify’s practical advantages:
1. Non-Intrusive Design: Minimal visual clutter and clean alert interface.
2. Privacy Preservation: URLs analyzed without sending full webpage content.
3. Adaptability: Continuous lea
4. Cross-Platform Support: Verified operation on Windows, Linux, and macOS through Chrome.
This comparison establishes Scamify as a fully deployable, lightweight, and user
surpasses academic prototypes in both accuracy and usability.
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H. Summary of Findings 
The Scamify framework demonstrates that combining AI-driven phishing detection with browser-integrated real-time 
defense delivers measurable improvement in protection and user awareness. 
Key achievements include: 
 High accuracy (94.6 %) from hybrid ANN + LSTM fusion. 
 Low latency (< 150 ms for static checks) suitable for instant browser decisions. 
 Seamless Chrome extension integration with visual, user-friendly alerts. 
 Scalable backend design supporting concurrent URL analysis. 
 Continuous retraining and feedback loops enabling adaptation to emerging phishing threats. 

 
V. CONCLUSION 

By combining behavioral analysis, browser-based real-time protection, and hybrid deep learning models, the suggested 
Scamify framework offers a thorough, clever, and useful phishing detection solution. The technology successfully detects 
and stops phishing threats before users engage with malicious material by fusing dynamic behavior monitoring with static 
URL evaluation. While the Flask backend facilitates smooth communication between models and the browser interface, 
the Chrome extension guarantees immediate user alerts with low latency. The system is appropriate for practical web 
security applications due to its robust detection performance, scalability, and privacy preservation. All things considered, 
Scamify shows how hybrid AI and browser integration may greatly improve user safety and phishing avoidance in the 
contemporary digital environment. 
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