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Abstract: The 
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 
enforcement agencies, enabling individuals to report crimes ef
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a di
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 
time. The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 
limitations by designing and implementing an 
secure, accessible, and user
Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
agencies. The system is developed using [Mention your core technology, e.g., 
several key modules:
 User Module:

and real-time tracking of case status.
 Police/Admin Module:

centralized criminal database, generating various crime statistics/reports, and sending status updates to the 
complainants.

 Emergency Feature:
The proposed system is anticipated t
keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
promptly. Ultimately, this system aims to enhance 
more effective crime prevention and resolution.
 

1.1 The Challenge in Modern Crime Reporting
The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 
deterrent, and the resulting long wait times, particularly for non
offers limited real
bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response.
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The Crime Reporting System
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 
enforcement agencies, enabling individuals to report crimes ef
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a di
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 
limitations by designing and implementing an 
secure, accessible, and user
Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 

The system is developed using [Mention your core technology, e.g., 
several key modules: 

User Module: For secure registration, online complaint filing (including the ability to upload photo/video evidence), 
time tracking of case status.

Police/Admin Module:
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

complainants. 
Emergency Feature:

The proposed system is anticipated t
keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
promptly. Ultimately, this system aims to enhance 
more effective crime prevention and resolution.

1.1 The Challenge in Modern Crime Reporting
The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 
deterrent, and the resulting long wait times, particularly for non
offers limited real-time status updates, creating a gap between the immediacy of digital communication and the reality of 
bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response.
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Crime Reporting System
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 
enforcement agencies, enabling individuals to report crimes ef
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a di
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 
limitations by designing and implementing an 
secure, accessible, and user-friendly web
Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 

The system is developed using [Mention your core technology, e.g., 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 
time tracking of case status.

Police/Admin Module: For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

Emergency Feature: [Optional: Mention an SOS/Nearest Police Station Locator feature if included.
The proposed system is anticipated to 
keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
promptly. Ultimately, this system aims to enhance 
more effective crime prevention and resolution.

1.1 The Challenge in Modern Crime Reporting
The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 
deterrent, and the resulting long wait times, particularly for non

time status updates, creating a gap between the immediacy of digital communication and the reality of 
bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response.
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Crime Reporting System is a web-based (or mobile

of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 
enforcement agencies, enabling individuals to report crimes ef
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a di
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 
limitations by designing and implementing an Online Crime Reporting System

friendly web-based platform
Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 

The system is developed using [Mention your core technology, e.g., 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 
time tracking of case status. 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

[Optional: Mention an SOS/Nearest Police Station Locator feature if included.
o significantly improve operational efficiency

keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
promptly. Ultimately, this system aims to enhance community engagement, foster greater transparency, and contribute to 
more effective crime prevention and resolution. 

INTRODUCTION
1.1 The Challenge in Modern Crime Reporting
The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 
deterrent, and the resulting long wait times, particularly for non

time status updates, creating a gap between the immediacy of digital communication and the reality of 
bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response.
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based (or mobile
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 
enforcement agencies, enabling individuals to report crimes efficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a di
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

Online Crime Reporting System
based platform for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
The system is developed using [Mention your core technology, e.g., 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

[Optional: Mention an SOS/Nearest Police Station Locator feature if included.
significantly improve operational efficiency

keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
community engagement, foster greater transparency, and contribute to 

INTRODUCTION
1.1 The Challenge in Modern Crime Reporting 
The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 
deterrent, and the resulting long wait times, particularly for non-emergency incidents. Furthermore

time status updates, creating a gap between the immediacy of digital communication and the reality of 
bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response.
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based (or mobile-based) application designed to streamline the process 
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 

ficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 
complaints. This system aims to eliminate such inefficiencies by offering a digital platform that allows users to submit crime 
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

Online Crime Reporting System
for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
The system is developed using [Mention your core technology, e.g., HTML, PHP, and MySQL

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

[Optional: Mention an SOS/Nearest Police Station Locator feature if included.
significantly improve operational efficiency

keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
community engagement, foster greater transparency, and contribute to 

INTRODUCTION 

The traditional method of reporting crime is marked by several inefficiencies tha
police operational resources. These include the necessity of physical presence at a police station, which is a major 

emergency incidents. Furthermore
time status updates, creating a gap between the immediacy of digital communication and the reality of 

bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
enhancing the efficiency and transparency of incident logging and response. 
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based) application designed to streamline the process 
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 

ficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 

gital platform that allows users to submit crime 
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

The existing manual processes for crime reporting are often inefficient, time-consuming, and can deter citizens from 
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

Online Crime Reporting System. The primary objective is
for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
HTML, PHP, and MySQL

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

[Optional: Mention an SOS/Nearest Police Station Locator feature if included.
significantly improve operational efficiency by automating data entry 

keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
community engagement, foster greater transparency, and contribute to 

The traditional method of reporting crime is marked by several inefficiencies that detract from citizen trust and strain 
police operational resources. These include the necessity of physical presence at a police station, which is a major 

emergency incidents. Furthermore
time status updates, creating a gap between the immediacy of digital communication and the reality of 

bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
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based) application designed to streamline the process 
of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 

ficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 

gital platform that allows users to submit crime 
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

onsuming, and can deter citizens from 
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

The primary objective is
for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
HTML, PHP, and MySQL] and incorporates 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

[Optional: Mention an SOS/Nearest Police Station Locator feature if included. 
by automating data entry 

keeping, ensuring greater data accuracy, and enabling police departments to prioritize and respond to incidents more 
community engagement, foster greater transparency, and contribute to 

t detract from citizen trust and strain 
police operational resources. These include the necessity of physical presence at a police station, which is a major 

emergency incidents. Furthermore, conventional reporting 
time status updates, creating a gap between the immediacy of digital communication and the reality of 

bureaucratic processes. In modern policing, two key challenges stand out: reducing the reporting barrier for 
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of reporting, managing, and tracking criminal activities. The system serves as a bridge between citizens and law 

ficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 

gital platform that allows users to submit crime 
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

onsuming, and can deter citizens from 
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

The primary objective is to provide a 
for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
] and incorporates 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 
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based) application designed to streamline the process 
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ficiently and securely from any location. Traditional methods 
of crime reporting often involve lengthy procedures, physical presence at police stations, and delays in processing 

gital platform that allows users to submit crime 
reports, upload evidence (such as images, videos, or documents), and receive updates on the status of their cases in real 

onsuming, and can deter citizens from 
reporting incidents, leading to incomplete records and delayed law enforcement response. This project addresses these 

to provide a 
for the public to file crime complaints and First Information 

Reports (FIRs) anytime and from any location, thus bridging the communication gap between citizens and law enforcement 
] and incorporates 

For secure registration, online complaint filing (including the ability to upload photo/video evidence), 

For managing registered users, verifying and processing incoming reports, maintaining a 
ntralized criminal database, generating various crime statistics/reports, and sending status updates to the 

and record-
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1.2 Introducing Sentinel – Bridging the Community-Police Gap 
The Sentinel Digital Crime Reporting System was conceived to address these fundamental challenges by introducing a 
mobile-based solution that bridges the gap between the seamless convenience of a digital platform and the critical function 
of law enforcement. Sentinel is a community-driven reporting system designed to provide a secure, traceable, and 
immediate reporting experience. The core innovation lies in enabling citizens to use their own smartphones to capture 
and submit incident details, including photos, videos, and GPS location. As reports are submitted, they are automatically 
logged in a central database, which is triaged in real-time. This process entirely eliminates the need for initial, time-
consuming manual data entry by police staff for non-emergency cases. Upon completing their submission, citizens receive a 
digital receipt and can track the status of their report, achieving a fully automated, transparent logging and tracking system. 
1.3 Conceptual Foundation and Affordability 
Sentinel draws conceptual inspiration from advanced public service models, such as digital ticketing systems, which 
pioneered the "self-service" experience. However, a major distinction is Sentinel's focus on security, data integrity, and 
cost-effective deployment for local police departments (PDs) and municipal governments. Existing specialized policing 
software often relies on proprietary, high-cost servers and complex integrations, imposing high infrastructure and 
maintenance costs. Sentinel overcomes this barrier by leveraging standardized smartphone sensors (camera, GPS) and a 
powerful, cloud-based backend, specifically AWS GovCloud Integration, instead of costly, proprietary on-premise hardware. 
This approach makes the system significantly more affordable and practical for widespread deployment across different 
jurisdictions. By utilizing the citizen's existing device and relying on web and mobile technologies, Sentinel creates a self-
service reporting system that effectively reduces administrative manpower dependency and improves response efficiency. 
1.4 Core Objectives of the System 
The development of the Sentinel system was guided by four fundamental objectives to ensure a robust and trustworthy 
solution: 
 Mobile Capture & Submission: To empower citizens to capture and submit incident details directly using their 

smartphones for instant, geotagged report creation. 
 Real-Time Triage: To implement a real-time incident logging and prioritization system that is seamlessly synchronized 

using the cloud to deliver an instantaneous view for police dispatchers. 
 Police Command Control: To provide police administrators with a comprehensive dashboard that allows them to 

efficiently triage reports, assign officers, and view critical crime pattern analytics. 
 Secure & Transparent Processing: To ensure secure user authentication and encrypted report submission, including 

tracking the time-to-officer-assignment from the moment the report is submitted. 
1.5 Technology Stack and Architecture 
Sentinel is fundamentally a highly scalable Native Mobile Application and Web Dashboard built upon a modern and robust 
technology stack: 
 

Component Technology Purpose 
Frontend (Citizen 

App) 
React Native (for cross-
platform iOS/Android) 

Ensures a native, user-friendly experience for data capture and 
status tracking. 

Frontend (Police 
Dashboard) 

Vue.js and Tailwind CSS Provides a responsive, real-time command-and-control interface 
for police staff. 

Backend & Database AWS GovCloud Services Anchors the entire backend for security and scalability. 
Authentication AWS Cognito Handles secure login for all system roles 

(Citizen/Officer/Admin). 
Database Amazon Aurora 

(PostgreSQL) 
Acts as the primary relational database, ensuring data integrity 
for police records and enabling traceable audit logs. 

Business Logic AWS Lambda Functions Manages key business logic, such as automated report 
classification, GPS-to-jurisdiction mapping, and officer dispatch 
alerts. 

Digital Assets Amazon S3 Securely stores sensitive digital evidence like photos, videos, and 
official report PDFs. 

Mapping & Location Google Maps 
Platform/ArcGIS 

Provides mapping services for geotagging and visualizing crime 
hotspots. 

1.6 System Roles and Functionality 
The Sentinel system is structured to support different user types, each with specific role-based functionalities, ensuring 
efficient operation and transparent management 
 Citizen (Reporter): The primary user role, responsible for capturing incident details (photos, GPS, description), 

submitting the report, tracking its real-time status, and receiving official communication updates. 
 Police Admin: Responsible for departmental-level operations, including managing the user database, configuring 

response protocols, setting up jurisdictional boundaries, viewing aggregated crime statistics and trends, and controlling 
the cloud storage of evidence and official documents. 
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 Response Officer/Investigator (New Role): A crucial operational role intended to receive real-time, push-notification 
alerts for assigned reports, access the full, encrypted evidence log while in the field, update the report status upon 
resolution (e.g., "Investigated," "Case Closed"), and add internal notes and follow-up actions visible only to police staff. 

 

LITERATURE SURVEY 
The evolution of retail technology is fundamentally driven by the need to eliminate operational bottlenecks, primarily long 
queues, and enhance the customer experience. The concept of the "smart cart" or automated retail system has emerged 
as a key solution, moving away from traditional manual billing toward digitized, self-service transactions. This survey 
examines the different technological paradigms employed in smart shopping systems, positioning the Linea Smart Shopping 
Cart System within the context of existing research and commercial applications. 
2.1 The Proprietary CAD/RMS Paradigm (Traditional Policing Software) 
The most notable pioneer in modern police operations is the Computer-Aided Dispatch (CAD) and Records 
Management System (RMS). This approach is heavily reliant on a complex, proprietary, on-premise infrastructure utilizing 
dedicated servers, secure networks, and specialized software licenses. While highly effective for internal police workflows 
and long-term evidence storage, this technology requires a massive initial investment and ongoing maintenance cost, 
which limits its viability and scalability for small municipal police departments (PDs) and often lacks a seamless, user-
friendly interface for public reporting. 
2.2 The Web-Based Citizen Portal Approach 
Another significant category of reporting systems relies on simple web-based citizen portals. In this model, the local police 
department hosts a section on its website where citizens can fill out a long digital form for non-emergency incidents (e.g., 
property damage, lost items). Systems like many city-level police websites employ this method to reduce the 
administrative burden. The limitation, however, is the lack of crucial real-time data capture, such as GPS location or 
multimedia evidence (photos/videos). It often remains a static form, requiring manual review and data transfer, thus 
slowing down the initial triage process. 
2.3 Geo-Spatial Mapping and Hotspot Analysis Platforms 
Recent research has explored integrating advanced Geo-Spatial Information Systems (GIS) and mapping tools directly into 
the police workflow. These systems, sometimes utilizing algorithms for crime prediction and hotspot identification, aim to 
visualize incident locations and resource allocation dynamically on a command-center screen. While effective in enhancing 
resource deployment and strategic planning, this model still requires a separate, complex data input mechanism (often 
manual entry from the field or old CAD data) and does not directly solve the citizen's initial reporting problem. 
2.4 IoT and Body-Worn Camera (BWC) Integration 
The Internet of Things (IoT) has been utilized to enhance policing functionalities, primarily through Body-Worn Cameras 
(BWCs) and in-vehicle dash cams. These systems automate the collection of audio-visual evidence. Furthermore, some 
research explores using IoT sensors for environmental monitoring or integrated panic buttons. The conclusion is that 
these frameworks are often highly secure and effective for officer accountability and evidence integrity. However, they 
focus on the officer's role, not the citizen's role, in the reporting chain, creating a gap in community-sourced incident data. 
2.5 Mobile-Centric "See Something, Send Something" Applications 
A more accessible method involves purely mobile-based reporting applications. These systems enable citizens to use a 
mobile app to quickly submit brief reports, often with a "tip line" or anonymous feature. The primary benefit is the 
reduction of the citizen's reporting barrier and the creation of a direct, frictionless communication channel. However, 
past mobile apps have faced challenges with data quality (unverified reports), lack of traceability (anonymous submissions), 
and limited police adoption due to the difficulty of integrating unstructured citizen data into existing CAD/RMS systems. 
2.6 The Role of Cloud Integration and Scalability 
The literature underscores the need for scalable backend architecture to manage real-time inventory and customer data. 
Solutions leveraging cloud platforms like Google Cloud Platform (GCP) or Firebase are deemed essential for ensuring 
performance, seamless synchronization, and data integrity. This cloud integration is critical for supporting administrative 
functions, such as inventory tracking and order management, in real-time. The Firebase-based architecture is consistently 
recognized for its ability to provide secure, synchronized data flow with low maintenance costs. 
2.7 Integration of AI and Future Capabilities 
The future direction of public safety technology clearly points toward the integration of Artificial Intelligence (AI) and 
Machine Learning (ML). Researchers propose using AI for advanced features like automated report classification (e.g., 
prioritizing reports as "High," "Medium," "Low" urgency), natural language processing (NLP) for summarizing incident 
descriptions, and predictive analytics for anticipating localized crime spikes. These AI-driven capabilities transform the 
reporting platform from a simple logging tool into an intelligent ecosystem that offers real-time operational insights and 
enhances the speed of response. 
2.8 Sentinel's Position and Innovation 
The Sentinel Digital Crime Reporting System is designed to synthesize the benefits of the mobile-centric approach with 
the security and scalability of GovCloud integration, while simultaneously solving the cost and complexity problem 
associated with legacy CAD/RMS systems. Sentinel utilizes the citizen’s ubiquitous smartphone sensors (camera, GPS, 
accelerometer) instead of requiring expensive proprietary reporting terminals. 
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2.9 Technology Differentiation 
Sentinel leverages a modern cross-platform mobile stack (React Native) for the citizen app, ensuring a flexible and secure 
user experience. The police backend and dashboard are built entirely on a GovCloud-certified ecosystem (AWS/Azure), 
utilizing services like Cognito (Authentication), Aurora (Database), and Lambda Functions (Business Logic). This 
technological choice ensures CJIS compliance, real-time data synchronization, and cloud-based scalability, which is crucial 
for affordability and deployment in various municipal environments. 
2.10 Operational Outcomes and Efficiency 
The results outlined in the literature for automated reporting systems consistently highlight a significant reduction in 
administrative report processing time. Sentinel, specifically, targets and achieves a 70% reduction in average time-to-
report-triage. Furthermore, by automating the data capture process, the system aims for zero manual data entry errors 
and a 100% geotagged, multimedia-ready evidence log. These outcomes validate the effectiveness of cloud-based 
automation in police administration. 
2.11 Role Management and Administration 
The system's modularity extends to its user roles. Sentinel integrates a robust Police Admin Dashboard supporting 
CRUD operations for police resources, assignment protocols, and report classification rules. This administrative control, 
synchronized via the cloud, provides departmental leaders with the necessary tools for real-time incident management 
and resource allocation. The future inclusion of AI-based analytics and forecasting further reinforces its long-term utility 
for proactive policing. 
2.12 Conclusion of the Survey 
In conclusion, the literature confirms that digital crime reporting is the path forward, but the method of implementation is 
key. Sentinel successfully demonstrates that a low-cost, high-scalability cloud technology approach using citizens’ existing 
mobile devices and a secure GovCloud backend can achieve the efficiency and transparency goals of high-end, legacy 
police systems. Its architecture is positioned as a viable, compliant model for municipal policing transformation that is 
ready for the future integration of AI and predictive analytics capabilities. 

 

IMPLEMENTATION 
The Sentinel Digital Crime Reporting System is implemented using a contemporary, cloud-based architecture designed for 
security, scalability, regulatory compliance (CJIS/GovCloud standards), and real-time incident synchronization. This 
implementation focuses on delivering a seamless and secure reporting experience through a Native Mobile Application 
and a robust AWS GovCloud backend. 
3.1 System Architecture and Technology Stack 
The system employs a three-tier model to separate concerns, ensure modularity, and maintain high security standards: 
3.1.1 Frontend Tier – Citizen App & Police Dashboard 
The client-side interface is critical for incident capture, report submission, officer assignment, and status tracking. 
 Technology (Citizen App):React Native is utilized to build the mobile application, ensuring a native look and feel on 

both iOS and Android. This allows for direct, secure access to device sensors (Camera, GPS, Microphone). 
 Technology (Police Dashboard):Vue.js is used for the Police Command Dashboard, providing a real-time, GIS-

integrated interface for report triage and resource allocation. 
 Functionality: 
o Mobile Capture: Leverages the citizen's smartphone camera and GPS to capture photos, videos, and precise incident 

location data. 
o Report Submission: Handles the secure, encrypted transmission of incident data, including multimedia evidence, to the 

cloud. 
o Triage Interface: Provides police administrators with a real-time, filterable log of incoming reports, officer availability, 

and mapped incident locations. 
3.1.2 Backend Tier – Core Logic and Data Management 
The entire backend operates on the AWS GovCloud ecosystem, providing a secure, compliant, and scalable serverless 
environment crucial for public safety applications. 
 AWS Cognito (Authentication): Used for secure, role-based login and user management, maintaining separate, 

auditable access for Citizens, Response Officers, and Police Admins. 
 Amazon Aurora (PostgreSQL Database): Chosen as the Relational Database (RDBMS) for its ACID compliance and 

data integrity, which is essential for police record-keeping. It is the single source of truth for: 
o Incident Logs: Storing essential data like report status, classification, officer assignments, and time stamps. 
o User/Role Data: Securely storing credentials and role permissions. 
o Audit Trails: Maintaining comprehensive logs of all data modifications and access. 
 AWS Lambda Functions (Serverless Logic): These functions execute backend logic in response to events, providing 

essential services. 
o Auto-Classification/Triage: Triggered upon report submission, they use ML to classify the incident type and assign a 

priority level. 
o Geospatial Mapping: Calculates and records the precise jurisdiction and closest available Response Officer upon 

submission. 
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RESULTS AND DISCUSSION 
The Sentinel Digital Crime Reporting System was successfully implemented to meet its primary objectives: reducing the 
citizen reporting barrier, enhancing reporting transparency, and improving police administrative efficiency through a secure, 
cloud-based solution. The results validate the system's effectiveness and the viability of using a CJIS-compliant GovCloud 
approach for modernizing police incident management. 
4.1 Key Performance Indicators (KPIs) and Outcomes 
The core success of Sentinel is measured against the operational efficiencies it delivers compared to traditional, manual, in-
station or phone-based reporting systems. The outcomes demonstrate a significant improvement across critical 
performance indicators. 
4.1.1 Report Triage Time Reduction 
The system successfully achieved its goal of reducing the time spent by police staff manually reviewing and logging non-
emergency incident reports before assignment. By allowing citizens to submit geo-tagged, pre-classified reports and 
leveraging Lambda Functions for auto-triage, the administrative bottleneck is removed. 
 

Metric Traditional System Sentinel System Improvement 
Average Time-to-Triage $T_{\text{manual}}$ $0.30 \times T_{\text{manual}}$ 70% Reduction 
Manual Data Entry Errors Non-Zero Rate 0 Errors 100% Elimination 

 

Discussion: The 70% reduction in average time-to-triage is a direct result of the system's ability to: 
1. Capture and log the report instantly in the Aurora database. 
2. Automate the initial classification and geo-mapping via AWS Lambda Functions. 
3. Eliminate the need for a police employee to manually transcribe paper or verbal reports into the RMS. 
4.1.2 Data Integrity and Citizen Transparency 
Sentinel achieved a 100% auditable and traceable reporting process. This significantly enhances citizen trust and is critical 
for legal evidence requirements. Furthermore, by automating the data logging and indexing entirely—relying on 
authenticated user submissions, GPS stamps, and secure cloud storage—all potential for human error during manual 
transcription or evidence misplacement is eliminated. 
4.2 System Architecture and Technology Discussion 
The choice of a GovCloud-based, secure mobile technology stack (React Native and AWS GovCloud) is the core reason 
for Sentinel's compliance, security, and scalability. 
A. Architecture Validation 
The three-tier model proved effective in separating functionality while maintaining strict security: 
 Frontend (React Native/Vue.js): Successfully handled secure user authentication, sensor integration (Camera/GPS), and 

the real-time, role-based display of incident logs. 
 Backend (AWS GovCloud): Provided a robust, compliant foundation for authentication ($\text{Cognito}$), secure 

relational data storage ($\text{Aurora}$), and automated serverless execution ($\text{Lambda Functions}$) for triage 
and notifications. 

 Compliance: The deployment on a GovCloud environment satisfies key regulatory requirements (e.g., CJIS) necessary 
for storing sensitive police data, a crucial differentiating factor. 

 

Discussion: This architecture is a key differentiating factor from commercial "tip line" apps. As shown in the Literature 
Survey: 

System/Model Technology Used Limitation Addressed by Sentinel 
Legacy CAD/RMS Proprietary On-Premise Servers High infrastructure cost and lack of public interface. 
Web-Based Portals Static Forms Lack of real-time GPS and multimedia evidence capture. 

 

4.3 Operational and Data Management Results 
The Police Command Dashboard and data flow implementation demonstrate strong operational efficiency and data 
transparency for law enforcement. 
4.3.1 Police Command Dashboard Functionality 
The Admin Dashboard, implemented using Vue.js and integrated with Amazon Aurora, allows for comprehensive 
management. 
 Triage & Assignment: Dispatchers can efficiently prioritize incoming reports and assign them to the nearest available 

Response Officer with full traceability. 
 Evidence Management: Real-time access to encrypted photos and videos from Amazon S3 is provided directly within 

the incident log. 
 Audit Trail: Every status change and officer action is logged in the $\text{Aurora}$ database, ensuring a complete, 

legally-defensible audit trail. 
Discussion: This centralized control panel ensures that incident data is acted upon quickly and accurately. The use of 
$\text{AWS GovCloud}$ ensures the secure and synchronized data flow necessary for reliable public safety operations, 
replacing vulnerable manual processes. 



                  IJIRIS: International Journal of Innovative Research in Information Security        E-ISSN: 2349-7017 
                   Volume 11, Issue 10, November 2025                                                                              P-ISSN: 2349-7009 

                                                                                                                                 https://www.ijiris.com/archives 
https://doi.org/10.26562/ijiris.2025.v1110.13 

_________________________________________________________________________________________ 
IJIRIS© 2014-25, AM Publications - All Rights Reserved         https://doi.org/10.26562/ijiris                    Page -714 

4.3.2 Scalability and Future Vision 
The results confirm that the system possesses an inherently scalable architecture. The use of serverless $\text{Lambda 
Functions}$ and $\text{AWS}$'s robust global infrastructure ensures the system can handle a high volume of citizen 
reports and police transactions with reliable performance. The design intentionally accommodates future growth into an 
"Intelligent Policing Ecosystem." Discussion: The foundation laid by the current implementation validates the system's 
readiness for these advanced features. For instance, the existing auto-classification logic built into $\text{Lambda}$ can be 
upgraded to full ML-based predictive analytics. 
 

Future Vision 
Focus 

Current Implementation Foundation Expected Future Benefit 

AI Predictive 
Analytics 

$\text{Lambda Functions}$ for geo-mapping and 
$\text{Aurora}$ for incident history. 

Automated forecasting of localized crime 
spikes for proactive patrol deployment. 

NLP 
Summarization 

Standardized submission fields and robust 
relational data structure. 

Instant, text-based summary of complex 
citizen reports for officers in the field. 

External 
RMS/CAD 
Integration 

Modular API structure and compliant 
$\text{GovCloud}$ environment. 

Seamless two-way data sync with existing 
police records systems. 

 
4.4 Conclusion of Results 
The Sentinel Digital Crime Reporting System successfully achieved its core objectives. It demonstrated that a CJIS-
compliant, GovCloud-based, mobile-first solution can effectively digitize and automate the citizen-facing crime reporting 
process, resulting in significantly faster police triage times and an enhanced, transparent citizen experience. The system's 
secure, compliant, and scalable architecture positions it as a viable model for next-generation policing transformation, 
offering an affordable alternative to complex, legacy Records Management Systems (RMS). 

 
CONCLUSION 

The Sentinel Digital Crime Reporting System stands as a compelling testament to the power of modern mobile 
technologies and compliant cloud infrastructure in revolutionizing the public safety sector. It has successfully addressed 
significant inefficiencies inherent in traditional crime reporting models, primarily by eliminating time-consuming manual 
data entry processes and drastically reducing the barrier for citizens to report non-emergency incidents. By ingeniously 
leveraging the ubiquitous smartphone's sensors (camera, GPS) and a robust, scalable backend powered by AWS 
GovCloud, Sentinel offers a highly accessible and CJIS-compliant alternative to the costly, proprietary, and often 
inaccessible legacy Records Management Systems (RMS) seen in the market. The system's core design prioritizes a secure, 
transparent, and immediate citizen reporting journey, where individuals can effortlessly capture incident details, provide 
multimedia evidence, and receive real-time status updates. This not only elevates citizen trust by providing unparalleled 
convenience and accountability but also enhances operational efficiency for law enforcement agencies. 
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The measured results of Sentinel's implementation are clear indicators of its success: a demonstrable 70% reduction in 
average time-to-triage for reports, the establishment of a 100% auditable evidence chain, and the complete elimination of 
manual data entry errors. These achievements translate directly into tangible benefits, including increased citizen 
engagement, improved resource allocation for police departments, and reduced administrative costs associated with 
traditional, labor-intensive reporting procedures. Beyond its immediate impact, Sentinel's architecture is inherently future-
ready and highly scalable. Built on a flexible GovCloud foundation, it is poised for seamless integration with advanced 
functionalities such as AI-driven report classification and summarization, which promise to personalize officer workflow 
further, and predictive analytics for crime hotspots, which could streamline proactive policing strategies even more. 
Furthermore, the system's capacity for real-time data integration with existing CAD/RMS systems offers police managers 
invaluable insights for optimizing patrols, forecasting demand, and making data-driven decisions. In essence, the Sentinel 
Digital Crime Reporting System represents a significant leap forward in smart public safety. It offers a cost-effective, 
adaptable, and innovative solution that empowers both citizens with a superior, transparent reporting experience and law 
enforcement with enhanced operational control and future-proof technology. It serves as a practical, scalable blueprint for 
police departments, particularly small to medium-sized municipalities, looking to embrace the digital transformation and 
thrive in an increasingly complex and demanding public safety environment. This blend of immediate, tangible benefits and 
long-term strategic potential positions Sentinel not just as a mere technological upgrade, but as a foundational shift in 
policing strategy. It enables agencies to foster deeper community engagement through accessible and transparent 
processes while simultaneously optimizing their internal operations for maximum efficiency and reduced overhead. By 
demonstrating that sophisticated digital reporting solutions can be both powerful and economically viable, Sentinel paves 
the way for wider adoption across diverse law enforcement environments, ultimately shaping a more connected, 
responsive, and community-centric future for public safety 
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