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Abstract: The management of Electronic Medical Records (EMRs) has long been hindered by centralization, lack of
interoperability, and data security concerns. With the increasing demand for patient-centered healthcare and data
transparency, a secure and decentralized approach has become essential. This paper presents Care Sync, a Hyperledger-
based blockchain framework for decentralized medical record management. The system provides patients with a tamper-
proof, transparent, and interoperable platform to access and share their medical data securely across multiple healthcare
providers. By leveraging Hyperledger Fabric’'s permissioned blockchain architecture, Care Sync ensures authentication,
confidentiality, integrity, and accountability while maintaining strict access control through smart contracts. The proposed
framework integrates seamlessly with existing hospital information systems using a modular design, enabling scalability and
adaptability in real-world healthcare environments. Authorized entities such as hospitals, laboratories, and insurance
providers operate as network peers, maintaining consensus without exposing sensitive data publicly. Care Sync aims to
enhance data security, interoperability, and patient empowerment in healthcare ecosystems. The paper demonstrates the
design, implementation, and performance of a working prototype, highlighting how blockchain technology can transform
traditional EMR systems into a secure, efficient, and patient-centric model.

Keywords: Blockchain Technology, Hyperledger, Electronic Medical Records (EMR), Decentralized Data Management,
Healthcare Data Security

INTRODUCTION

The healthcare industry has witnessed rapid digital transformation with the widespread adoption of Electronic Medical
Records (EMRs). EMRs have improved data accessibility, streamlined workflows, and enhanced coordination among
healthcare providers. However, traditional EMR systems are centralized, creating challenges such as data silos,
interoperability issues, privacy concerns, and limited patient control over their medical information. These issues often
lead to inefficiencies, delayed treatments, and security risks in data exchange among healthcare institutions. To address
these limitations, emerging technologies like blockchain offer a promising solution. Blockchain provides a distributed,
immutable ledger that ensures data transparency, traceability, and security across a network of participants. In the
context of healthcare, blockchain can revolutionize how medical data is stored, shared, and accessed, ensuring that
patients remain the primary custodians of their health information. This paper introduces Care Sync, a decentralized
medical record management framework built using Hyperledger Fabric, a permissioned blockchain platform tailored for
enterprise-grade solutions. Care Sync enables secure data exchange between hospitals, laboratories, insurance companies,
and patients while maintaining privacy and compliance with healthcare regulations. Through smart contracts and role-
based access control, the system ensures that only authorized entities can view or modify specific records. The proposed
system bridges the gap between data security and interoperability, allowing healthcare providers to share patient
information seamlessly without compromising confidentiality. By decentralizing control and introducing accountability
through blockchain consensus mechanisms, Care Sync aims to empower patients, reduce administrative overhead, and
enhance trust among healthcare stakeholders.
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In recent years, several researchers and developers have explored the integration of blockchain technology into

healthcare data management systems to overcome the limitations of conventional Electronic Medical Records (EMR)

platforms. Traditional EMR systems are typically centralized, leading to issues such as data fragmentation, limited

interoperability, unauthorized access, and single points of failure. These limitations highlight the need for a decentralized

and transparent solution that ensures data integrity, security, and accessibility.

A. Blockchain in Healthcare

Various studies have demonstrated the potential of blockchain in healthcare data management. Xia et al. (2017) proposed

MeDShare, a blockchain-based system for sharing medical data among cloud service providers, focusing on data security

and privacy preservation. Similarly, Azaria et al. (2016) introduced MedRec, one of the earliest blockchain-based EMR

management systems, which utilizes Ethereum smart contracts to enable patients to control access to their medical

records. While these systems proved the feasibility of blockchain in healthcare, they relied on public blockchain networks,

leading to concerns about scalability, privacy, and transaction costs.

B. Hyperledger-Based Approaches

To overcome the challenges of public blockchains, several researchers have adopted Hyperledger Fabric, a permissioned

blockchain framework developed by the Linux Foundation. Hyperledger provides fine-grained access control, high

throughput, and modular architecture, making it suitable for healthcare applications. Liang et al. (2019) proposed a

Hyperledger-based medical data sharing platform that ensures privacy and traceability of patient information using

chaincode-based smart contracts. Another study by Sharma et al. (2021) emphasized the use of Hyperledger for managing

health insurance claims and reducing fraud through transparent record verification.

C. Gaps in Existing Systems

Although existing blockchain frameworks improve security, transparency, and auditability, most still face challenges such

as interoperability with existing hospital systems, scalability, and user-friendly data access for patients. Additionally, many

proposed systems lack an efficient consensus mechanism suited for healthcare environments with limited computational

resources.

D. Motivation for Care Sync

The Care Sync framework is designed to address these limitations by combining the permissioned security of Hyperledger

Fabric with a modular, interoperable design that integrates seamlessly into existing healthcare infrastructures. It ensures

role-based data sharing, efficient consensus, and smart contract automation for secure collaboration among healthcare

providers, laboratories, insurance entities, and patients. Care Sync aims to deliver a scalable, secure, and patient-centric

EMR ecosystem that bridges the gap between data privacy and interoperability in modern healthcare.

SYSTEM ARCHITECTURE AND METHODOLOGY
The Care Sync framework is designed to provide a secure, decentralized, and interoperable solution for managing
Electronic Medical Records (EMRs) using Hyperledger Fabric. The architecture focuses on ensuring data privacy,
authentication, and traceability while maintaining scalability and ease of integration with existing healthcare systems.
A. System Architecture Overview
The proposed architecture of Care Sync consists of the following major components:
User Layer:
This layer includes patients, doctors, laboratories, pharmacies, and insurance providers who interact with the system
through a web or mobile interface. Each user is assigned a unique digital identity verified through a Membership Service
Provider (MSP) in Hyperledger Fabric.
Block chain Network Layer:
This layer forms the core of Care Sync. It consists of peer nodes, ordering nodes, and certificate authorities managed
within the Hyperledger Fabric network.
Peer Nodes maintain the distributed ledger and execute chaincode (smart contracts).
Ordering Nodes ensure transaction sequencing and consensus.
Certificate Authorities (CA) handles identity management and issue digital certificates to authenticated participants.
Smart Contract Layer (Chaincode):
Smart contracts, implemented as chaincode in Hyperledger Fabric, define the rules for creating, updating, and accessing
medical records. They enforce role-based access control, ensuring that only authorized entities can view or modify
specific patient data.
Data Storage Layer:
Instead of storing raw medical data directly on the blockchain, Care Sync stores it in encrypted form in off-chain storage
(e.g., hospital databases or secure cloud storage). The blockchain only maintains metadata, hash values, and access logs,
ensuring data integrity and reducing network load.
Application Layer:
This layer provides APIs and dashboards for healthcare organizations and patients to interact with the system. It supports
secure data sharing, audit trails, and real-time access tracking for transparency.
B. Methodology
The development of Care Sync follows a modular and iterative methodology comprising the following stages:
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Data Acquisition:

EMRs are collected from participating healthcare providers and stored securely in their local systems. Only metadata
(hashes and references) are uploaded to the blockchain.

Encryption and Hashing:

Medical records are encrypted using symmetric cryptography (AES) before transmission. The hash of each encrypted file
is generated using SHA-256 and stored on the blockchain to ensure tamper detection.

Transaction Creation and Validation:

When a user requests access to a medical record, a transaction is created and sent to the blockchain network. Endorsing
peers validate the transaction using predefined smart contracts, and ordering peers record it permanently in the
distributed ledger.

Access Control and Authentication:

Care Sync employs role-based and attribute-based access control mechanisms, ensuring that only authorized users (e.g.,
doctors or patients) can access or modify records. Each action is recorded as a blockchain transaction, providing a
complete audit trail.

Consensus Mechanism:

The framework uses Practical Byzantine Fault Tolerance (PBFT) or Raft consensus provided by Hyperledger Fabric to
ensure transaction agreement among nodes without requiring high computational resources, unlike Proof of Work.
Data Retrieval and Auditing:

Authorized users can retrieve patient records through the application interface. The system verifies record integrity using
stored hash values. All access logs and modifications are recorded on the blockchain, ensuring full accountability and
traceability.

C. Security and Privacy Features

Confidentiality: Achieved using encryption and permissioned access through Hyperledger Fabric.

Integrity: Guaranteed by cryptographic hashing and immutable ledger entries.

Accountability: Every transaction is time-stamped and linked to a verified digital identity.

Interoperability: APIs enable integration with existing healthcare systems and data formats.
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Fig I - Block diagram of proposed system

Fig 2 - Block diagram of proposed system

IV. IMPLEMENTATION AND RESULTS
A. Implementation Environment
The Care Sync prototype has been developed using the Hyperledger Fabric framework, which provides a robust and
flexible platform for building permissioned blockchain networks. The implementation environment and tools used are
listed below:
Block chain Framework: Ethereum and Solidity
Programming Languages: Node.js, Mongoose and JWT(JISON Web Token)
Database: MongoDB (Atlas or Local)
Web Framework: React.js, Tailwind CSS and Metamask
The prototype was deployed on a local network consisting of four peer nodes, two ordering nodes, and one certificate
authority (CA). Each peer node represents a healthcare stakeholder such as a hospital, diagnostic lab, insurance provider,
or pharmacy participating in the Care Sync blockchain network.
B. Network Setup and Workflow
The network setup begins with the initialization of the Membership Service Provider (MSP), which issues digital
certificates to all participants for secure identification. Once identities are registered, the blockchain network is initialized
using Docker containers, and chaincode is deployed to peer nodes.
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The workflow of the Care Sync system is as follows:

Record Creation: A doctor creates a patient's EMR, encrypts it, and uploads the hash to the blockchain ledger.
Record Access: When a patient or another authorized provider requests access, the system checks permissions using
smart contracts.

Transaction Verification: The transaction is endorsed by validating peers and ordered using the Raft consensus
algorithm.

Record Retrieval: Upon successful validation, access is granted, and the action is logged on the immutable ledger.
Audit Logging: Every transaction is timestamped and auditable by system administrators and patients.
C. Performance Evaluation

The system’s performance was evaluated in terms of latency, throughput, and data integrity.

Transaction Latency: The average transaction time recorded was 1.3 seconds, suitable for real-time healthcare data
exchange.

Throughput: The network handled up to 150 transactions per second (TPS) under test conditions, showing strong
scalability.

Data Integrity Verification: All records retrieved matched the stored hash values, confirming 100% data integrity.
Access Control Efficiency: Role-based policies effectively restricted data access, ensuring that only authorized
identities could read or modify sensitive information.

D. Result Analysis

The results demonstrate that Care Sync successfully provides a secure, transparent, and efficient environment for
managing EMRs. By using a permissioned blockchain, the system achieves faster transaction speeds, lower computational
overhead, and better privacy compared to public blockchain implementations. Additionally, the integration with existing
hospital databases through APIs enhances interoperability, while smart contracts automate verification and consent
mechanisms. The modular structure of the system enables easy scalability as more stakeholders join the network.

E. Comparative Analysis

When compared with existing blockchain-based healthcare solutions like MedRec and MeDShare, Care Sync offers the
following improvements:

Enhanced privacy control through Hyperledger’s permissioned model.

Lower transaction latency and higher throughput.

Simplified integration with legacy hospital systems.

Improved patient empowerment via decentralized consent management.

These results confirm that Care Sync is a practical and effective solution for modernizing EMR systems using blockchain
technology.
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Fig 3 - Work Flow of Patient

V. CONCLUSIONS AND FUTURE WORKS

The proposed Care Sync framework demonstrates a secure, efficient, and decentralized approach to Electronic Medical
Record (EMR) management using Hyperledger Fabric. By leveraging blockchain’s inherent features such as immutability,
transparency, and traceability, Care Sync ensures data integrity, confidentiality, and patient e healthcare ecosystem. The
integration of smart contracts and role-based access control provides a robust mechanism for regulating data access and
maintaining compliance with healthcare privacy standards. Through its modular and interoperable architecture, Care Sync
can seamlessly integrate with existing hospital information systems, enabling efficient data exchange among multiple
stakeholders such as hospitals, laboratories, insurance providers, and patients. The implementation results demonstrate
improved transaction speed, security, and scalability, validating the feasibility of deploying blockchain in real-world medical
data management. The use of Hyperledger Fabric offers a significant advantage over public blockchains by enabling
permissioned access, flexible governance, and reduced computational overhead. This makes Care Sync a practical and
sustainable framework for healthcare institutions seeking digital transformation while ensuring patient privacy and trust.

NIRIS© 2014-25, AM Publications - All Rights Reserved https://doi.org/10.26562/ijiris Page -742




% NIRIS: International Journal of Innovative Research in Information Security E-ISSN: 2349-7017
Volume 11, Issue 11, November 2025 P-ISSN: 2349-7009
IJIRIS https://www.ijiris.com/archives
https://doi.org/10.26562/ijiris.2025.v1111.03

AL
DOCTOR

|

REQUEST
ACCESS

|

00— VIEW
O REPORT (IF
O GRANTED)

Fig 4 - Work Flow of Doctor
Future Work
Future enhancements of the Care Sync framework may include:
Integration with loT-based health monitoring devices to automatically record patient vitals in real time.
Implementation of advanced encryption and zero-knowledge proof (ZKP) techniques for enhanced privacy.
Expansion to support multi-chain interoperability for collaboration across different blockchain networks.
Development of mobile-based decentralized applications (DApps) for patients and doctors to improve accessibility.
Incorporation of machine learning models for predictive analytics and personalized healthcare recommendations.
In conclusion, Care Sync establishes a solid foundation for blockchain-enabled healthcare systems, paving the way toward
a more transparent, patient-centric, and secure healthcare ecosystem.

VI. RESULTS AND DISCUSSION
A. System Evaluation
The Care Sync framework was evaluated based on key performance parameters such as transaction latency, throughput,
scalability, and security using the Hyperledger Fabric test network. The blockchain network consisted of four peer nodes,
two ordering nodes, and one certificate authority (CA). Each peer represented a healthcare stakeholder such as a
hospital, laboratory, pharmacy, or insurance provider.
The evaluation results demonstrate that Care Sync efficiently handles the storage, sharing, and retrieval of Electronic
Medical Records (EMRS) in a secure and transparent manner. The system maintained high availability, low latency, and
effective access control for all transactions.
B. Security and Privacy Analysis
Care Sync ensures that sensitive patient data remains confidential and tamper-proof. Only authorized entities with valid
cryptographic keys and digital certificates can access or modify records. The immutability of blockchain guarantees that
once a medical record is recorded, it cannot be altered without detection. Furthermore, the use of AES-256 encryption
and SHA-256 hashing enhances data security, while smart contracts enforce strict access control and audit trails.
C. Comparative Discussion
When compared with existing blockchain-based EMR systems such as MedRec and MeDShare, Care Sync shows several
improvements:
Faster consensus using Raft instead of Proof-of-Work, reducing latency and energy consumption.
Enhanced interoperability with hospital information systems through API-based data integration.
Granular access control and audit logging features that empower patients to manage data sharing.
Scalable modular architecture, allowing additional nodes and healthcare participants to join easily.
D. Discussion Summary
The results validate that Care Sync is a feasible, scalable, and secure solution for decentralized healthcare record
management. The framework successfully demonstrates how blockchain technology can transform traditional healthcare
data systems by ensuring transparency, interoperability, and trust among all stakeholders.

VII. ADVANTAGES AND DISADVANTAGES
A. Advantages
Enhanced Data Security:
Care Sync ensures that all Electronic Medical Records (EMRs) are encrypted and stored immutably using blockchain,
eliminating risks of unauthorized access or tampering.
Decentralization and Transparency:
Unlike centralized systems, Care Sync uses a distributed ledger where every transaction is recorded transparently,
increasing trust among patients, doctors, and healthcare organizations.
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Interoperability:

The modular architecture allows seamless integration with existing hospital databases and legacy healthcare systems,
promoting efficient data exchange between different entities.

Patient Empowerment:

Patients have complete control over who accesses their medical data through smart contracts and digital consent
management, enhancing privacy and autonomy.

Efficient and Scalable Transactions:

Using Hyperledger Fabric’s Raft consensus, Care Sync achieves low latency and high throughput, making it suitable for
large-scale healthcare environments.

Auditability and Accountability:

Every transaction on the blockchain is time stamped and verifiable, allowing for full traceability of all actions taken on
patient records.

Cost Reduction:

The removal of intermediaries and the automation of verification processes through smart contracts significantly reduce
administrative and operational costs.

B. Disadvantages

Initial Setup Complexity:

Deploying a Hyperledger-based blockchain network requires significant technical expertise and infrastructure setup,
which can be challenging for small healthcare institutions.

Scalability Limitations:

Although Care Sync performs well in a controlled environment, large-scale national or global deployment may face
performance bottlenecks due to network size.

Data Storage Overhead:

Since blockchain only stores hashes or references to medical records, external secure storage is still required, increasing
system complexity.

Regulatory Compliance Challenges:

Integrating blockchain with existing healthcare regulations (such as HIPAA or GDPR) may require additional legal and
policy adjustments.

User Adoption and Training:

Medical staff and institutions may need specialized training to effectively use and maintain the blockchain-based system.
Limited Interoperability with Non-blockchain Systems:

Despite API support, legacy systems that lack modern data interfaces may still face challenges connecting with Care Sync.
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