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Abstract: Manipulated medical images create an integrity problem that cannot be addressed by image classification alone.
A useful verification workflow must distinguish suspicious scans, identify potentially altered regions, and present any
disagreement with the accompanying report without treating an automated prediction as a diagnosis. This paper presents
Medical Deepfake Detector, a proposed framework combining generative adversarial network (GAN)-assisted training,
convolutional neural network (CNN) classification, You Only Look Once (YOLO)-based localization, and natural language
processing (NLP)-based report analysis. CT and MRI images from the principal scope, while chest X-ray examples are
discussed as an additional application requiring separate validation. Synthetic manipulations support offline training;
classification and localization provide complementary forensic outputs; and report analysis extracts findings for a
conditional consistency check. A chatbot-oriented interface consolidates these outputs for human review. The paper
presents the architecture, methodology, implementation specification, threat model, and evaluation protocol. The
available project report contains illustrative examples and inference snippets but does not provide dataset counts, trained
checkpoints, experiment logs, or numerical benchmarks. Accordingly, the results are presented as qualitative observations
rather than validated performance claims. The framework establishes a basis for evaluating multimodal medical-image
integrity while making its evidence limitations and clinical boundaries explicit.
Index Terms: medical deepfake detection, medical image integrity, generative adversarial networks, convolutional neural
networks, YOLO, natural language processing, report consistency, explainable interface

I. INTRODUCTION
Medical-image integrity is important wherever diagnostic scans are stored, transferred, or interpreted. A manipulated
image can retain a plausible appearance while changing the evidence available to a reviewer. CT-GAN demonstrated that
deep-learning-based manipulation can insert or remove indications of disease in volumetric CT images, establishing a
concrete motivation for medical-image forensics [1]. Detecting such changes is different from identifying whether an
image contains an abnormality: a genuine abnormal scan must not be labeled a forgery simply because its anatomy is
unusual. The Medical Deepfake Detector project addresses this distinction through a modular verification workflow. The
proposed system accepts medical scans and, when available, corresponding reports; prepares the inputs; estimates image-
level tampering; highlights suspicious regions; and presents the evidence through an interactive interface. GAN-assisted
data generation is confined to model development. CNN and YOLO components address classification and localization,
respectively, while an NLP component structures the accompanying report for further comparison. The central research
question is whether these complementary signals can be integrated into an interpretable integrity-review process without
conflating tampering, disease, and textual disagreement. A report mismatch may indicate an incorrect pairing, an
incomplete description, or a model error rather than image forgery. Conversely, a manipulated image and a jointly edited
report may agree. The system therefore treats report consistency as supporting evidence, not as an authenticity
guarantee.
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This manuscript develops the architecture described in the project report into a research-oriented specification. It
preserves the principal modules while distinguishing documented design choices from proposed evaluation refinements. It
does not claim a new CNN architecture, a new object detector, or experimentally established superiority. Its
contribution is the integration specification and the explicit separation of what each module predicts, what evidence is
available, and what must be measured before practical deployment.
Il. RELATED WORK

A. Medical-image manipulation and forensic detection
Mirsky et al. introduced CT-GAN to demonstrate malicious changes to three-dimensional medical imagery [1]. Their
work motivates the threat model, but its attack results are not detection results for the present project. A detector
trained on a single manipulation process also requires testing against other processes before broad robustness can be
claimed. Zhou et al. studied image manipulation using complementary content and noise features [2]. Their two-stream
approach emphasizes that tampering artifacts differ from ordinary semantic objects. This distinction informs the present
design: a localizer must be trained on manipulated regions rather than merely on lesions, organs, or other visible
structures. Findings from general image-forensics benchmarks do not establish performance on CT or MRI data.
B. Generative learning and CNN feature extraction
Goodfellow et al. introduced adversarial learning with a generator and discriminator [3]. In this project, GANs are
proposed as a source of labeled synthetic examples for defensive training, not as an online verification stage. The resulting
synthetic data require provenance tracking and separation from the final evaluation set. Residual networks [4] and densely
connected networks [5] provide candidate CNN backbones. The project report names ResNet and DenseNet as
alternatives but does not identify a selected variant or a reproducible training configuration. Their relevance here is as
established feature-extraction architectures; the project cannot inherit their published benchmark performance without
task-specific experiments.
C. Region localization
YOLO formulates object detection as prediction of spatial bounding boxes and associated class information [6]. This
makes a YOLO-based model a candidate for displaying suspicious image regions. However, using a YOLO implementation
does not by itself make a system a forgery detector. The target labels, annotations, training data, and validation procedure
must specifically represent medical-image tampering. The original YOLO publication is cited as an architectural
foundation, not as documentation of the exact version proposed in the report.
D. Report understanding
BERT provides a contextual language representation that can be adapted to downstream text tasks [7]. CheXbert
demonstrates a report-labeling application combining automatic labels with expert annotations in the chest X-ray domain
[8]. These studies support treating report interpretation as a separately evaluated NLP problem. They do not establish
that a language model can verify image authenticity, or that a chest X-ray report labeler transfers directly to CT and MRI.
Table | summarizes the connection between these foundations and the proposed framework. The comparison concerns
task relevance rather than a numerical ranking across incompatible datasets.

Table | - Literature Foundations and Their Role in the Proposed Framework

Work Established contribution Role in this project Boundary of applicability
CT-GAN [1] |Demonstrates manipulation of | Motivates insertion/removal An attack demonstration is not
volumetric medical imagery. threats and defensive evidence of this detector’s
evaluation. accuracy.
Image forensics | Combines content and noise Motivates forensic features General-image results require
[2] cues for tampered-region and region-level supervision. separate medical-domain
detection. validation.
GANSs [3] Introduces adversarial Supports the proposed offline | Synthetic examples alone do not
generative learning. synthetic-data component. | establish real-world generalization.
ResNet / Provides residual and dense Supplies candidate image- No project-specific backbone
DenseNet[4],[5] feature-extraction classification backbones. comparison or checkpoint is
architectures. supplied.
YOLO [6] Predicts bounding boxes and Provides a foundation for Forgery-specific training and
class information in a unified | suspicious-region localization. annotations remain necessary.
detector.
BERT/CheXbert| Supports contextual text Informs structured report Text extraction is not visual
[71,[8] modeling and radiology-report | extraction and comparison. | diagnosis or proof of authenticity.
labeling.

I1l. RESEARCH GAP AND CONTRIBUTIONS
The project-level gap is the absence of an explicitly defined connection between a scan-level authenticity score, a localized
tampering prediction, and the meaning of the accompanying text. Simply placing these modules in sequence leaves
important questions unanswered: what a bounding box represents, how a textual statement is aligned with an image
finding, and what happens when one module is unavailable or uncertain. The proposed framework makes four design
contributions. First, it separates offline synthetic-data preparation from online inference. Second, it preserves classification
and localization as distinct outputs rather than assuming that a global label provides spatial evidence.
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Third, it defines report checking as conditional on a matched study and an appropriate source of visual findings. Fourth, it
specifies an evaluation plan that separates classification, localization, text extraction, consistency checking, and interface
behavior. These are integration and evaluation contributions, not claims of a first-of-its-kind system or of improved
accuracy over published methods. Demonstrating an empirical contribution requires the experiments described later in
the paper.

IV.SYSTEM ARCHITECTURE
A. Input and data preparation
The principal inputs are CT or MRI images and an optional corresponding radiology report. Each processing request
should retain a study identifier, modality, image dimensions, and preprocessing record. A report must be paired with the
same study before semantic comparison is attempted. An absent or unverified report should disable only the report-
comparison branch, not silently force an inconsistent label. The report’s example classifier uses a two-dimensional image
resized to 224x224 pixels. This establishes the scope of the supplied inference illustration, not a validated volumetric
pipeline. Supporting complete CT or MRI studies requires an explicit choice of slice selection, inter-slice context, and
study-level aggregation. Those choices are not documented in the supplied implementation material.
B. Image-analysis branches
The CNN branch outputs an image-level tampering score. The YOLO branch outputs candidate manipulated regions and
their scores. Figure 1 represents these as parallel branches after preprocessing. This resolves the report’s mixture of
sequential block-diagram descriptions and parallel architecture descriptions without requiring one model’s prediction to
become another model’s input. Keeping the branches separate makes disagreement observable. A global classifier may flag
an image for which the localizer finds no region. That outcome should trigger review rather than fabrication of a bounding
box. Similarly, a localizer may identify a region while the global score remains below its decision threshold.
C. Text-analysis and consistency branch
The text branch extracts findings, anatomical locations, laterality, and assertion status where supported by its label
schema. Consistency checking then requires comparable visual findings. A tampering classifier and a forgery localizer do
not necessarily predict whether a tumor, lesion, or other pathology is present. The architecture therefore includes a
conditional visual-finding source, such as a separately validated finding model or an expert annotation. This dependency is
a proposed clarification, not a demonstrated module in the supplied code. When that source is missing, the interface may
display extracted report statements but should mark image—report consistency as not assessed. This avoids treating a
suspicious-region box as a diagnosis or assuming that every localized alteration corresponds to the same clinical concept.
D. Aggregation and presentation
The aggregator preserves each branch’s status and displays a concise explanation. The intended output comprises an
image-level prediction, a suspicious-region overlay when available, extracted report findings, the consistency status, and
processing limitations. The chatbot is a presentation layer over these structured results. It should not create clinical
findings beyond those supported by the modules or the supplied report.
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Fig. 1. Proposed verification architecture. GAN-assisted data generation is an offline activity used to develop the image
models, not an online inference step. The dashed arrow denotes an additional visual-finding dependency needed for
semantic report comparison; this component is not demonstrated by the supplied inference snippets.
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V. METHODOLOGY
A. Dataset construction and provenance
The project proposes authentic scans from public repositories, corresponding reports, and synthetic manipulated
examples, but supplies no named dataset release or case inventory. Before training, each record should include its source,
modality, study grouping, authenticity label, manipulation label where applicable, and permission for research use. Report
availability and pairing quality should be recorded separately from image labels. Localization requires annotations
describing the altered region rather than an unrelated abnormality. Original scans, derived images, synthetic variants, and
slices from the same patient must remain in the same data partition. This is a proposed experimental safeguard, not a
description of a completed split. The dataset should include genuine abnormal scans as negative examples for the forgery
task. Otherwise, a classifier could learn to associate pathology with manipulation. Cases with normal anatomy, genuine
pathology, image artifacts, and different acquisition conditions should be distinguishable in the evaluation inventory.
B. Preprocessing
Preprocessing includes input validation, resizing where appropriate, and intensity normalization. For the supplied two-
dimensional inference example, the report describes resizing and division by 255. That operation assumes an image
representation compatible with the chosen intensity scale; it is not a complete specification for arbitrary medical-image
formats. The implementation must document supported formats and transformations, and apply training-consistent
preprocessing at inference. The project also proposes noise removal and Error Level Analysis (ELA). These should be
treated as optional experimental branches rather than universally beneficial steps. Any operation that changes the image
may also change the traces used by a forensic model. The ELA branch should be evaluated only for explicitly documented
image encodings and recompression settings, with a no-ELA baseline. No evidence in the report establishes its utility
across all supported modalities.
C. GAN-assisted training
The GAN component is intended to supplement the training set with controlled manipulated examples. Its role is to
increase the variety of forensic labels available for model development, not to prove that the training distribution captures
all realistic attacks. Generated files should be marked as synthetic and kept separate from clinical records. The generation
process should use only the training partition for model fitting. A comparison between training with and without synthetic
augmentation is required to establish whether the additional examples help. Testing should also include manipulation
sources not used to construct the training data. Generator configuration, source-image grouping, and synthetic-to-
authentic proportions remain unspecified in the report and must be recorded before the experiment is reproducible.
D. Image-level classification
Let s_fake(l) denote the CNN score for image I, with larger values indicating greater predicted tampering likelihood. A
binary decision can be written as
9(1) = 1[ s_fake(l) 2 t_cls ], Q)
where 1_cls is selected using validation data. The report’s example uses a threshold of 0.5, but provides no calibration
study or class-label mapping artifact. Evaluation should confirm the score interpretation before selecting an operating
threshold. A raw model score should not be described as a validated probability of forgery. ResNet and DenseNet are
candidate backbones, not simultaneously verified components. Training must specify the selected architecture,
initialization, loss, optimizer, learning-rate schedule, augmentation, stopping rule, and random seed. These details should
accompany the checkpoint used for all reported test results.
E. Suspicious-region localization
The localization branch returns bounding boxes with associated tampering scores. Training examples must identify altered
regions, and negative examples must include authentic scans with legitimate abnormalities. The system should preserve
the distinction between a suspected edit and the pathology that the edit might depict. Bounding boxes must be mapped
back from model coordinates to the original display coordinates. Resize factors, padding, and cropping parameters
therefore belong in the preprocessing record. An empty set of boxes means that no region met the chosen detector
threshold; it is not proof that the complete image is authentic. The model variant and its thresholds are configuration
details to be validated, not inferred from the name YOLO alone.
F. NLP-based consistency analysis
Report analysis begins by extracting a structured representation of relevant statements. At minimum, it should distinguish
a finding from its assertion status. For example, “lesion present,” “no lesion,” and “cannot exclude a lesion” should not
collapse to the same keyword label. Anatomy, laterality, and study context should be preserved where available. The
proposed comparison uses three states: consistent, inconsistent, or not assessed. A comparison is assessed only when the
report is correctly paired and the visual-finding source supports the same concept and anatomical scope. An unavailable
visual finding, unsupported concept, or uncertain pairing produces not assessed. Expert-labeled image—report pairs are
required to evaluate this decision process. Consistency does not establish authenticity. A matching image and report may
both be wrong, and a mismatch may arise without malicious modification. The interface should expose conflicting
statements rather than convert every mismatch into a fake-image label.
VI. IMPLEMENTATION
A. Proposed software organization
The report identifies Python as the main language; TensorFlow or PyTorch for deep learning; OpenCV for image
operations; Flask or FastAPI for the backend; and NLP libraries for report processing. It also lists web technologies and
Streamlit as interface options. These alternatives describe a development plan rather than a fixed, versioned deployment
stack.

NIRIS: ©2014-26, AM Publications, India - All Rights Reserved https://doi.org/10.26562/ijiris Page-346




% NIRIS: International Journal of Innovative Research in Information Security E-ISSN: 2349-7017
Volume 12, Issue 07, October 2026 P-ISSN: 2349-7009
IJIRIS https://www.ijiris.com/archives
https://doi.org/10.26562/ijiris.2026.v1207.02
A practical implementation can separate ingestion, preprocessing, classification, localization, text extraction, aggregation,
and presentation into modules with explicit input and output contracts. Each module should return a status alongside its
data, allowing unsupported inputs and missing models to be reported without substituting default success values. Table II
distinguishes supplied artifacts from work still required.
Table Il - Implementation Evidence in the Supplied Project Report

Component Available material Missing evidence
CNN inference Image loading, preprocessing, and Checkpoint, training configuration, labels, and
prediction snippet. tests.
YOLO inference Model load, box extraction, and overlay Forgery-trained weights, annotations, version,
example. and tests.
GAN training Narrative methodology and architectural Training code, data inventory, and generation
role. logs.
NLP analysis Keyword-based report comparison Parser and labeled paired examples.
description.
Interface Upload and explanation workflow Runnable service, request traces, and user tests.
description.

B. Scope of the supplied inference examples
The CNN appendix loads medical _deepfake_model.h5, preprocesses test_scan.jpg, and prints a binary message. The PDF
does not supply the referenced model or image. The snippet documents an invocation pattern but does not establish the
model’s training history, accuracy, or supported input distribution. The localization appendix loads yolov8.pt and draws
boxes on an image. A checkpoint filename does not identify the classes on which it was trained. The example also does
not establish complete handling of multiple detections, empty results, or input errors. These details require a runnable
implementation and tests before supporting an end-to-end claim.
C. Interface behavior
The chatbot-oriented interface should confirm that the scan was accepted and report the status of each branch. It should
distinguish “not assessed” from “no suspicious region detected,” and distinguish both from a processing error. If a report
is absent, the interface should display image-analysis outputs without claiming that a consistency check succeeded.
Explanations should be assembled from structured outputs. An illustrative template is: “The image model flagged possible
manipulation; the highlighted region is a localization prediction; report consistency was not assessed because comparable
visual findings were unavailable.” This is a proposed message, not an output observed from a deployed system. No
explanation should imply a verified diagnosis or replace qualified review.
VII. AI/ML EVALUATION METHODOLOGY
A. Classification metrics
For evaluation, a manipulated image is the positive class. Let TP, TN, FP, and FN denote true positives, true negatives,
false positives, and false negatives. The proposed metrics include
Accuracy = (TP + TN) /(TP + TN + FP + FN), (2)
Precision = TP/ (TP + FP), (3)
Recall=TP /(TP +FN), (4)
F1=2TP/(2TP + FP + FN). (5)
The evaluation should state its convention for undefined metrics when a denominator is zero. Accuracy should be
accompanied by the confusion matrix, class counts, and selected threshold. Precision—recall and receiver-operating-
characteristic curves can describe behavior across thresholds, while calibration should be assessed before presenting
scores as probabilities.
B. Localization and language metrics
For a predicted region B_pred and a ground-truth region B_true, overlap is measured by
loU = |B_pred N B_true| / |B_pred UB_true|. (6)

The protocol should report average precision at stated overlap thresholds, sensitivity to manipulated regions, and false-
positive regions per authentic image. A bounding-box visualization alone is insufficient to calculate these quantities. Small
alterations and images with multiple edits should be reported separately where the sample size permits. The NLP
component requires concept-level extraction metrics and an assessment of assertion handling. Consistency checking
requires a separately labeled set of matched and mismatched image—report pairs. Evaluation should report both decision
quality on assessed cases and coverage, defined as the fraction of eligible requests receiving an assessed comparison.
Excluding not-assessed cases without reporting coverage would hide a system limitation.

C. Comparison and ablation design

The proposed comparison includes a CNN-only baseline, classification with localization, and the complete workflow with
report analysis. Synthetic augmentation and optional ELA should each be accessed through controlled ablations.
Comparisons should use the same patient-level partitions and report variation across repeated runs. The complete
workflow should not be assumed to improve scan-level classification merely because it displays more outputs. If scores
are later combined into a single classifier, the fusion rule must be specified and fitted using training or validation data only.
Otherwise, evaluation should keep forensic and consistency decisions separate and measure the usefulness of their joint
presentation.
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VIII. SECURITY AND INTEGRITY CONSIDERATIONS

The detector is intended as one component of integrity review, not as a mechanism that prevents all unauthorized edits.

The proposed threat model includes modification before upload, replacement of stored files, report mispairing, jointly

altered images and reports, and misuse of outputs. Table Ill summarizes these cases and the limits of the proposed
response.

Table Il - Proposed Threat Model and Limits of the Verification Workflow

Threat or failure Proposed response Residual limitation / evidence status
Alteration before Apply classification and suspicious-region | Unseen manipulations may evade detection; no
upload localization. measured attack coverage is supplied.
Incorrect report Validate study association before Pairing logic and study identifiers require
pairing semantic comparison. implementation and testing.
Joint image/report Preserve forensic results independently | Consistency alone cannot establish that either
alteration of textual agreement. input is genuine.
Stored-file replacement Preserve originals, record digests, and These are proposed controls, not
maintain an access-controlled audit trail. demonstrated protection mechanisms.
Sensitive data exposure Restrict access, minimize retained No deployment configuration or security
content, and define deletion and assessment is supplied.
transport controls.
Misleading explanation Ground explanations in available Human review remains necessary; no user
evidence and expose missing or uncertain study establishes explanation reliability.
outputs.

The source report includes a comparison described as protected and unprotected CT scans. It does not specify an
implemented encryption, signature, watermarking, or access-control mechanism for that comparison. Visual similarity
between scans cannot substantiate a protection claim. Secure storage, access control, and provenance recording are
therefore treated as requirements for future implementation rather than measured outcomes. Synthetic examples should
be segregated from authentic clinical data. Testing should use appropriately authorized data and avoid exposing identifying
information through logs or the conversational interface. Future evaluation involving clinical workflows requires the
relevant institutional review and data-governance arrangements; none is claimed for the current evidence.
IX. EXPERIMENTAL SETUP

The supplied report recommends a computer with at least 8 GB RAM and GPU access for training, but does not identify
the machine used for an experiment. It provides no dataset size, training duration, number of epochs, optimizer settings,
or test-set composition. These omissions prevent reconstruction of a completed experimental setup. The proposed
evaluation begins by freezing a data manifest and patient-level partitions. The manifest should enumerate modalities,
sources, report availability, genuine abnormalities, and manipulation categories. Training and validation data are used to fit
models and select thresholds; the test partition remains reserved for final assessment. Original images and all derived
versions stay in one partition. The experiment record should freeze model variants, library versions, checkpoints, random
seeds, preprocessing, and hardware. Classification and localization are evaluated first, followed by text extraction,
consistency comparison, and the interface. Domain-separated testing should examine unseen manipulation sources and,
where data permit, acquisition sites or scanner settings not represented in training. Latency measurements should
distinguish loading, preprocessing, model execution, text processing, and rendering. Batch size, input resolution, device,
and warm-up policy should accompany timing results. Because no such measurements were supplied, this paper does not
describe the system as real-time. Table IV lists the evidence needed for the planned experiments.

Table IV - Proposed Experiments and Required Measurements

Experiment Required evidence and output
Classification Labeled test manifest; confusion matrix, F1, sensitivity, specificity, and threshold.
Localization Ground-truth boxes; stated loU thresholds, average precision, and false-positive regions.
Report extraction Expert-labeled text; concept and assertion-level precision, recall, and F1.
Consistency checking Verified pairs and mismatch labels; decision metrics plus assessment coverage.
Robustness / ablation Fixed splits; unseen manipulations and matched comparisons with modules removed.
Runtime / interface Hardware and request logs; latency distribution, failures, and explanation fidelity.
X.RESULTS

A. Qualitative material in the project report

The source report presents four categories of illustrations: original and tampered CT scans, protected and unprotected
CT scans, a forged chest X-ray, and a manipulated brain MRI. Their descriptions discuss highlighted suspicious regions and
the intended value of visual localization. Table V records what can be concluded without converting illustrations into
numerical benchmarks. The examples are not accompanied by a traceable set of image identifiers, trained model outputs,
ground-truth annotations, or experimental logs. Their image provenance is also not established in the supplied text. They
are therefore summarized rather than reproduced as independently verified detections. The architecture diagram in this
paper is a newly drawn schematic, not an experimental result.
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Table V- Qualitative Observations from the Source Report and their Evidence Limits

Reported example Observation described in the report Interpretation supported by the supplied evidence
Original / tampered CT |Scans compared with regions described as lllustrates the intended display; no case-level
manipulated and highlighted. predictions or ground truth support accuracy or
false-positive estimates.
Protected / unprotected  Comparison described as preserving A presentation concept only; no implemented
CT appearance while protecting content.  |protection method or security test is documented.
Forged chest X-ray Example described as containing an An additional application not validated X-ray
implanted lesion and a highlighted region. generalization from a CT/MRI model.
Manipulated brain MRI | Example described as showing an artificial | Illustrates the intended MRI use case; no blinded
tumor region and its localization. test, overlap metric, or independent annotation is
supplied.

Apparently unaltered examples cannot establish a zero false-positive rate, and a highlighted lesion cannot establish that
the detector distinguishes a forged lesion from genuine disease. This paper makes no claim of superiority over
conventional verification methods or published deepfake detectors. Those comparisons remain experiments to be
performed.
B. Quantitative result status
No numerical accuracy, precision, recall, F1, localization average precision, NLP score, or latency measurement is
available in the supplied material. There is no test-set denominator from which to derive such values. The report’s
statements about high accuracy and successful implementation are insufficient to establish those outcomes quantitatively.
C. Functional evaluation status
The available evidence supports an architectural description and illustrative inference paths. End-to-end behavior remains
to be verified. Table VI defines functional tests for the implementation; all entries are proposed tests, not recorded
passes.

Table VI- Proposed Functional Tests; Execution Evidence is not Supplied

Test case Expected behavior

Valid scan, no report Run supported image branches; mark consistency not assessed.
Unreadable input Reject with a clear error; do not return an authenticity label.

No detected regions Return an empty list without claiming proven authenticity.
Multiple regions Display every retained box in original-image coordinates.
Unmatched report Disable semantic comparison and identify the pairing problem.
Negated / uncertain finding Preserve assertion status rather than matching keywords alone.
Missing model / failure Identify the unavailable component and retain valid partial results.

XI. DISCUSSION

The principal value of the architecture is that it makes different forms of evidence visible within one workflow. A scan-
level score can support initial review, a region prediction can direct attention, and structured report analysis can expose a
disagreement. None of these outputs should silently substitute for another. Their usefulness depends on communicating
what was evaluated and what remains uncertain. The most consequential design issue is the boundary between forensic
detection and clinical interpretation. A network trained to identify altered pixels does not automatically learn a reliable
disease vocabulary. Report checking therefore needs either a separately validated clinical-finding model or expert-
provided findings. Making this dependency explicit prevents coherent-looking explanations from exceeding the available
evidence. Generalization is another concern. A classifier may respond to preprocessing, export settings, or synthetic-
generation characteristics rather than manipulation itself. The proposed ablations and source-separated evaluations are
intended to test these alternatives. Results should be interpreted separately for CT, MRI, and additional modalities rather
than pooled into an unsupported claim of universal verification. Finally, a practical workflow must balance false alarms
with missed manipulations. An operating threshold cannot be chosen from a few illustrations. It should be established
using validation data and reviewed against the intended use case. This paper supplies neither a clinically approved
operating point nor evidence that the interface reduces diagnostic errors.

XII. LIMITATIONS

The first limitation is evidential: the available artifact is a project report, not a reproducible experimental package. Data
manifests, executable training code, checkpoints, ground-truth annotations, and run logs were not supplied. The
manuscript therefore describes a proposed framework with qualitative supporting material rather than a validated
detector. Second, several choices remain open, including the CNN backbone, GAN configuration, YOLO variant, NLP
method, and software stack. Two-dimensional inference examples do not establish complete support for volumetric
studies. Optional ELA also lacks a format-specific evaluation. Third, report consistency lacks a demonstrated source of
clinical visual findings and a labeled multimodal evaluation set. The conditional comparison specified here is a design
refinement requiring implementation. A chatbot explanation cannot compensate for this missing evidence. Fourth, the
illustrations do not establish performance across scanners, institutions, patient groups, or unseen manipulation methods.
No clinician study, deployment evaluation, or formal security assessment is documented. These limitations preclude
claims of clinical readiness, universal protection, or real-time reliability.
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XIIl. FUTURE WORK
The immediate priority is an authorized, versioned dataset with patient-level partitions, authentic abnormal scans,
manipulation annotations, and verified report associations. The next step is a reproducible training and inference
configuration, subject to data and institutional restrictions. A CNN-only baseline should precede evaluation of synthetic
augmentation and localization. Subsequent work should establish a structured visual-finding source for report comparison
and assess extraction, negation, uncertainty, and mismatch detection independently. Full-study CT and MRI support
should be evaluated separately from two-dimensional demonstrations. Additional modalities, including chest X-rays,
require their own training and test evidence. Future studies can then assess uncertainty handling, domain shift, efficiency,
and explanation fidelity. Storage and audit mechanisms should be tested independently of the detector. Evaluation with
qualified reviewers should examine whether the interface helps interpret evidence without encouraging overreliance on
automated labels.

XIV. CONCLUSION

This paper presents Medical Deepfake Detector as an integrated framework for medical-image integrity review using
GAN-assisted training, CNN classification, YOLO localization, and NLP-based report analysis. The architecture separates
offline generation from inference and distinguishes forensic outputs from clinical findings. A chatbot-oriented interface is
proposed to present scores, suspicious regions, textual evidence, and unresolved cases for human review. The project
report provides design descriptions, illustrations, and inference snippets, but not the artifacts needed to verify quantitative
performance. Accordingly, this manuscript reports qualitative evidence and specifies the experiments required to evaluate
the framework. Its outcome is a structured, testable research design rather than a clinically validated system.
Reproducible datasets, trained models, independent evaluation, and bounded explanations are the next requirements for
establishing practical effectiveness.
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